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DEDICATION  & SPECIAL  RECOGNITION 


The  Board  of  Directors  and  the  Seminar  Committee  dedicated 
the  Tenth  National  Seminar  to  James  G.  Marsh  and  Daniel  F. 
Rankin  whom  we  all  knew  and  loved. 

The  Society  recognizes  with  regret  the  retirements  of 
C.  Donald  Garrett,  George  McClain  and  Willard  Thompson  who 
have  actively  participated  in  NCMS  for  many  years.  Their 
unselfish  contributions  to  the  professional  development  of 
Classification  Management  is  an  inspiration  to  all  those 
who  follow. 
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review  "of  Vast  Year 

BY 

FREDRICK  .1.  UAICl.E,  President 


With  this  lmproaslv*  array  of  talent  we  proceed 
on  to  what  l think  wai,  In  many  ways  a successful 
year : 

We  first  sot  objectives  and  they  are  as  follows, 
with  the  results  when  there  were  any: 

1.  Prepare  a follow-up  letter  to  OSD  on  a 

previously  submitted  position  paper  on  the 
subject  of  greater  leniency  in  contractor 
retention  of  Information  on  contract  eoraple- 
t Ion . 

RESULTS:  We  received  an  Indepth  response 
from  OSD  on  this  subject  Indicating  that  they 
believed  that  Che  1SR  and  EO  11652  emphaslrod 
the  "need  to  know"  aapect  and  that  the 


reaponatbl 1 1 ty  for  retention  should  continue 
to  real  with  the  contracting  officer  and  did 
not  see  a need  to  mitigate  thla  r salons  lb U 
Itv  by  OSD  Intervention  with  any  other  system 
of  handl.'t  g retention. 

Submit  two  additional  position  papers  to  OSD, 

a.  W*  recommended  the  aholution  of  the  ISM 
and  incorporation  of  all  requirements 
into  one  directive  to  permit  the  Inspector 
and  the  Inspected  to  both  be  working  to 
the  same  set  of  requirements.  In  addt- 
l .on  to  the  coat  savings  that  would  be 
evident  by  the  need  to  issue  and  main- 
tain only  one  manual.  Also  suggested 
coding  the  paragraphs  numerically  to  the 
Information  Security  Program  Regulation 
5200. 1R  so  we  could  better  correlate  and 
understand  the  dual  standards  when  they 
exist . 

KKSIU.TS : OSD  responded  that  this  concept 
had  been  previously  studied  and  was  re- 
jected and  that  the  basts  of  rejection 
were  still  valid.  Also  that  the  1SR  was 
policies,  practices  and  procedures,  while 
the  ISM  contained  detailed  security 
requirement  a,  and  the  1SR  was  not  intended 
to  be  applicable  to  Industry,  although 
they  are  available  fot  distribution,  and 
Industry  should  not  be  burdened  with 
maintaining  them. 

b.  We  submitted  a second  papci  recommending 
the  eatahl Ishment  of  a central  repository 
for  all  classtt Icatlcn  guidance  ihat  is 
published,  and  recommended  that  Dl>C  be 
considered  as  this  repository,  where  any 
activity  could  have  access  t o the  multiple 
guidance  on  any  one  subject  If  in  their 
registered  field  of  Interest . 

RESULT.’5;  This  recommendation  Is  sill! 
under  considers! ion  by  OSD, 

3.  OBJECTIVE:  Restructure  the  seminar  to  con- 
duct the  business  meeting  In  a more  efficient 
manner . 

RESULTS:  We  struck  it  in  on  you  this  morning. 

4.  OBJECTIVE:  Support  A mid-yoar  mini-seminar 
in  an  area  not  normally  supported  hv  the 
annual  seminar  or  chapter  activities. 

RESULTS:  The  Board  of  Directors  participated 
in  a supported  one  day  seminar  in  Dallas, 

Texas  hosted  by  Texes  lust  rurnent  e avto  Dean 
Richardson.  Thirty  to  forty  attendees  frost 


On  July  14,  1471,  the  present  Board  ot  Directors 
assumed  office  and  the  conduct  of  the  Society 'e 
business.  Officers  are;  Jim  Buckland,  Martin  2. 

Marietta,  Orlando,  Florida,  Vice  President  and 
Membership  Chalrmsn;  Desn  Richardson,  Texas 
Instruments,  Dallas,  Texas,  Secretary;  and 
Sheila  Dotson,  Naval  Weapons  Center,  China  Lake, 
Treasurer.  Members  of  the  Board  are:  Jim 
Baglay.  NRL,  Washington,  U.  C..  and  Tom  O'Brien, 
now  Director,  Security  Plans  and  Policies,  ODASD 
iSecurlty  Policy)  Educat Ion  and  Standards  Com- 
mittee; Jack  A.  Robinson,  Center  to:  Naval 
Analysis,  Arlington,  Virginia,  Editor  NCMS 
Bulletin;  Eugene  Suto,  Research  Ceneral  Corp. , 

McLean,  Virginia;  Communication  6 Congressional 
Liaison;  and,  Jim  Marsh,  Sandla  laboratories, 
Albuquerque,  New  Mexico,  who  as  past  President, 
past  Secretary,  and  coordinator  for  the  editing 
and  printing  of  the  NCMS  Bulletin,  served  the 
Society  with  every  strength  ot  his  being, 
departed  1 rom  our  physical  presence  in  December 
of  last  yesi , We  all  sincerely  miss  hts  wit, 
hte  keen  Insight  and  his  deep  devotion  to  tho 
Society  that  he  loved  so  well.  In  addition  to 
the  Board  members,  as  elected,  the  following 
also  served  the  Society  with  distinction  this 
year;  Mr.  Donald  Woodbridgo.  KMX  Fusion  Inc., 

Ann  Arbor,  Mich,  cut  distinguished  Society 
Counselor;  Mr,  torlmer  McConnell  ot  System 
Development  Corporation,  Santa  Monica,  Calif,  as 
our  Journal  F.dltor,  In  addition  we  have  had  the 
privilege  to  call  upon  our  legal  committee, 

0.  Donald  Carrot t , Ceorge  MacClatn  and  Frank  May, 
all  retired  and  all  in  the  Washington/Virginia 
area,  plus  Mr.  Hill  Florence  who  has  been 
Special  Assistant  to  the  President  for  Congres- 
sional Information  and  has  been  responaible  for 
the  congressional  mailings  that  you  have  received. 


knew  what  we  wanted  to  say  hut  were  inept  with 
word  a goes  to  out  Counselor , Donald  Woodbr  ldge . 
Thank  you  Don  for  s compl tested  task  well  done. 


the  Southwest  attended  and  classification 
management  la  auch  note  Meaningful  to  that 
group . 

ASIDE:  The  Board  earnestly  solicit  a the 
opportunity  to  support  n seminar  for  you  in 
your  area,  or  your  command,  primarily  in 
February  of  each  year,  in  conjunction  with 
our  mid-year  Board  meeting.  We  are  avail- 
able us  speakers,  panelists  or  just  audience 
participants.  If  you  sre  interested,  please 
contact  one  uf  us.  We  are  presently  tin 
committed  for  1975.  In  1971  we  were  in 
Orlando  with  Martin  Marietta  and  this  year 
in  Dallas,  with  Texas  Instruments.  We  don't 
charge  and  we  do  love  to  talk  on  our  favor- 
ite subject — Classification  Management. 

OBJECTIVE:  Update  the  Agency /Clasul 1 tent  ion 
responsible  person  listing  that  wo  published 
several  years  ago. 

RESULTS;  The  first  draft  has  been  completed 
and  is  currently  being  updated  and  will  soon 
bo  published  as  an  attachment  to  an  edition 
of  the  Bulletin. 

ADDITIONAL  ACCOMPLISHMENTS  have  been  the  revi- 
sion and  redesign  of  the  membership  application 
blank  and  a rewrite  of  the  N0.M8  Brochure,  ho: h 
the  result  of  blood  sweat  and  tears  v>t  our  Vice 
President  Jim  Auckland. 

And  the  last  but  what  1 believe  the  most  signi- 
ficant, a complete  revamp  of  the  Society  bylaws, 
bringing  them  up  to  date  after  ten  years  of 
practical  application.  All  changes  were  adminis- 
trative in  nature  and  aerved  to  have  the  bylaws 
reflect  tho  actual  operation  of  the  Society,  nil 
changes  were  within  the  authority  of  the  Board  ot 
Dlrectois  except  for  the  abolition  of  the  Asso- 
ciate membership  category,  and  making  all 
members  regular  members.  This  was  put  to  the 
vote  of  the  membership  by  putting  a ballot  in 
the  Bulletin,  however  only  bO  ballots  were 
returnou;  this  necessitated  sending  personal 
letters  to  those  who  did  not  respond.  This  then 
resulted  in  a return  of  lib  votes,  115  for  and  1 
against  the  resolution.  As  this  then  repre- 
sented a majority  of  the  membership,  the  Board 
declared  the  resolution  passed.  As  with  any 
auch  task  accomplished  by  committee,  there  were 
many  suggested  changes  and  attempts  at  the  ulti- 
mate in  the  revision  over  a period  of  a year, 
until  such  time  as  we  reached  n selection  of 
terminology  that  was  acceptable  to  the  entire 
board.  Our  moat  heartfelt  appreciation  for 
abuulderlng  the  complete  burden  of  these  re- 
writes, for  bis  patience  with  those  of  us  who 


As  a result  of  the  interface  by  Director  Gsne 
Suto,  the  Society  is  now  registered  with  the 
National  Referral  Crntet.  Science  and  Technology 
Division,  Library  of  Cungiess  as  a registered 
Information  Source. 

In  Or tube i the  Board  approved  limited  support 
for  chapters  in  financing  the  hosting  of  guest 
speakers  ir  order  to  assist  them  in  strengthening 
their  programs  and  increasing  their  appsal  to  the 
membership. 

In  May,  the  Society  was  invited  to  participate 
in  the  Information  Security  Management  i’llot 
course  at  the  Defense  Industrial  Security  Insti- 
tute, Richmond,  Virginia,  and  as  I indicated 
earlier,  the  results  of  attending  the  course 
will  he  discussed  in  detail  tomorrow  by  the 
school  and  by  both  the  Industrial  and  the  Govern- 
ment attendees. 


The  past  year  has  seen  all  of  us,  both  Govern- 
ment and  Industry,  going  through  the  experience 
of  a sparev  budget,  seemingly  coupled  with  a 
pronounced  increase  in  the  responaiht 1 i ty  and 
workload  of  the  Claasi f Icatton  Profession. 

Many  of  us  ware  unable  to  travel  as  we  bad 


In  June,  the  Society  acted  upon  the  recommenda- 
tion* of  the  Nomination  Committee  headed  by  Dick 
Boberg  of  Sierra  Research  lno,,  Santa  Monica, 
Calif.,  also  a past  President,  and  voted  on  the 
state  of  directors  for  the  next  three  veats  and 
the  selection  oi  directors  to  tilt  the  vacancies 
caused  by  death  and  reslgnationa  over  the  past 
year.  Your  ballots  created  a Ural  in  the  history 
of  the  Society  in  that  there  were  only  U votes 
separating  the  tlisi  four  succ.essiul  candidates. 
Society  policy  is  such  that  ve  do  not  announce 
the  numbers  of  votes,  however  the  ballots  uve 
on  file  with  the  Executive  Secret  at y in  Alexandria, 
Va . for  audit  should  such  ever  be  the  desire  of 
any  of  the  membership.  Elected  for  three  full 
years  were  Dean  Richardson,  Jack  Robinson  and 
Gene  Suto,  all  of  whom  were  running  tor  re- 
elect ion.  Elected  tor  a 2 year  term  was  Jim 
Rucklnnd,  also  running  tor  reelect  ion.  Two  new 
electees  are  Richard  Ratals  of  Hughes  Aircraft 
I’.orp.,  Culver  City  (So.  Calif,  Chapterl,  and 
Jim  Manages,  Applied  Technology  Inc.,  Sunnyvale, 
Calif.  (No.  Calif.  Chapter  Chairman),  each  for 
one  year  terns.  So  we  have  basically  the  same 
Board  of  Direriora  for  next  year,  with  two 
freshmen  from  whom  we  expect  some  now  llte  and 
vitality. 
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project  ad , but  In  (pile  o’  this  1 (eel  th*t  the 
Society  prospered  and  progressed,  and  we  all 
presidents  before  Me,  I know  that  1 was  wvnbie 
to  assist  ths  Board  In  accoapllshlng  srl  that  we 
would  have  liked  to  at  the  calendar  bacam  an 
•naay  rather  thun  an  ally.  For  your  outstanding 
assistance,  understanding  and  support  1 thank  yuu 
all. 


KEYNOTE  ADDRESS  " 

BY 

JOSEPH  J.  DIBBLING 

Deputy  Assistant  Secretary  of  Defense 
(Security  Policy) 

Office  of  Aasletant  Secretary  of  Defence 
(Coopt  roller) 

1 t le  always  a pleasure  for  me  to  appear  before 
the  membership  of  the  National  Classification 
Management  Society — a Membership  comprised  of 
profeaelonala  woo  are  knowledgeable  In  all  as- 
pects of  the  ltifortsat  ton  Security  Program.  1 
have  learned,  during  my  years  In  this  field,  of 
the  importance  of  the  free  exchange  of  Ideas 
through  forums  such  as  this  and  the  benefits 
which  are  derived  from  auch  exchange  by  loth  we 
in  Defense  and  you  In  Industry, 

l note  from  the  agenda  of  ibis  Tenth  National 
Seminar  that  the  presentations  to  be  mad*  In  the 
time  ahead  will  cover  some  vary  Important  as- 
pect a of  the  Program.  T encourage  your  full  md 
frank  participation  In  the  copied  to  cv  presented 
particularly,  during  the  times  allocated  for 
floor  questions  and  panel  discussions. 

He  have  Juat  passed  the  second  anniversary  of  the 
effective  date  of  Executive  Order  llb52.  It  la 
appropriate  at  this  time  for  ue  to  reflect  on  our 
progress  and  dlscues  plana  for  furthetonce  of 
Program  objectives. 

During  the  past  few  weeks  we  nave  reported  on  our 
acanagement  of  the  Program  to  both  the  House  and 
the  Senate.  In  this  connection,  1 should  note 
that  much  of  our  progress  In  establishing  the 
significant  changes  brought  about  by  Executive 
Order  11652  and  fully  Implementing  lta  provisions 
la.  In  part,  dv*  to  the  continuing  interest  of 
roHxltteet  in  the  House  and  Senate  In  exerclalng 
their  oversight  responsibilities. 

The  details  of  progress  achieved  by  the  Depart- 
ment of  Defense  will  be  discussed  by  Nr,  VanOooV 
who,  for  the  past  year,  as  my  Director  of  Infor- 
mation Security,  has  contributed  materially  to 
the  results  ve  have  thus  far  obtained.  I would 
like  -o  touch  on  some  of  the  highlight*,  bring 
you  up  to  date  on  legislation  pending  before  the 


Congress,  and  familiarise  you  with  the  views  of 
the  Department  of  Defense  reflected  in  our 
reports  and  testimony  with  respect  to  legiula- 

tlcn. 

As  you  know,  the  Department  of  Defense  Informa- 
tion Security  Program  is  the  .argeet  In  scope 
of  »ny  othvr  Department  of  the  Executive  Branch 
w.’h  soma  12,000  contractors  and  over  1100  major 
DoD  activities  involving  several  million  cleared 
people  Our  Program  and  the  policies  associated 
with  Its  implementation  are  far-reaching.  There 
le  m doubt  that  the  Department  of  Defense  creates 
more  classified  information  and  material  than  all 
other  Department*  and  Agencies  o:  the  Executive 
Pianch  combined.  This  great  volume  of  classified 
material  derives  from  the  mission  of  the  Depart- 
ment . the  worldwide  disposition  of  Its  elements 
and  the  sensitivity  of  lta  national  and  inter- 
national operations. 

The  Congress  has,  by  Introduction  of  many  bills 
in  both  Houses,  Indicated  a deep  concern  that 
information  about  Defense  policies,  practices, 
and  operations  be  given  the  widest  possible 
dissemination,  subject  only  to  the  restraints 
imposed  by  national  security.  We,  to  the  Depart- 
ment of  Defense,  share  that  concern. 

the  overwhelming  majority  of  the  Department 1 e 
official  records  are  unclassified.  These  are 
uccesalble  to  the  public,  unless  they  are  with- 
held for  reasons  other  than  security  classifi- 
cation specified  In  the  Freedom  of  Information 
Act.  The  'hibllc  Is  now  provided  with  a wealth 
of  inlurmjtion  on  such  things  as  laser  technology, 
sophisticated  cowmun teat  ions  systems  and  earth 
resources  aatcllltee  vliUh,  a few  years  hack, 
would  not  have  been  released  due  to  Its  sensitiv- 
ity. There  has  been  a definite  shifting  of 
empha.nls  to  further  ensure  that  the  public  is 
made  fully  cognisant  of  Defense  activities. 

There  Is  a wide  range  of  media  being  fully 
utilised  for  Informing  the  public  such  as  daily 
press  briefings  and  leleasas,  publication  of 
articles  by  Defense  and  industry  authors  In 
technical  and  scientific  Journals  and  wide 
dissemination  of  scientific  and  technical 
papers  in  thu  national  and  international 
communities , Other  means  of  keeping  the  public 
and  the  Congress  Informed  include  our  participa- 
tion In  symposiums  and  seminars  such  as  this; 
appearances  before  Congressional  committees  and 
public  speeches  by  Defense  officials.  In  this 
regsrd,  the  Department  has  an  excellent  track 
record.  To  improve  it,  ve  are  continually 
striving  to  reduce  classification  In  the  first 
instance,  eliminate  overclassification  and 
accelerate  downgrading  and  declassification. 
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In  the  past,  the  uyatem  of  security  classifica- 
tion allowed  too  many  papers  to  be  classified  for 
too  long  a tine.  To  deal  with  this  problem,  a 
comprehensive  study  was  Initiated  by  the  Presi- 
dent In  January  1971  with  a view  to  achieving  a 
better  balance  between  the  two  competing  princi- 
ples of  releasing  information  to  the  public  and 
of  preserving  confidentiality.  I was  personally 
involved  in  the  early  stages  of  this  study  which 
culminated  in  the  Issuance  of  Executive  Order 
11652.  The  Order  established  within  tie  Execu- 
tive Branch,  a new  and  progressive  system  for 
the  classification  and  declassification  of 
official  information  relating  to  the  national 
security . 

By  this  time,  the  provisions  of  the  Order  and 
Department  of  Defense  implement lng  issuances  are 
well  known  to  this  audience.  Consequently,  1 
will  not  review  their  specifics.  Rather,  1 
would  like  to  describe  some  of  the  more  signifi- 
cant actions  which  have  been  taken  to  make  the 
Information  Security  Program  more  effective. 

Monitoring  of  the  program  la  under  the  direction 
of  Departmental  Classification  Review  Committees , 
one  at-  the  Office  of  the  Secretary  of  Defense 
level  and  one  In  each  military  department;  a 
Defense  Information  Security  Advisory  Board;  and 
Inspection  teams  in  the  office  of  the  Secretary 
of  Defense  and  the  military  departments.  These 
Committees  act  on  suggestions  and  complaints 
Involving  the  administration  of  the  Order  and 
review  appeals  of  requests  for  official  records 
when  a proposed  denial  Is  based  on  their  con- 
tinued classification  under  the  Order.  They  are 
chaired  by  senior  officials  In  the  Ofllce  of  the 
Secretary  of  Defense  and  In  each  Department  who, 
in  addition  to  their  cotmnlttee  responsibilities, 
have  responsibility  for  compliance  with  and 
Implementation  of  the  Order. 

In  addition  to  the  departmental  review  committees, 
the  Defense  Information  Security  Advisory  Board 
was  established  to  advise  and  assist  my  boss. 
Secretary  McClary,  In  the  fulfillment  of  his 
management  and  monltorshlp  responsibilities.  The 
Board  is  chaired  by  me  and  Is  comprised  of  repre- 
sentatives from  major  components  of  the  Depart- 
ment of  Defense.  With  respect  to  suggestions 
and  complaints,  the  Board  acts  cs  a working  arm 
of  the  Defense  Departmental  Review  Committee. 

The  mission  of  the  Board  is  to  review  and  evaluate 
the  effectiveness  of  the  administration  of  the 
Information  Security  Program  and  to  develop  and 
recommend  new  or  revised  uniform  policies,  proce- 
dures, standards  and  criteria  necessary  to  meet 
changing  conditions,  or  to  correct  deficiencies 
In  the  Program  which  come  to  Its  attention.  The 


Board  has  considered  and  acted  upon  significant 
Information  security  matters  such  as  (1)  improved 
security  education  and  training  programs,  (2)  the 
devclopt  int  and  adoption  of  inspection  procedures, 
O)  the  gathering,  maintaining  and  reporting  of 
statistical  data,  and  (4)  the  initiation  of 
Program,  Project  or  System  declassification 
programs. 

Within  my  office,  a Division  Is  assigned  responsi- 
bility to  monitor  the  Information  Security  Program 
through  inspection  and  reporting.  Since  its 
establishment.  Its  members  have  conducted  on 
site,  ip-depth  reviews  of  the  Information  Security 
Program  at  mujor  Department  of  Defense  component 
headquarters  and  at  selected  major  Defense  con- 
tractor facilities  throughout  the  United  States, 

These  surveys  have  helped  the  Department  to 
identify  strengths  and  weaknesses  in  program 
implementation  and  to  effect  improvements  in 
the  program. 

To  Insure  that  the  provisions  of  Executive  Order 
11652  are  being  carried  out  effectively  at  the 
working  level,  we  have  required  Department  of 
Defense  components  to  report  the  results  of  their 
Inspections.  These  show  that  during  the  period 
June  1,  1972  through  December  31,  1973,  over  2500 
formal  inspections  were  conducted  within  the 
Department  of  Defense  components.  In  addition, 
approximately  10,000  informal  reviews  and  security 
assistance  visits  were  conducted  for  the  purpose 
of  making  the  Information  Security  Program  more 
effective. 

Among  the  more  significant  management  actions  are 
these; 

First,  In  its  continuing  efforts  to  control  the 
number  of  classification  actions,  the  Department 
of  Defense  has  consistently  emphasized  the  need 
to  reduce  the  number  of  persons  who  may  classify 
information.  Since  the  Issuance  of  Executive 
Order  11652,  the  Department  has  reduced  that 
number  from  31,048  to  7,033  - a 77X  reduction. 

Second,  the  Department  has  directed  continuing 
attention  to  limiting  the  use  of  the  authority 
provided  in  Executive  Order  11652  to  exempt 
information  from  the  General  Declassification 
Schedule.  We  have  ordered  a detailed  survey  as 
to  the  extent  to  which  exemption  authority  is 
used.  We  have  found  lingering  tendencies  to 
avoid  application  of  automatic  downgrading  and 
declassification.  This  is  one  of  the  problems 
we  are  continuing  to  address.  In  this  connection, 
1 continue  to  encourage  your  challenges  in  those 
cases  when  you  find  security  classification 
guidance  Insufficient  or  overbearing. 


i 


>1 


i 

I 


J 


11 


Third,  v * are  reviewing  security  claaaif teat  Ion 
guidance  for  the  purposes  of  accelerating  down- 
grading and  declassification  where  possible  and 
restricting  the  use  of  exemption  authority.  We 
are  paying  particular  attention  to  the  declassi- 
fication ot  total  programs.  The  downgrading  or 
total  dec lassl 1 Icat ion  of  programs,  projects, 

*nd  systems  or  portions  thereof  has  already 
resulted  In  the  downgrading  or  dec lssslf lest  Ion 
of  trns  of  thousands  of  related  documents.  Many 
of  you  have  participated  In  these  actions  and  1 
encourage  you  to  continue  to  carry  out  your 
oversight  roles  with  the  vigor  you  have  shown  in 
the  past  and  make  every  eflort  to  see  that 
guidance  In  your  hands  meets  current  operational 
requirements.  This  la  an  opportune  time  to 
recommend  declassification  of  programs  which  you 
believe  no  longer  warrant  security  elaaaiflca- 
t Ion  protection. 

Fourth,  the  Assistant  Secretary  of  Defense  for 
Public  Affairs  hss  been  authorized  to  declassify 
Information  originated  within  the  Department  of 
Defense,  This  delegation  of  declassification 
authority  facilitates  the  review  and  declassifi- 
cation of  testimony  of  Defense  witnesses  before 
Congressional  Committees. 

Fifth,  we  have  issued  guidelines  whose  eftect  Is 
to  declassify  the  majority  ot  the  Department's 
official  records  dated  prior  to  June  30,  1950. 

To  provide  some  Indication  of  the  results 
achieved  through  the  use  of  these  guidelines, 
the  military  departments  have  reported  the  de- 
classification of  110,000  Uneat  teet  of  clas-sl- 
f led  records.  The  Archivist  of  the  United  States, 
who  has  been  authorised  by  the  Secretary  of 
Defense  to  apply  these  guidelines  to  Defense 
records  In  his  custody,  has  reported  the  declassi- 
fication of  approximately  50  million  pages.  These 
guidelines  have  also  been  authorized  for  use  In 
such  activities  as  the  Hoover  Institute,  the 
MacArthur  Library  and  the  Library  of  Congress, 
all  of  which  hold  certain  Department  of  Defense 
historical  records  in  their  custody.  I might  add 
that  a study  is  currently  under  way  to  determine 
whether  it  Is  feasible  to  apply  similar  guide- 
lines for  the  declassification  of  official  depart- 
mental records  as  they  become  20  years  old. 

Sixth,  the  Department  undertook  a project  to  re- 
duce to  the  absolute  minimum,  consistent  with 
operational  requirements  and  national  security, 
the  number  of  Top  Secret  documents  retained  in 
files  and  storage.  180,469  documents  were 
eliminated  from  the  Top  Seeiet  Inventory  during 
the  period  February  1,  107  1 chrough  March  31,  1973 
leaving  a total  of  541,539.  We  have  plans  to  con- 
duct a similar  project  during  this  calendar  year. 


IV tense  Industry  likewise  has  reduced  Us 
classified  holdings  from  15.4  million  classified 
documents  to  13.8  million.  The  result  is  that 
material  remaining  In  Inventory  Is  better  pro- 
tected and  costs  associated  with  safeguarding 
are  avoided. 

Seventh,  we  have  established  an  Information 
Security  Management  Course  in  the  Department  of 
Defense.  This  two-week  course  Is  available  for 
both  government  and  defense  contractor  security 
management  personnel  on  a limited  basis.  ltn 
purpose  is  to  provide  these  personnel  a compre- 
hensive understanding  in  interpretation  of  all 
aspects  of  the  Department's  Information  Security 
Program  with  particular  emphasis  on  classifica- 
tion responsibilities.  They,  In  turn,  will  be 
expected  to  pass  on  the  knowledge  gained  through 
this  formal  training  to  personnel  within  ihelr 
respective  activities  who  are  involved  in  classi- 
fication matters . Additionally,  through  all 
available  channels  of  information,  the  Depart- 
ment has  stressed  to  its  people  that  each  has  a 
particular  responsibility  to  understand  the 
objectives  of  the  new  Information  Security 
Program  and  to  do  their  utmost  as  Individuals 
to  achieve  them. 

As  of  March  31,  1974,  the  Department  has,  under 
the  provisions  of  Executive  CHuvt  11652,  received 
582  requests  from  sources  oucstde  the  Department 
for  the  review  of  10  year  old  classified  material 
for  declassification  and  telease.  Of  these, 534 
have  been  acted  upon  and  the  Information  sought 
has  been  declassified  and  provided  in  whole  or 
In  part  In  85T  of  the  cases  processed.  In  only 
101  of  the  cases,  have  the  requests  tor  declassi- 
fication been  denied. 

1 would  like  now  to  turn  to  the  proposed  legis- 
lation which  is  pending  before  the  Congress. 

Underlying  the  proposed  Congressional  bills  seems 
to  be  the  belief  that  the  Executive  Branch  has 
used  the  classification  system  to  withhold  nr 
at  least  inhibit  the  flow  of  Information  to  the 
Congress.  Let  me  assure  you  that  the  Department 
ot  defense  recognizes  the  concern  of  the  Congress 
that  It  have  access  to  classified  Information  in 
order  to  fulfill  its  responsibilities.  To  this 
end,  the  Department  has  established  policy  that 
the  Department  of  Defense  components  will  make 
maximum  Information  available  promptly  to,  and 
cooperate  fully  with.  Congressional  committees, 
and  that  classified  information  not  available 
to  the  public  will  be  made  available  to  the 
Congress  in  confidence. 
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The  Department  does  “l‘ 
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stantive  information  under  consideration.  No 
external  commission  or  committee  or  the  staff  o 
tuch  commissions  ot  committees,  faced  with  the 
volume  of  decision  making,  could  become  knowl- 
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ChS  Executive  Branch  requiring  protection  in  the 
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system.  Nor  do  we  challenge  the  Congress  over- 
sight responsibility  in  connection  with  the 
classification  system.  On  the  contrary  « 
encourage  the  continuing  interest  of  eohgtes 
slonal  Committees  but  in  an  oversight  rather 
than  a management  capacity. 


To  go  on,  most  of  the  bills  currently  peeing 
provide  for  automatic  downgrading  and  declassi- 
fication at  one  year  intervals.  From  our 
pxoerience  we  believe  that  the  twelve  month 
interval  for  downgrading  and  declassification 
is  totally  unrealistic.  This  time  interval 
would  fall  to  provide  adequate  Protection  for 
that  information  properly  classified  in  -h 
interests  of  national  security.  The  Depart- 
ment’s  experience  over  the  past  two  decades 
with  classification  matters  shows  that  informa- 
tion properly  classified  would  not  rose  its 
sensitivity  to  an  extent  whu.h  would  perm 
uncontrolled  dissemination  iniheproposed 
designated  time  frame.  In  n.l  likellho  , 
original  classifiers  might  tend  to  overclassify 
information  in  an  effort  to  protect  it  for 
longer  periods  of  time,  thereby  ^usingthe 
system  and  materially  Increasing  classified 
inventories,  and  the  storage,  handling  an 
transmission  costs  associated with  the  high 

classification.  The  bills  which  provide 
for  automatic  downgrading  and  declassification 
also  recognise  the  sensitivity  and  need 
extension  of  classification  of  certain  informa 
■ t ion  and  establish  elaborate  procedures  for 
accomp lish ing  this . 

Me  believe  that  the  proposed  procedures  for 
referring  to  a commission  or  committee  eac 
request  for  extension  of  classification  are 
e administratively  unworkable.  For  uxampleas 
1 1 mentioned  earlier,  the  Department  of  »efer>8e 

b Top  Secret  inventory  as  of  March  1971  was 

5<,1  519  documents . We  would  estimate  that  the 
e vast  majority  of  these  would  require  classifi- 
cation beyond  the  time  limit  permitted  by  the 
proposed  legislation.  Many  of  the  requests 
. for  extension  of  classification  submitted  to 
the  Conslssion  or  a Committee  will  involve  in 
formation  covered  by  statute,  such  as  the  Atomic 
Energy  Act  and  other  information  concerning 
intelligence  sources  and  methods,  communica- 
tions and  electronic  intelligence  and  crypto- 
graphic information.  Such  information  has 
indefinite  classifiction  life  and  any  declassi- 
on  ficatio.-  determination  should  be  made  by  personnel 

0 who,  as  a result  of  day-to-day  operations,  have 
complete  familiarity  with  the  subject  and  are, 

1 therefore,  able  to  determine  the  impact  of 
declassification  of  the  subject  matter  on 

-i  security.  Consequently,  these  documents 

i.1—  »i  «™  « possibly  lour 


reviews  by  the  Commission  or  Committee  for 
extension  of  the  classifications  In  highly  sensi- 
tive areas.  It  Is  difficult  to  perceive  how  pro- 
cedures could  be  estaDllshed  wherein  this  volume 
could  be  processed  in  an  orderly  manner  and  yet, 
still  be  responsive  to  current  operational 
requirements . 

Executive  Order  11652  expressly  recognized  that 
"The  Interest  of  the  United  States  and  Its 
citizens  are  best  served  by  making  information 
regarding  the  affairs  of  Government  readily 
available  to  the  public."  At  the  same  time,  It 
acknowledged  that  "There  is  some  official  Infor- 
mation and  material  which,  because  it  bears 
directly  on  the  effectiveness  of  our  national 
defense  and  the  conduct  of  our  foreign  relations, 
oust  be  subject  to  some  constraints  for  the 
security  of  our  nation  and  the  safety  of  our 
people  and  our  allies."  The  Department  of 
Defense,  like  all  other  departments  and  agencies 
in  the  Executive  Branch,  has  made  progress  toward 
achieving  these  complementary  goals.  We  expect 
and  will  achieve  further  improvements  in  the 
Department's  information  security  system. 

Of  necessity,  the  progress  has  been  evolutionary. 
Certainly,  it  may  be  slower  than  some  of  our 
critics  would  like  but  nevertheless,  it  is  effec- 
tive. It  is  indeed  difficult  to  articulate  black 
and  white  solutions  in  implementing  a program  of 
this  great  magnitude  and  complexity  within 
available  resources.  We  have  introduced  a new 
system  to  the  millions  of  people  in  Defense  and 
industry  worldwide.  The  re-education  process  is 
an  undertaking  which  cannot  be  accomplished  over- 
night. We  are  dealing  with  a system  which 
depends  ultimately  on  the  exercise  of  sound 
individual  Judgment. 

In  the  days  ahead  we  will  be  working  together 
toward  achieving  the  overriding  objective — 
responsiveness  to  the  needs  and  interests  of  the 
public  while  safeguarding  sensitive  information. 
We  are  reviewing  all  proposals  of  significant 
interest  which  are  made  available  to  us  and  which 
are  designed  to  meet  this  goal.  I encourage  your 
input.  1 believe  that  the  facts  which  I have 
laid  out  before  you  and  the  additional  ones  to  be 
supplied  by  Mr.  VanCook.  this  afternoon  fully 
support  the  statement  that  since  Executive  Order 
11652  was  promulgated,  there  has  been  i vast 
Improvement  in  the  system. 

Philosophically  speaking,  in  a democracy,  there 
is  no  security  in  unnecessary  government  secrecy. 
We  are  on  course  with  reasonable  management 
techniques  to  make  the  Department  of  Defense 
Information  Security  Program  a most  effective 
one. 


THE  GOVERNMENT'S  SECURITY  CLASSIFICATION  AND 
DECLASSIFICATION  PROGRAM 
BY 

WILLIAM  L.  BROWN.  Executive  Director  ______ 

In  January  1971,  the  President  directed  that  a 
review  be  made  of  the  security  classification 
procedures  under  Executive  Order  10501.  A 
committee  was  set  up  under  then  Assistant 
Attorney  General  William  Rehnquist  to  study  the 
existing  classification  system  and  to  make 
recommendations  with  respect  to  its  operation 
and  to  propose  steps  that  might  be  taken  to 
provide  speedier  declassification.  Based  upon 
that  review  and  other  studies,  a new  and  pro- 
gressive Executive  Order  on  the  clasaif icatlon 
and  declassification  of  national  security  In- 
formation and  material  was  issued  by  the  Presi- 
dent on  March  8,  1972.  The  Order,  known  as 
Executive  Order  11652,  became  effective  on 
June  1,  1972.  It  is  important  to  note  that  this 
reform  was  the  first  major  overhaul  of  the 
Government's  classification  system  in  20  years. 

The  Interagency  Classification  Review  Committee 
was  established  to  assist  the  National  Security 
Council  in  monitoring  implementation  of  the  new 
order  and  any  implementing  directives  Issued  by 
the  President  through  the  NSC.  The  Committee's 
role  as  envisioned  by  the  Executive  Order  was 
to  be  a novel  one — indeed — a bold  one.  In  years 
past  it  had  been  assumed — or  perhaps  hoped — that 
the  Government's  security  classification  system 
would  be  self-policing.  As  we  all  know,  that 
aseumptlon  was  not  borne  out.  As  the  President 
himself  stated  when  he  issued  the  new  Executive 
Order: 

"Unfortunately,  the  system  of  classification 
which  has  evolved  in  the  United  States  has 
failed  to  meet  the  standards  of  an  open  and 
democratic  society,  allowing  too  many  papers 
to  be  classified  for  too  long  a time.  The 
controls  which  have  been  imposed  on  classifi- 
cation authority  have  proven  unworkable,  and 
classification  has  frequently  served  to  con- 
ceal bureaucratic  mistakes  or  to  prevent 
embarrassment  to  officials  and  administrations. 

"Once  locked  away  in  Government  files,  these 
papers  have  accumulated  in  enormous  quantities 
and  have  become  hidden  from  public  exposure 
for  years,  for  decades — even  for  generations." 
* * * 

"The  many  abuses  of  the  security  system  can  no 
longer  be  tolerated." 

* * * 
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"Yet  since  the  early  days  of  the  Republic, 
Americans  have  also  recognized  that  the  Fed- 
eral Government  Is  obliged  to  protect  certain 
information  that  might  otherwise  Jeopardize 
the  security  of  the  country." 

* * * 

"Clearly,  the  two  principles  of  an  informed 
public  and  of  confidentiality  within  the 
Government  are  Irreconcilable  In  their  purest 
forms,  and  a balance  must  be  struck  between 
them." 

Thus,  the  novelty  of  the  ICRC  lay  in  Its  role  as 
a Government-wide  overseer  of  the  new  and  more 
progressive  security  classification  and  declas- 
sification system  established  by  the  Executive 
Order.  The  boldness  lay  in  the  belief  that  the 
Committee  could  actually  perform  that  function 
successfully.  Time  will  tell.  Some  Congressmen 
are  betting  that  the  Cotmnittee  cannot  do  it.  I 
am  betting  that  it  can.  However,  it  can  only  do 
it  if  professionals  like  yourselves  get  enthusi- 
astically behind  the  program  and  instill  that 
same  enthusiasm  in  those  that  work  fot  you. 

The  ICRC  is  the  first  White  House  level  committee 
with  overall  responsibility  for  the  Government's 
security  classification  program.  In  addition  to 
its  oversight  responsibility,  the  Committee  is  to 
receive,  consider  and  take  action  on  suggestions 
and  complaints  from  persons  within  or  outside  the 
Government  with  respect  to  the  administration  of 
the  Order,  and,  in  consultation  with  the  affected 
Department  or  Departments,  it  is  to  assure  that 
appropriate  action  Is  taken  on  such  suggestions 
and  complaints. 

Some  three  weeks  before  the  Committee  first  met, 
a National  Security  Council  directive  was  issued 
on  May  17,  1972,  whereby  the  President  gave  more 
specific  directions  concerning  the  implementation 
of  the  Executive  Order.  That  directive  specified 
in  even  more  detail  the  functions  of  the  Commit- 
tee. The  Committee  was  directed  to  "place 
particular  emphasis  on  overseeing  compliance  with 
and  implementation  of  the  Order  and  progiams 
established  thereunder  by  each  Department." 
Moreover,  the  Committee  was  "to  develop  means  to 
(a)  prevent  over-classification,  (b)  ensure 
prompt  declassification  in  accord  with  the  pro- 
visions of  the  Order,  (c)  facilitate  access  to 
declassified  material  and  (d)  eliminate  unautho- 
rized disclosure  of  classified  information." 
Finally,  it  was  to  hear  appeals  from  the  denials 
of  declassification  requests  made  under  the 
mandatory  declassification  review  procedures  of 
the  Executive  Order. 


The  Comnittee  was  initislly  composed  of  senior 
representatives  of  the  Departments  of  State, 
Defense,  and  Justice,  the  Atomic  Energy  Commis- 
sion, the  Central  Intelligence  Agency,  and  the 
National  Security  Council  Staff.  Subsequently, 
the  Archivist  of  the  United  States  was, added  to 
the  Comnittee  membership,  and  he  currently 
serves,  by  designation  of  the  President,  as  the 
Conmlt tee's  Acting  Chairman.  The  Committee 
meets  at  least  once  a month  in  the  West  Wing  of 
the  White  House. 

In  exercising  its  responsibilities,  the  Committee 
steadfastly  strives  to  keep  two  fundamental  goals 
of  the  Executive  Order  in  the  constant  balance 
mandated  by  the  President;  i.e.,  the  legitimate 
need  of  protecting  information  and  material  which 
bear  directly  on  the  effectiveness  of  our  national 
defense  and  the  conduct  of  our  foreign  relations 
must  be  continually  balanced  with  the  concept  of 
an  informed  citizenry  in  a free  society.  I am 
happy  to  say  that  under  the  auspices  of  the  ICRC, 
significant  progress  has  been  made  by  the  Govern- 
ment in  achieving  these  goals.  Of  course,  this 
is  not  to  say  that  all  the  goals  have  been 
reached.  Far  from  it!  There  is  still  much  work 
to  be  done  and,  furthermore,  it  will  always  be 
necessary  to  exercJ.Be  an  oversight  responsibility . 
However,  X am  pleased  with  the  progress  being 
made  and  1 can  assure  you  that  the  ICRC  intends 
to  continue  vigorously  pursuing  its  oversight 
responsibilities . 

I think  that  a brief  review  on  how  the  ICRC 
carries  out  its  responsibi1 itles  will  be  of 
interest . 

In  the  beginning,  the  Committee  spent  a good 
deal  o£  its  time  on  two  subjects,  namely 
reviewing  and  approving  agency  implementing 
regulations  and  reviewing  appeals  from  agency 
denials  of  declassification  requests.  In  each 
case,  the  time  was  I believe,  well  spent,  for 
the  regulations  are  now  in  effect  and  the 
Committee  has  pro  itself  independent  and 
capable  In  exercising  its  appeals  responsi- 
bilities. The  Comnittee  also  developed  its 
own  appeal  procedures  which  were  published  In 
the  Federal  Register  last  summer. 

In  1972  it  appeared  to  many  on  the  Committee 
that  they  would  be  deluged  with  appeals. 

Lengthy  discussions  took  place  on  how  the 
Committee  should  cope  with  this  expected  flood. 

As  a matter  of  fact,  the  expected  deluge  of 
appeals  to  the  Committee  never  materialized. 

In  part  this  was  because,  after  a few  false 
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starts,  the  system  proved  to  be  responsive.  In 
part,  too,  it  was  because  the  Committee  made  its 
own  position  quite  clear:  it  was  not  going  to  be 
a rubber-stsmp  for  agency  denials.  Thus,  agencies 
have  approached  their  responsibilities  with  an 
impressive  conscientiousness.  Between  June  1, 
1972,  when  the  new  Executive  Order  went  into 
effect,  and  the  end  of  December  1973,  the  agencies 
of  the  Federal  Government  acted  upon  873  requests 
for  declassification.  The  overwhelming  majority 
of  those  have  been  granted  either  in  full  or  in 
part,  most  of  them  in  full.  While  we  are  very 
pleased  with  this  part  of  the  program,  we  have 
been  encouraging  speedier  determinations  and. 
Indeed,  there  has  been  a great  deal  of  Improve- 
ment. The  Government's  experience  with  the 
Freedom  of  Information  Act  has  been  that  the  num- 
ber of  requests  from  the  public  have  increased 
each  year  since  the  Act  became  effective.  We  are 
beginning  to  see  the  same  pattern  develop  with 
respect  to  msndatory  review  requests  at  the  agency 
level. 

The  first  appeal  to  reach  the  Committee — for  the 
"Gaither  Report"  of  1957 — resulted  in  declassifi- 
cation; the  agency's  denial  was  reversed.  To 
date,  the  Connlttee  has  had  to  deal  with  only  five 
appeals  of  denials.  That  is  by  no  means  a deluge, 
enough  the  time  the  Committee  members  spent  on 
each  appeal  was  considerable.  That  so  few  appeals 
have  reached  the  Committee  is  a tribute  both  to 
the  willingness  of  agency  officials  to  make  the 
new  system  work  by  making  material  available  and 
to  the  vigor  with  which  the  ICRC  haa  pressed  the 
new  oyatem. 

The  promulgation  of  agency  regulations  and  the 
work  of  the  ICRC  in  handling  appeals  under  the 
mandatory  review  provision  of  the  Executive  Order 
are  only  part  of  the  story  of  the  Committee's 
role.  At  least  aa  important — perhaps,  in  the 
long  run,  more  important — is  the  reporting  system 
which  the  Committee  has  developed. 

In  September  1972  the  Chairman  of  the  ICRC, 
Ambassador  Elsenhower,  requested  the  assistance 
of  the  National  Archives  and  Records  Service  in 
preparing  a series  of  management  report  forms 
which  could  be  used  by  governmental  depurtments 
in  preparing  the  quarterly  reports  required  by 
Section  X.C.  of  the  National  Security  Council 
Directive  of  May  17,  1972.  Suitable  report  forms 
were  quickly  developed  by  NARS  in  cooperation 
with  the  various  interested  agencies  and  they  were 
established  as  permanent  requirements  by  the  ICRC 
on  February  27,  1973.  ThlB  calendar  year  quar- 
terly reporting  system  is  the  primary  means  by 
which  the  ICRC  evaluates  departmental  compliance 
with,  and  implementation  of,  Executive  Order 


11652  and  the  programs  established  thereunder. 

The  reports  are  submit  ted  by  aome  37  agencies 
and  departments  within  the  Executive  Branch. 

What  are  these  reports?  Let  me  give  you  a 
brief  outline. 

1 . Report  of  Authorised  Classifiers^  This 
is  a list  of  people  with  authority  to 
classify  by  name  and  title  or  by  title  and 
organisation,  and  totals  for  each  classi- 
fication category. 

2.  Report  of  Claaaif lcatlon  Abuses.  This  la 
a report  of  Instances  of  under-  or  over- 
classification,  unnecessary  classifica- 
tion, improper  marking  or  Improper  exemp- 
tion from  the  General  Declassification 
Schedule  or  other  discovered  occasions  of 
classification  abuse.  Abuses  are  primarily 
discovered  through  the  use  of  departmental 
inspection  programs. 

3.  Report  of  Mandatory  Declassification  Review 
Requests . This  is  a log-type  report  of 
declasBlf lcatlon  requests  made  pursuant  to 
Section  5 of  the  Order  reflecting  the 
requester,  date  of  request,  subject  matter, 
date  and  nature  of  departmental  action, 
costa  and  other  information  associated 
with  those  requests;  and 

it.  Quarterly  Summary  Report.  This  is  a 

statistical  Bunroary  of  the  number  of  docu- 
ments classified  by  a department  during  a 
quarterly  reporting  period.  Departments, 

1 might  add,  are  also  given  an  opportunity 
to  elaborate  on  accomplishments  in  achieving 
the  objectives  of  Executive  Order  11652. 

Among  the  things  that  the  Quarterly  Summary 
Report  allows  the  ICRC  to  do  la  to  see  how 
many  classified  documents  are  being  exempted 
from  the  General  Declasaif lcatlon  Schedule. 
This  is  an  area,  by  the  way,  that  still 
needs  Improvement  as  too  many  documents  are 
being  exempted  for  insufficient  reasons. 

As  my  brief  outline  indicated,  the  reports 
serve  as  s valuable  tool  to  be  used  by  the  ICRC 
in  measuring  how  well  a particular  department 
is  doing  in  implementing  the  new  classification 
and  declassification  program.  So  now,  for  the 
first  time,  someone  Is  in  a position  to  know 
with  reasonable  accuracy  what  agencies  are  doing — 
or  not  doing — in  the  area  of  security  classifica- 
tion and  declResification.  To  the  fullest  extent 
possible,  these  reports  are  analysed  each  quarter. 
When  a deficiency  or  other  matter  requiring 
improvement  are  noted,  it  la  brought  to  the 
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attention  of  the  responsible  department  along 
with  a request  that  the  matter  be  immediately 
rectified.  To  the  extent  possible,  the  ICRC 
assists  the  department  in  solving  the  various 
problems  as  they  develop.  At  times,  this  can 
be  a time-consuming  process,  slice  several 
departments  have  not  as  yet  fully  implemented 
every  aspect  of  the  reporting  requirements, 
primarily  because  of  the  large  volume  of  material 
generated  together  with  a lack  of  manpower  and 
adequate  resources.  However,  steady  progress 
has  been  made  and,  indeed,  most  departments  have 
fully  implemented  the  requirements. 

In  order  to  determine  the  reliability  of  the 
statistical  information  being  received  through 
the  reporting  system,  the  ICRC  recently  required 
reports  from  each  reporting  department  which 
describe  how  various  kinds  of  statistics  are 
developed.  For  example,  since  the  ICRC  allows 
departments  to  obtain  statistics  for  these 
quarterly  summary  reports  by  an  actual  count  or 
by  a scientific  sampling  system,  the  ICRC 
required  each  department  using  the  sampling 
system  so  that  the  ICRC  could  review  it  and 
determine  if  the  system  was  scientific  enough 
to  allow  extrapolation  of  a reliable  estimate 
of  what  an  actual  count  would  be.  The  same  type 
of  request  was  made  for  copies  of  departmental 
inspection  programs  which  are  used  to  find 
classification  abuses.  Where  it  is  determined 
that  a department  has  an  unreliable  sampling  or 
inspection  program,  the  department  is  required 
to  revise  its  program  to  meet  acceptable  stan- 
dards. 

The  reports  already  provide  some  idea  of  whet  is 
happening,  and  the  picture  they  give  has,  over- 
all, been  a very  pleasing  one.  The  best  example 
ia  the  substantial  reduction  in  the  number  of 
persons  authorized  to  classify  national  security 
information.  This  has  been  a major  effort.  The 
total  number  of  authorized  classifiers  within 
all  departments  has  been  reduced  by  over  7 IX 
since  Executive  Order  11652  went  into  effect  and 
this  reduction  is  continuing.  The  number  of 
claasifiera  in  Government  now  stands  at  approxi- 
mately 17,000  whereas  in  early  1972  It  was  59,316. 
Percentages  of  some  of  the  major  reductions 
achieved  between  the  time  the  Executive  Order 
went  into  effect  and  December  31,  1973,  are  as 
follows;  Agency  for  International  Development 
and  Overseas  Private  Investment  Corporation  - 70X, 
Arms  Control  6 Disarmament.  Agency  - 60X,  Civil 
Service  Commission  - 79Z,  Department  of  Commerce  - 
99X,  Department  of  Defense  - 76X,  General  Services 
Administration  - 96X,  United  States  Information 
Agency  - 50X,  Department  of  Justice  - 54%, 

National  Aeronautics  and  Space  Administration  - 
61X,  Executive  Office  of  the  President  - 81%, 


Department  of  State  - 64%,  Department  of  Trans- 
portation - 86%,  and  the  Department  of  the 
Treasury  - 751.  I think  the  figures  I just  gave 
you  all  add  up  to  a rather  remarkable  fete  for  a 
bureaucracy  which  had  been  marching  in  the  other 
direction  for  so  long. 

Since  there  la  a direct  relationship  between  the 
number  of  those  who  can  classify  material  and 
the  volume  of  material  classified,  these  figures 
are  especially  impressive.  We  are  still  classi- 
fying a great  deal  of  information,  but  the  volume 
is  now  being  brought  within  rational  boundB. 

Millions  of  pages  are  also  being  declassified  In 
active  declassification  programs  In  a number  of 
agencies.  The  National  Archives  and  the  AEC  lead 
the  way.  Indeed,  the  bulk  of  the  declassification 
review  of  30-year-old  material  is  being  conducted 
at  the  National  Archives  in  some  Instances  with 
the  assistance  of  Agency  personnel  specifically 
assigned  to  this  project.  The  goal  of  this 
program  is  to  review  by  1975  all  of  the  perma- 
nently valuable  records  of  the  Federal  Government 
which  were  created  during  Worlu  War  II  and  earlier 
periods.  As  of  today,  the  National  Archives  has 
declassified  over  75  million  pages,  including 
declaauif icstion  carried  out  at  the  Roosevelt, 
Truman,  Eisenhower,  and  Kennedy  Presidential 
Libraries.  That  active  declassification  program 
is  continuing. 

Other  agencies  have  conducted  their  own  compre- 
hensive declassification  reviews.  Most  notable 
the  Atomic  Energy  Commission  has  declassified 
over  1.2  million  documents  of  the  over  2.2 
million  documents  reviewed  since  their  classi- 
fication review  program  begun  several  years  ago. 

The  Defense  Department  has  reduced  its  Top  Secret 
document  inventory  by  25X  and  has  taken  action  to 
develop  guidelines  for  blanket  declassification 
or  downgrading  of  DOD  records  which  are  over  20 
years  old.  The  Defense  Department  has  also 
initiated  action  to  introduce  into  NATO  an 
automatic  downgrading  and  declassif icatlon  system 
patterned  after  that  established  by  Executive 
Order  11652.  During  1973  the  State  Department 
published  five  volumes  in  the  series  "Foreign 
Relations  of  the  United  States"  resulting  in 
declassification  of  approximately  8,000  high 
level  documents  on  American  foreign  policy  in 
1947  and  1948.  These  and  other  agency  declassi- 
fication programs  reflect  the  commitment  of  the 
agencies  to  make  the  new  classification  and 
declassification  program  work. 

The  quarterly  reporting  of  classification  abuses 
is  also  useful.  It  reflects  certain  trends  with 
respect  to  the  types  of  classification  abuses 
committed.  We  have  found  that  abuses  are  committed 


primarily  In  the  following  area*:  (1)  Improper 
classification,  (2)  failure  to  properly  mark  a 
document  with  the  stamps  appropriate  for  assigned 
classification  and  for  the  assigned  declassifica- 
tion schedule  or  exemption  therefrom,  and  (3)  the 
unauthorized  use  of  classification  authority. 


Departments  are  required  to  take  action  to  correct 
classification  abuses  when  they  become  known  by 
notifying  the  responsible  employees  that  their 
actions  are  in  violation  of  Executive  Order  11652 
and  the  implementing  NSC  Directive.  Repeated 
abuses  are  grounds  for  an  administrative  repri- 
mand. One  very  < ''fertive  way  to  lower  the  number 
of  classlflcat'  > is  through  the  use  of 

frequent  and  w orientation  and  training 

programs.  The  iated  such  programs 

and  has  encoura,  uncles  to  do  the  seme. 

Such  programs  ha  effectively  used  by  a 

number  of  the  repi  uig  departments.  It  Is 

Important  that  these  programs  impress  on  each 
authorized  classifier  his  or  her  new  and  personal 
responsibility  with  respect  to  classification 
decisions  and  impress  upon  them  the  fact  that 
sloppy  classification  practices  can  no  longer  be 
tolerated.  1 cannot  atress  the  importance  of 
this  statement  enough  except  to  say  it  again. 
Sloppy  classification  practices  can  no  longer  be 
tolerated . 


Our  unauthorized  disclosures  reports  indicated 
that  there  was  a very  limited  number  of  Important 
unauthorized  disclosures  of  classified  information 
during  calendar  year  1975 — 10  to  be  exact.  None 
involved  Top  Secret  information.  The  disclosures 
consisted  exclusively  of  leaks  to  the  press. 

While  any  unauthorized  disclosure  of  classified 
information  la  a serious  matter,  there  are  firm 
grounds  for  confidence  that  one  of  the  primary 
goals  of  the  Executive  Order  is  being  achieved, 
l.e.,  the  protection  of  information  or  material 
which  bears  directly  on  the  effectiveness  of  our 
national  defense  and  the  conduct  of  our  foreign 
relations. 


One  especially  noteworthy  and  innovative  right 
given  by  the  Executive  Order  is  the  right  of 
mandatory  review  which  I touched  on  earlier. 

This  is  a right  which  allows  any  member  of  the 
public  or  any  governmental  department  to  make  a 
mandatory  declassification  review  request  of 
classified  information  or  material  over  10  years 
old  provided  that  the  information  or  material  is 
described  with  sufficient  particularity  to  allow 
the  requested  agency  to  identify  and  find  it  and 
provided  that  the  request  la  not  unduly  burden- 
some. This  right  of  mandatory  review  is  e major 
progressive  step  forward  in  meeting  one  of  the 
primary  goals  of  Executive  Order  11652  which  is 


to  make  information  regarding  the  affairs  of 
Government  readily  available  to  the  public. 

I have  already  indicated  the  Government's 
success  in  this  area,  but  I would  like  to  add 
one  more  item.  In  order  to  make  this  new  and 
important  right  better  known  to  the  public  the 
1CRC  has  published  a pamphlet  entitled  Know 
Your  Rights  to  Mandatory  Review  of  Classified 
Documents . Numerous  copies  of  the  pamphlet 
have  been  furnished  to  all  agencies  dealing 
with  classified  information  and  to  members  of 
the  public.  The  pamphlet  la  an  informative 
reply  to  a request  to  an  agency  for  Information 
on  mandatory  review  rights.  The  ICRC  has 
suggested  that  when  a Freedom  of  Information  Act 
request  is  turned  down  by  an  agency  because  the 
requested  document  ib  classified,  an  insert 
such  as  thlB  ICRC  pamphlet  in  any  turndown 
response  would  be  an  ideal  way  to  meaningfully 
comply  with  the  spirit  of  the  Executive  Order 
and  implementing  NSC  Directive.  The  first 
printing  of  this  pamphlet  {’ome  15,000  copies) 
is  all  but  done,  and  a second  printing  is  now  in 
the  works. 

The  ICRC,  I think,  has  made  its  belief  clear  that 
a reduction  in  the  number  of  documents  classified 
ia  one  Indication  of  agency  good  faith  in  com- 
plying with  Executive  Order  11652.  Consequently, 
it  has  encouraged  such  reductions  in  the  firm 
belief  that  a tighter  classification  system 
consistent  with  the  requirements  of  the  Executive 
Order  is  a better  system  and  one  more  in  the 
interest  of  the  national  security  as  well  as  in 
the  interest  of  an  informed  citizenry.  This 
tighter  system  ia  mandated  by  the  Order's 
limited  definitions  of  each  of  the  three  classi- 
fication categories  of  Top  Secret,  Secret,  and 
Confidential  and  by  the  prohibition  against 
classification  for  purposes  other  than  national 
security  purposes.  The  Order  specifically  states 
that  in  no  cast  shall  information  be  classified 
in  order  to  conceal  inefficiency  or  administra- 
tive errors,  to  prevent  embarrassment  to  a person 
or  Department,  to  restrain  competition  or  inde- 
pendent initiative,  or  to  prevent  for  any  other 
reason  the  release  of  information  which  does  not 
require  protection  in  the  legitimate  interest  of 
national  security.  The  classification  stamp  mu at 
be  used  with  judicious  restraint.  I firmly  believe 
that  it  is  In  the  real  interest  of  the  national 
security  to  have  a tight  system  which  commands 
the  respect  of  all  who  work  with  it.  Executive 
Order  11652  when  fully  Implemented  will  be  auch 
a system. 

The  second  quarter  of  calendar  year  1973  was  the 
first  quarter  for  which  the  ICRC  has  complete 


figures  on  the  number  of  documents  classified  by 
most  departments.  While  It  Is  too  early  to  see 
if  a definite  downward  trend  has  been  established, 
the  Committee  has  been  Informed  by  several 
agencies  that  they  estimate  that  there  have  been 
marked  reductions  in  the  number  of  documents 
classified  from  years  past.  The  AEC,  for  example, 
shows  an  831  reduction  in  the  number  of  documents 
classified  Top  Secret  in  1973.  «The  US1A  estimates 
that  30Z  fewer  documents  were  classified  in  1973 
than  in  1972.  There  are  good  grounds  for  hope 
that  as  time  goes  on  the  statistics  will  demon- 
strate a progressive  reduction  in  classified 
material  and  greater  agency  control  over  it. 

All  departments  having  classification  authority 
were  required  by  the  NSC  Directive  to  undertake 
the  establishment  of  a data  index  system  no  later 
than  July  1,  1973,  for  Top  Secret,  Secret,  and 
Confidential  information  in  selected  categories 
approved  by  the  1CRC  as  having  sufficient  histori- 
cal or  other  value  appropriate  for  preservation. 

The  system  is  required  to  index  the  selected 
categories  of  Information  and  material  produced 
and  classified  after  December  31,  1972.  Detailed 
instructions  on  how  to  set  up  the  data  index  were 
Issued- January  23,  1973.  Host  agency  systems  are 
fully  operational.  While  a few  are  atili  being 
developed  the  results,  so  far,  are  encouraging. 
However,  this  system  is  not  nor  was  it  ever 
intended  to  be  a panacea.  It  does,  however,  have 
a number  of  useful  purposes  particularly  for  those 
smaller  agencies  who  index  100X  of  their  classi- 
fied materiel.  It  is  also  particularly  useful 
for  Information  retrieval  purposes. 

Since  attending  my  first  ICRC  meeting  in  the 
Roosevelt  Room  at  the  White  House  last  summer,  1 
have  been  very  impressed  by  the  good  sense,  good 
will,  and  firm  dedication  of  the  Committee's 
members.  Executive  Order  11632  charted  a new  and 
progressive  course  which  the  Committee  has 
generally  followed  with  an  impressive  tenacity 
resulting  in  real  progress.  The  Committee's 
Annual  Progress  Report  was  recently  publicly 
released  by  the  White  House  Press  Office.  Upon 
its  release,  Gerald  Warren,  Deputy  Press  Secretary, 
said  that  the  President  continues  to  take  an 
active  interest  in  this  program  and  he  is  quite 
pleased  with  the  progress  being  made  by  the 
Committee.  However,  like  anything  else,  progress 
has  to  continue  or  you  lose  ground.  The  Commit- 
tee thus  has  every  intention  of  continuing  its 
Implementation  of  this  new  end  progressive 
program. 

There  is  a bronre  plaque  on  the  well  of  the 
Roosevelt  Room  in  which  we  meet  honoring  F.D.R. 

As  you  know,  he  always  loved  the  sea  and  sailing. 


On  it  there  is  a motto  which  waa  once  called 
to  my  attention.  It  is  a quotation  from  the 
Roman  philosopher  Seneca;  he  said:  "I  will 
hold  my  rudder  true."  This  is  precisely  what 
the  ICRC  has  been  doing.  And,  ladles  and 
gentlemen,  In  a bureaucracy  as  large  as  the 
Federal  Government's — that  is  no  mean  achieve- 
ment . 

Thank  you  very  much. 

QUESTIONS  AND  ANSWERS 

MR.  CHELIUS:  During  the  appeals  process,  does 
a representative  from  the  agency  who  la  denied 
the  request  disqualify  himself  from  voting? 

MR.  BROWN:  Ordinarily  when  an  appeal,  or  when 
a request,  a mandatory  review  request,  is  made, 
it  goes  to  the  department  on  the  operational 
level  that  originally  handled  the  material  or 
is  responsible  for  the  Information  contained  in 
the  material. 

When  an  individual  Is  turned  down,  It  then  la 
appealed  to  Departmental  Review  Committee. 

Now,  the  committee  Is  Bet  up  with  senior  agency 
officials.  To  my  knowledge,  these  officials 
usually  are  not  In  on  the  initial  decision,  and 
if  the  appeal  is  subsequently  turned  down  at 
the  departmental  committee  level,  it  can  be 
appealed  to  the  ICRC,  but,  so  far  as  I know, 
there's  been  no  conflict. 

MR.  ROBINSON:  Jack  Robinson  from  CNA,  and  I 
would  like  to  ask  a question. 

One  of  the  reports  that  you  require  is  on 
abuses,  and  you  have  commented  that  there  have 
been  some  reported.  It's  a little  hard  to 
vlsuali-e  calling  the  shots  on  yourself  and  1 
was  Just  wondering  the  view  of  the  committee 
as  to  what  has  been  reported. 

Could  you  give  us  some  idea  of  perhaps  numbers — 
if  those  are  not  improper  to  comment  on — and 
aome  of  the  of  like,  the  DoD  say,  "By  the  way, 
we  did  make  some  abuses  and  we  did  this  last 
week,  and  we  shouldn't  have." 

MR.  BROWN:  Well,  ar-  you  can  imagine,  this  is 
a problem  getting  people  to  report  on  themselves, 
getting  departments  to  report  abuses  to  higher 
levels.  Many  agencies  are  doing  it.  Some  are 
not  doing  it  so  well.  There's  a lot  of  improve- 
ment that  needs  to  he  made  in  the  reporting  of 
classlf icational  abuses,  but  I think  as  time 
goes  on  and  as  the  agencies  become  used  to  the 
system,  they  will  report  more  and  more  abuses. 
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1 think  It'*  aou  of  a reflection  on  an  agency 
to  report  no  abusee  than  to  roport  abuaea.  be- 
cause w«  know  there  are  abuaea.  If  they're  not 
being  reported,  they're  not  doing  their  Job. 

Furthermore,  Congreae  haa  expressed  interest  In 
thle.  The  Muakle  Committee  recently  aaked  for 
coplea  of  all  the  reporta  of  classification 
abuaea.  We've  got  a similar  request  for  the 
Hoorehead  Coneilttee,  so  1 think  it's  going  to 
be  incumbent  upon  every  agency  to  be  honest  and 
straightforward  in  reporting  the  abuses. 

1 think  the  beat  way  to  find  abusee  In  the  way 
that  the  ICRC  haa  set  up  and  that  is  for  the 
agencies  to  have  departmental  inspection  pro- 
grams and  hav;  good  programs  that  can  report 
these  abuses  to  the  consalttee. 

MX.  FLORENCE:  This  is  Bill  Florence,  Consultant. 
My  question  goes  to  the  degree  of  progress  that 
I'm  hearing  so  many  statements  about  recently, 
today's  luncheon  talk,  and  your  talk,  and  I have 
in  mino  a figure  of  the  number  of  top  secret 
documents  that — cited  as  representing  a degree 
of  progress,  and  implementing  Executive  Order 
11652.  The  Department  of  Defense  has  stated 
that  they  have  five  hundred  and  forty-one 
thousand  five  hundred  and  thirty-nine  documents 
marked  Top  Secret. 

Now,  by  your  Executive  Order  definition,  this 
means  that  each  and  every  one  of  those  documents 
subjected  to  unauthorised  disclosure  will  cause 
exceptionally  grave  damage  to  this  nation,  not 
Just  grave  damage,  but  exceptionally  grave  damage, 
and  my  question  Is;  At  what  point  in  time  would 
you  consider  that  you  have  reached  the  goal  of 
only  top  secret  Information  being  in  those 
documents  that  were  treated,  qualified?  For  the 
point  is,  I don't  think  that  the  country  could 
stand  five  hundred  forty-one  thousand  exception- 
ally grave  damages. 

There  must  be  some  place  here  where  there's  an 
excessive  number  of  documents,  and  I Just  wonder 
If  this  is  the  sort  of  a criteria  that  you  might 
have  in  mind  here  as  to  a certain  amount  of 
progress  made,  to  say,  "We've  got  there." 

MR.  BROWN:  As  I Indicated,  we  have  made  progress 
and  we've  made  significant  progress,  but  you  know 
It's  like  anything  else,  the  Job  is  never  done. 

I've  also  indicated  that  It  will  require  con- 
tinuing oversight.  As  long  as  you  have  human 
beings  working  with  the  program,  you're  going  to 
have  fallacies;  you're  going  to  have  abuses,  and 
whatnot,  but  as  long  as  we  can  continue  to  have 
an  oversight  reaponslblllty  and  to  cut  down  on 


these  fallacies  and  these  abusee  to  the  extent 
we  can,  1 think  we'll  be  In  good  shape. 

Now,  1 don't  know  about  whether  this  five 
hundred  thousand  documents  of  the  department 
are  legitimately  classified  Lop  secret  or  not. 

I would  assume  they  are.  As  Joe  Llebllng 
pointed  out,  there  are  over  three  million 
people  within  the  Department  of  Defense.  There 
are  a lot  of  documents  being  classified,  but  I 
am  also  sure  that  there  are  a lot  of  documents 
right  now  In  the  Department  of  Defense  that 
have  been  improperly  classified,  but  the 
important  point  1 think  is  that  they  have 
recognised  this.  The  policy  makers  in  the 
Department  of  Defense  have  started  off  on  the 
right  track.  They're  getting  the  word  out. 

One  way  they're  getting  the  word  out  is  by  the 
very  fact  that  Joe  Llebllng  appeared  here  today 
and  told  you  what  their  policy  Is,  and  I think 
they  are  making  progress. 

Now,  perhaps  as  to  the  specifics  on  It,  Joe  or 
Art  VanCook  could  comment. 

MR.  VAN  COOK:  I'm  Art  VanCook,  Director, 
Information  Security  Division,  Office  of  Deputy 
Assistant  Secretary  of  Defense.  I want  to  talk 
about  the  five  hundred  and  forty-one  thousand 
five  hundred  and  thirty-nine  documents  that 
Bill  alluded  to. 

He  knows  sb  well  as  many  of  us  here  that  we 
have  to  be  talking  about  Information  rather 
than  we  do  documents.  Now,  one  piece  of  in- 
formation that's  generated  at  the  National 
Security  Council  level  to  get  to  the  Department 
of  Defense  worldwide  may  result  In  the  creation 
of  ten  thousand  documents,  but  in  those  ten 
thousand  documents  is  the  same  piece  of  infor- 
mation. So  it's  not  that  we  have  five  hundred 
and  forty-one  thousand  five  hundred  and  thirty- 
nine  separate  pieces  of  Information.  He  do 
have  five  hundred  forty-one  thousand  five 
hundred  thirty-nine  originals  and  copies  there- 
of; how  many  originals,  I don't  know,  but  Juat 
to  conduct  the  Department  of  Defense  business, 
we  have  to  get  these  documents  disseminated  on 
a worldwide  basis. 

Now,  how  much  information  we're  talking  about 
that's  in  the  top  secret  category,  I can't,  tell 
you,  but  we  do  have  safeguarding  procedures 
established  in  both  the  Department  of  Defense 
and  defense  industry  which  are  designed  to 
protect  these  individual  pieces  of  paper. 

I think  you  should  have  no  fear  that  we've  got 
five  hundred  and  forty-one  thousand  or  a half 
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a nllllon  document*  kicking  around,  floating. 

Each  and  every  ona  la  under  some  atrlngant  safe- 
guarding procedures,  and  ws'va  had — I don't  know 
of  any  unauthorised  disclosure*  In  the  Top  Secret, 
classification  category  within  the  paat  yeer  or 
two  years  or  threa,  or  whatever  ao  1 think  we 
have  to  be  talking  more  on  information  than  we 
should  be  talking  about  pieces  of  Information 
which  are  lying  around  In  aafea. 

The  point  is.  thst  we  sre  working  toward  reducing 
our  c las- If led  Inventories,  In  this  caee,  a 
reduction  of  twenty- rlve  percent,  to  eliminate 
or  to  reduce  the  hazard  of  unauthorized  dis- 
closure. 

MR.  FLORENCE:  May  I follow  through  JuBt  to  be 
sure  I've  got  the  answer  to  the  question  1 asked? 

I think  1 do  h.ive  the  answer,  chat  the  repre- 
sentation of  using  documentation  of  five  hundred 
forty-one  thousand  Is  not  Itself  any  degree  or 
indication  of  reducing  classification  of  Infor- 
mation. 

MR.  CHELIUS:  I think — I’m  not  sure— I think 
that's  a misleading  statement,  Bill. 

mr.  FLORENCE:  It's  a question  of  if  that  is  an 
indication  of  reducing  the  classification  of 
information,  then  Mr.  VanCook  sterna  to  be  a 
little  bit  out  of  sympathy  with  the  Ides. 

Mr.  VanCook  aald  that  you’ve  got  to  put  your  mind 
on  the  information  aapecta  of  the  classification 
method,  not  on  the  number  of  documents,  and  so  l 
wll'  ask  if  Mr.  VanCook  will  answer  then:  Isn't 
the  information  aspect  of  what  we're  calking  about 
the  important  thing  and  not  the  number  of  vehicles 
called  documents  that  carry  that  information? 

MR.  CHELIUS:  Art? 

MR.  LIEBLING:  May  I ask  a question,  please? 

MR.  CHELIUS:  Mr.  Llebling,  the  Office  of  the 
Assistant  Secretary  of  Defense. 

MR.  LIEBLING:  Are  you  talking  about  the  fact. 
Bill,  that  the  half-million  was  excessive  or 
that  they  may  be  overclaaslf led? 

MR.  FLORENCE:  My  question  now  is  that  the  repre- 
sentation of  a reduction  of  the  number  of  docu- 
ments doe*  not — as  far  as  l can  tell — show  a 
reduction  of  the  classification  of  information. 
This  was  represented  aa  being  "We're  making 
progress  In  declassification.''  We're  making 
progress  in  hearing  classification  of  Information, 
because  we  got  five  hundred  forty-one  thousattd 
documents." 


Mow,  X ask  about  the  five  hundred  forty-one 
thousand  documents  and  I'm  told  juat  the  infor- 
mation is  important,  that  these  five  hundred 
forty-one  thousand  may  be  many,  many  copies  of 
the  aame  Item  of  Information. 

MR.  LIEBLING:  That's  correct.  One,  you  gave 
an  Indication  that  we  have  twenty-five  percent 
reduction.  Now,  within  that  reduction,  it  can 
be  a downgrading  or  elimination  from  inventory. 
Now,  the  degree,  of  course,  we  don't  know, 
because  we  don't  have  total  numbers. 

Now,  as  you  said,  "as  far  as  you  can  determine." 
How  can  you  know  if  you  do  not  have  access  to 
those  documents  at  all? 

We've  indicated  « twenty-five  percent  reduction 
and  all  we're  poitrsylnR  is  the  fact  of  a pro- 
gressive action.  We’re  not  saying  we  have  a 
utopion  solution  to  the  problem  at  all.  There 
isn't  any  speaker  yet  In  the  last  four  years 
who  has  said  that. 
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TION  OF  EXECUTIVE  ORDER  11652 
MR.  ARTHUR  VAN  COOK,  Moderator 
Director,  Information  Security  Division 
Office  of  Deputy  Assistant  Secretary  of 
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PRESENTATION  BY  MR.  VAN  COOK 

It  is  ay  pleasure  to  again  appear  before  this 
audience.  Mr.  Llebling,  In  his  presentation 
thi*  afternoon,  covered  generally  the  high- 
lights of  the  progress  of  che  Department  of 
Defense  since  promulgation  of  Executive  Order 
11652.  I am  joined  here  this  afternoon  with 
Larry  Myers  of  the  Department  of  the  Air  Force, 
Frank  Larsen  of  the  Department  of  the  Navy  and 
Col.  Grimes  of  the  Department  of  the  Army.  It 
is  our  intent  to  familiarize  you  with  results  of 
certain  programs  which  show  conclusively  that 


the  Department  of  Defense  Information  Security 
Program  i*  being  carried  out  with  a high  degree 
of  Initiative  and  effectiveness. 

l deal  with  the  member*  of  this  Panel  directly 
on  an  every  day  baala.  Since  1 have  been 
aaaigned  as  Director  of  Information  Security,  1 
have  enjoyed  a close  working  relationship  with 
the*  end  they  have  cooperated  fully  with  me  and 
aesdtera  of  op  ataff.  1 take  this  opportunity  to 
expreaa  my  appreciation  to  each  of  then.  They 
are  prepared  to  expand  on  certain  portions  of  my 
presentation  and  to  be  reeponalve  to  your  ques- 
tions concerning  sny  and  all  portions. 

From  the  outset  of  tha  establishment  of  the  In- 
formation Security  Program,  top  level  management 
In  the  Department  of  Defense  has  emphasised  the 
need  for  lmomdlate  and  effective  Implementation 
and  has  called  for  maximum  support  and  continuous 
monitorshlp  on  the  part  of  command  and  super- 
visory officials  at  all  levels  throughout  the 
Department.  To  assist  in  obtaining  assurance 
that  this  was  being  accomplished.  Hr.  Llebling 
on  Juno  13,  1972,  established  an  Evaluation 
Division  in  his  office.  This  Division  is  charged 
with  the  responsibility  for  monitorshlp  ot  the 
Department  of  Defanae  Information  Security 
Program  through  inspection  and  reporting.  Since 
its  establishment,  members  of  this  Division  have 
conducted  reviews  of  the  Information  Security 
Program  as  major  DoD  component  headquarters  and 
at  major  Defense  Contract  facilities  throughout 
the  Unlced  States. 

The  Information  Security  Program  reviews  and 
inspections  conducted  by  the  Evaluation  Division 
have  proved  beneficial  in  identifying  both 
pos'tlve  and  negative  aspects  of  program  imple- 
mentation and  are  one  of  our  most  effective 
monitorshlp  tools  at  the  Departmental  level. 
Besides  their  value  in  identifying  trends,  they 
also  bring  to  our  attention  the  development  of 
novel  and  Innovative  approaches  within  various 
DoD  components  which  are  designed  to  increase 
the  effectiveness  of  Program  implementation. 

To  ensure  that  effsctlve  monitorshlp  programs 
are  in  being  within  components  as  well  as  at  the 
Departmental  level,  the  senior  officials  of  all 
DoD  components,  who  are  responsible  for  the 
Information  Security  Program  were  requested  to 
provide  an  analysis  of  the  inspection  programs 
conducted  in  their  respective  components  during 
the  period  June  1,  1972  through  December  31,  1973 

Review  of  DoD  component  self-inspection  reports 
Indicated  that  during  the  period  June  1,  1972 
through  December  31,  1973,  over  2500  formal 


inspections  ware  conducted  within  the  DoD  com- 
ponents. In  addition,  approximately  10,000 
informal  reviews  and  security  assistance  visits 
were  conducted  during  the  same  period.  As  a 
result  of  these  Inspections  and  reviews,  signi- 
ficant reductions  have  been  made  In  the  numbers 
of  classified  documents  held  in  component  inven- 
tories. For  example.  In  one  major  component,  an 
88X  reduction  in  classified  holdings  has  baen 
achieved.  These  reductions,  in  turn,  have 
resulted  in  the  reduction  of  the  physical  storage 
facilities  required  and  have  improved  the  security 
of  that  classified  Information  remaining  in  in- 
ventory by  consolidation  of  resources.  Concomi- 
tantly, components  have  reported  a notable  re- 
duction in  administrative  security  violations 
by  as  much  as  A3Z  in  some  .ctivities.  The  fore- 
going results  are  positive  manifestations  of 
effective  monitorshlp  and  implementation  of  the 
Information  Security  Program  in  the  Department 
of  Defense. 

To  make  Program  reviews  and  inspections  more 
effective,  an  inspection  checklist  was  developed 
which  is  comprised  of  83  questions,  each  refer- 
enced to  specific  and  pertinent  portions  of  DoD 
Regulation  5200. 1-R.  Program  reviews  have  shown 
that  the  checklist  is  being  widely  used  by  com- 
ponents as  an  educational  tool  and  in  the  inspec- 
tion programs. 

We  have  closely  examined  the  results  of  the 
Program  reviews  conducted  in  component  head- 
quarters. Where  deficiencies  have  been  identi- 
fied; component  senior  officials  have  been 
requested  to  take  necessary  corrective  action 
and  to  report  when  such  action  has  been  accom- 
plished. In  addition,  component  senior  officials 
are  made  aware  of  the  innovative  approaches  to 
effective  implementation  developed  by  other 
activities  and  are  encouraged  to  adopt  similar 
procedures  where  feasible. 

One  of  the  most  recent  significant  tollow-on 
monitorshlp  activities  has  been  a project  to 
review  the  implementation  of  the  Information 
Security  Program  within  the  major  activities  of 
the  Office  of  the  Secretary  of  Defense.  This 
action  could  have  a significant  impact  on  achieving 
the  goals  established  by  the  President  in  Executive 
Order  11632  because  it  is  at  the  highest  Depart- 
mental levels  where  control  and  curtailment  of 
classifications  and  exemptions  can  have  the  most 
significant  influence  on  the  volume  of  classified 
documents  crested. 

In  conjunction  with  the  establishment  of  monitor- 
ship  programs,  the  Assistant  Secretary  of  Defense 
(Comptroller)  has  directed  that  the  designation 
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of  classification  authorities  will  be  limited  to 
the  minimum  number  of  absolutely  requited  for 
efficient  administration.  Since  the  Issuance  of 
Executive  Order  11652,  the  Department  of  Defense 
has  reduced  Top  Secret  classification  authorities 
from  803  to  591,  Secret  classification  author- 
ities from  6,884  to  3,025  and  Confidential 
authorities  from  23,361  to  3,417.  The  latest 
total  of  7,033  claaaif icatlon  authorities  repre- 
sents a net  reduction  of  24,015  classification 
authorities,  or  approximately  a 771  reduction 
from  the  number  of  officials  previously  autho- 
rized to  classify  Information  under  Executive 
Order  10501,  as  amended. 

The  Department  of  Defense  has  also  directed 
continuing  action  toward  llmitiug  the  use  of 
Exemption  Authority  within  the  Department.  To 
this  end,  the  Assistant  Secretary  of  Defense 
(Comptroller)  called  for  the  detailed  review  of 
classified  information  by  responsible  officials 
to  ensure  that,  on  every  item  of  that  informa- 
tion, the  classification  levels  assigned  and 
dates  or  events  for  downgrading  and  declassifi- 
cation are  the  minimum  consistent  with  the 
Interests  of  national  security. 

To  complement  thiB  action,  the  Assistant  Secre- 
tary of  Defense  (Comptroller)  on  October  18,  1973, 
in  a memorandum  to  the  heads  of  all  DoD  compo- 
nents, directed  that  during  the  period  November 
1,  1973  th.  ough  October  31,  1974,  a mandatory 
review  of  all  security  classification  guidance 
issued  by  or  under  the  auspices  of  their  respec- 
tive components  be  conducted  and  the  results  of 
that  review  be  provided  to  his  office  on  a 
quarterly  basis. 

The  results  of  the  review  conducted  by  components 
for  the  first  two  quarters  under  this  program 
have  been  examined.  These  results  indicate  that 
9,916  Program/ Syatem/Projece  security  classifica- 
tion guides  and  Contract  Security  Classification 
Specifications  were  reviewed. 

Of  these,  231  were  revised  to  cause  earlier  down- 
grading and  declasslf icatlon  and  10. 5X  were 
revised  to  cause  fewer  exemptions  from  the 
General  Declassification  Schedule.  In  other 
words,  over  3300  classification  guides  and 
Contract  Security  Classification  Specifications 
were  revised  to  accelerate  the  downgrading  and 
declassification  process.  The  significance  of 
this  action  is  that  the  revision  of  these 
guidances,  in  turn,  will  cause  earlier  down- 
grading and  declassification  of  hundreds  of 
thousands  of  documents  which  are  already  classi- 
fied on  the  baslu  of  the  original  guidance  and 
will  eliminate  the  unnecessary  classification  of 
a like  amount  of  documents  to  be  created  in  the 


future  which  deal  with  information  related  to 
that  covered  by  the  revlned  guidance. 

As  a by  product  of  this  review  and  report,  the 
following  significant  benefits  were  gained; 

• Many  technical  characteristics  of  seven 
missile  systems,  one  radar  system  and  126 
ordnance  systems  were  downgraded  and  the 
fiscal  data  relating  to  these  latter  systems 
was  declassified.  In  addition,  10  air 
weapon  systems  were  totally  or  partially 
downgraded  and  the  hardware  of  two  electronic 
systems  was  declassified. 

• One  activity  reported  that  68,346  classified 
maps  and  associated  documents  were  declassi- 
fied, 14,000  were  downgraded  to  Confidential 
and  19,300  downgraded  to  Secret.  The  reduc- 
tion In  requirements  associated  with  the 
protection  of  these  documents  such  as 
handling,  transmission  and  accountability , 
resulted  in  a coBt  avoidance  of  approximately 
$22,800.  In  addition,  387  tons  of  Confidential 
material  and  111,600  Secret  documents  were 
destroyed  in  thiB  same  activity. 

• Downgrading  and  declassification  action  on 
one  classified  Project  resulted  In  an  esti- 
mated cost  avoidance  of  approximately  $i00,000. 

In  a separate  action,  Mr,  Licbling  In  August  1972, 
initiated  a project  to  review  for  downgrading  and 
declassification  Military  Standardization  Handbook 
140C,  Security  Classification  and  Cognizant 
Activity  of  Electronic  Equipment.  This  handbook 
llstB  over  100,000  separate  Items  of  standardized 
electronic  equipment  both  classified  and  unclassi- 
fied. 

The  results  of  this  review  completed  on  March  31, 
1973,  show  that  of  the  7,338  classified  items 
contained  in  Che  Handbook,  total  declassifica- 
tion was  accomplished  for  2,350  of  them.  This 
represents  a 321  reduction  In  classification. 

Action  on  this  project  is  continuing  to  determine 
statistics  on  the  number  of  pieces  of  hardware 
and  documentation  such  as  technical  and  modifica- 
tion work  orders  that  have  been  declassified  as 
a result  of  this  action.  Initial  results  indi- 
cate that  literally  hundreds  of  thousands  of 
seta,  component  parts,  spare  parts  and  technical 
and  modification  work  orders  will  be  declassified. 

In  support  of  the  President’s  program  for  the 
declassification  ar.d  release  of  historical  records, 
the  Deputy  Secretary  of  Defense  approved  guide- 
lines to  authorize  blanket  declassification  of 
the  great  majority  of  the  Department's  official 
records  dated  prior  to  July  1,  1950.  Declassifi- 
cation teams  of  major  components  are  engaged  in 
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the  review  of  thi*  material  and  thua  far,  have 
reviewed  and  approved  for  declaaaif leaden  with- 
in the  Department  over  110,000  linear  feet  of 
claaslfled  record*.  The  Archivlat  of  the  United 
States  ha*  been  authorised  by  the  Secretary  to 
apply  these  guidelines  to  Defense  records  held 
In  his  custody.  Through  the  application  of  the 
Defense  guidelines  to  these  records,  the 
National  Archives  and  Records  Service,  in 
cooperation  with  the  Department  of  Defense,  has 
declassified  approximately  SO, 000, 000  pages.  A 
study  la  currently  being  conducted  to  determine 
whether  it  is  feasible  to  apply  similar  guide- 
lines for  the  declassification  of  official 
Departmental  records  as  they  become  20  years 
old. 

At  the  Department's  request,  the  United  States 
delegation  to  Che  NATO  Security  Committee  sub- 
mitted a Defense  developed  proposal  to  that 
Committee  to  Incorporate  within  NATO,  a classi- 
fication management  program  similar  to  that  which 
is  in  use  throughout  the  Department  of  Defense 
and  which  is  based  on  the  provisions  of  Executive 
Order  11652. 

If  adopted,  this  proposal  will  provide,  for  the 
first  time,  an  automatic  downgrading  and  declassi- 
fication system  within  NATO. 

Concurrent  with  the  actions  thus  for  described, 
the  Department  of  Defense  has  been  actively 
engaged  In  developing  ways  and  means  of  reducing 
classified  Inventories  and  in  gathering  statisti- 
cal data  In  order  to  establish  a statistical  base 
against  which  to  measure  program  progress  with  a 
higher  degree  of  accuracy. 

for  example,  on  December  14,  1972,  the  Deputy 
Secretary  of  Defense  directed  the  heads  of  all 
Department  of  Defense  components  to  conduct  a 
Top  Secret  Inventory  reduction  project  within 
their  respective  activities  during  the  period 
February  1,  1973  through  March  31,  1973. 

Reported  results  of  this  project  showed  that  the 
Department  of  Defense  met  the  established  252 
reduction  goal.  By  March  31,  1973,  180,469  docu- 
ments were  eliminated  from  the  Top  Secret  inven- 
tory leaving  a total  of  541,539.  This  was 
accomplish*--  generally  by  the  destruction. 

The  results  of  this  program  show  that  the  task  of 
weeding  out  non-record  material  which  serves  no 
useful  purpose  can  be  accomplished.  Department 
of  Defense  components  have  been  urged  by  top 
level  management  to  continually  examine  classi- 
fied material  In  files  and  storage  areas  with  a 
view  to  declassifying,  downgrading,  destroying 


and  transferring  it  to  Faderal  Records  Centers 
in  or  «r  t<-  t.iuce  the  classified  inventory  to 
the  h^nlmua  consist  .it  with  operation  and 
national  securltj  requirements.  The  Department's 
Information  Sec-  ity  Program  managers  plan  to 
conduct  another  program  during  this  calendar 

year. 

To  have  to;*  in  finitive  data  available  regarding 
the  classified  Inventory  of  Defense  Industrial 
facilities,  the  Defense  Contract  Administration 
Services  was  directed  to  conduct  a survey  of  all 
industrial  facilities  under  ltB  cognizance  to 
obtain  data  on  the  volume  of  classified  docu- 
ments received,  generated,  transmitted  or  referred 
outside  the  facility,  destroyed,  declassified  and 
held  in  inventory  in  the  various  classification 
categories  for  Fiscal  Year  72. 

The  survey  showed  that  the  beginning  FY  72  In- 
ventory was  comprised  of  15,390,167  classified 
documents.  The  inventory  at  the  end  of  FY  72 
showed  a total  of  13,876,192  classified  documents; 
a net  reduction  of  1,513,675  classified  documents 
or  102  of  the  beginning  Inventory.  The  results 
of  this  survey  are  a good  Indication  that  Industry, 
consistent  with  good  records  management  practices, 
is  progressively  reducing  Its  classified  inventory. 

In  connection  with  quarterly  reports,  extensive 
effort  has  been  expended  by  the  Department  in  an 
effort  to  develop  viable  sampling  techniques 
which  will  provide  the  Interagency  Classification 
Review  Committee  vith  a reliable  estimate  of 
classlf lcatlon/downgradlng/declasslf icatlon 
actions  of  the  Department  worldwide.  On  April  5, 
1973,  the  Assistant  Secretary  of  Defense 
(Comptroller)  requested  the  heads  of  the  Military 
Departments  to  conduct  a survey  of  at  least  two 
activities  in  their  respective  services  during 
the  period  May  1 through  May  31,  1973. 

A total  of  seventy-five  (75)  activities  were 
selected  by  the  Military  Departments  for  the 
conduct  of  the  survey.  The  results  showed  that 
approximately  72  of  the  information  creaced  in 
the  surveyed  activities  was  being  placed  In  the 
Advanced  Declassification  Schedule,  421  In  the 
General  Declassification  Schedule,  42X  exempted 
from  the  General  Declassification  Schedule,  and 
72  excluded.  The  higher  than  desired  exemption 
rate  may  be  explained  by  the  fact  that  many  of 
the  selected  activities  were  heavily  involved  In 
intelligence  and  communications  activities. 

Despite  this  fact,  the  results  do  provide  an 
accurate  base  against  which  to  measure  program 
progress  in  the  same  activities.  To  achieve 
this  end,  the  heads  of  the  Military  Departments 
were  requested  to  conduct,  during  the  period 


May  1 - May  31,  1974,  another  survey  of  the 
sane  activities  which  were  selected  last  year. 

To  he  more  responsive  to  the  requirements  of 
the  Quarterly  Summary  Report  to  the  Interagency 
Classification  Review  Committee,  the  Department 
han  also  utilised  statistical  data  developed  by 
the  Defense  Communications  Agency  through  the 
Switch  Network  Automatic  Profile  System  (SNAPS). 
This  is  an  established  automated  sampling  system 
for  the  gathering  of  data  on  the  total  number  of 
messages  processed  through  19  switch  network 
communications  centers  worldwide.  As  presently 
established,  the  system  allows  the  Department  to 
Teporc,  on  a quarterly  basis,  the  total  number 
of  messages  generated  throughout  the  Department 
by  classification  category.  For  example,  during 
the  period  September  1,  1973  through  November  30, 
1973,  there  were  6,750  Top  Secret,  223.250 
Secret  and  659,400  Confidential  messages  pro- 
cessed in  worldwide  communications  centers.  It 
should  be  pointed  out  that  only  51  of  the  total 
message  traffic  processed  is  classified. 

To  Improve  on  this  presently  established  sampling 
system  and  thereby  be  more  responsive  to  Inter- 
agency Classification  Review  Commictee  require- 
ments, the  Assistant  Secretary  of  Defense 
(Comptroller)  requested  the  Defense  Communica- 
tions Agency  to  conduct  a feasibility  study  to 
determine  the  mechanics  and  lead-time  require- 
ments for  modification  of  the  Switch  Network 
Automatic  Profile  System  to  permit  the  gathering 
of  statistical  data  regarding  the  downgrading/ 
deciassification/exemption  status  of  all  classi- 
fied messages.  That  study  was  recently  completed 
and  the  results  showed  that  the  gathering  of  the 
data  is  feasible.  Consequently,  the  added 
sampling  requirement  was  levied  on  the  Defense 
Communications  Agency  and  the  first  quarterly 
report  Is  due  to  be  submitted  in  July  1974. 

The  Department  of  Defense  undertook  to  establish 
a data  index  system  in  accordance  with  the  provi- 
sions of  the  May  17,  1972  National  Security 
Council  Directive.  It  was  decided  that  initial 
Data  Index  System  actions  by  the  Department  should 
be  taken  on  a selective  basis  in  a few  key  compo- 
nents. To  this  end,  the  already  automated  Docu- 
ments Control  System  in  the  Office  of  the  Joint 
Chiefs  of  Staff,  the  Defense  Documentation 
Center  System  and  the  Documents  Indexing  System 
in  the  Defense  Communications  Agency  have  been 
designated  as  the  data  bases  for  initial  Data 
Index  System  Implementation,  Should  the  initial 
phaoe  of  implementation  prove  to  be  practical 
and  economical,  the  system  will  be  extended 
throughout  Headquarters  offices  in  the  National 
Capital  Region. 


After  more  than  a year's  experience  with  the 
Information  Security  Program  and  based  on  the 
results  of  Departmental  Program  reviews,  it 
became  evident  that  certain  changes  were 
required  in  the  Department's  implementing 
regulation  to  improve  its  effectiveness. 

For  example,  experience  taught  us  that  changes 
were  required  to  be  made  to  the  regulation  to 
re-institute  the  former  Croup  3 provision  for 
automatic  downgrading.  A change  was,  therefore, 
made  to  the  regulation  which  prescribes  that 
former  Group  3 material  shall  be  downgraded  at 
12  year  Intervals  but  not  automatically  declassi- 
fied- This  action  will,  through  downgrading, 
remove  numerous  documents  from  the  requirements 
of  annual  inventory  and  at  the  same  time,  will 
assist  in  ensuring  that  new  documents  deriving 
their  classification  from  this  category  of 
documents  are  classified  at  levels  consistent 
with  current  national  security  Interests. 

Another  major  change  was  adopted  which  was 
designed  to  accelerate  declassification  of  in- 
formation and  material  and  minimize  exemptions. 
Departmental  Program  Reviews  and  comments  fjom 
the  field  indicated  that  more  information  was 
being  exempted  under  the  category  3 provisions 
of  the  Executive  Order  than  was  believed  neces- 
sary. By  placing  information  in  this  category, 
claesificatlor.  would  be  maintained  for  periods 
up  to  30  years  from  the  date  of  origin.  To 
accelerate  declassification,  the  regulation 
was  changed  to  provide  that  information  placed 
in  exemption  category  3 concerning  scientific 
and  technical  matters,  installations,  programs 
and  the  like  shall  be  automatically  declassified 
at  the  end  of  15  calendar  years.  This  is  a 
progressive  action  which  should  force  Top 
Secret  Classification  Authorities  to  more 
closely  examine  information  being  placed  in 
this  Exemption  category. 

In  addition  to  these  major  changes,  other  sub- 
stantive changes  were  adopted  which  impose  more 
restrictive  guidelines  for  the  designation  of 
original  classification  authority  who  authorized, 
approved  or  sanctioned  exemptions  called  for  in 
a classification  guide  to  be  placed  on  the  docu- 
ment. This  latter  change  will  allow  speedier 
identification  of  the  exemptor  when  a question 
arises  as  to  overuse  of  exemption  authority. 

Because  of  the  number  of  these  and  editorial 
changes  involved,  it  was  decided  to  publish  a 
complete  reissuance  of  DoD  Regulation  5200. 1-R. 

The  ultimate  success  of  any  Information  Security 
Program  depends  upon  the  individual  - his 
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motivation,  his  dedication  and  hla  knowledge  and 
fzalllarlty  with  Information  Security  practices, 
policies  and  procedures. 

Recognizing  the  importance  of  this  "keystone" 
element,  both  the  Office  of  the  Secretsry  of 
Defense  and  the  Defense  components  have  taken 
positive  steps  toward  educating  nllltary  and 
civilian  personnel  at  all  levels  of  coasiand  and 
supervision  to  assure  full  understanding  and 
compliance  with  the  Executive  Order,  the  National 
Security  Council  Directive  and  the  Department's 
Implementing  regulation-  In  this  regard,  regula- 
tory Issuances,  presentations,  video  tapes, 
articles  and  publications  have  been  used  to 
advantage. 

Since  the  date  of  promulgation  of  che  Executive 
Order,  the  Deputy  Assistant  Secretary  of  Defense 
(Security  Policy)  and  senior  representatives  of 
his  office  have  participated  In  numerous  national 
security  seminars  and  symposia  such  as  this.  It 
has  been  repeatedly  emphasized  at  these  gather- 
ings that  the  overriding  objective  of  the  Execu- 
tive Order  Is  to  make  more  Information  on  govern- 
oer.t  affairs  more  readily  available  to  the  public 
Moreover,  attendees  have  been  consistently  urged 
to  become  personally  involved  In  the  Program  and 
to  challenge  government  classifications  when  they 
felt  that  overclasaiflcatlon  or  unnecessary 
classification  was  Involved, 

Within  the  components,  in  addition  to  formal 
classroom  instructions,  security  managers  use 
security  briefings,  conferences,  security  news- 
letters, bulletins  and  security  assistance  visits 
to  enhance  the  quality  of  the  Instruction, 


interpretation  of  the  Information  Security 
Program  with  particular  emphasis  on  proper 
c lasslf lcetlon  of  Information  In  the  Interests 
of  netionel  security;  progressive  downgrading 
end  declssalf lcatlon;  and  safeguarding  of 
classified  Informs  .Ion  sgalnst  unauthorized 
disclosure.  This  all  encompassing  course  should 
materially  assist  personnel  In  implementing  and 
monitoring  the  Department 'a  Information  Security 
Program  at  command  and  organizational  levels  and 
in  satisfying  command/supervisory  responsibilities 
for  effective  compliance  with  Program  requirements. 

The  "pilot"  class  for  thiB  course  was  conducted 
In  June  1974.  Attendance  at  this  class  was 
limited  to  invited  representatives  who  were, 
themselves,  knowledgeable  of  the  subject  matter 
and  who  could,  therefore,  provide  valid  comments 
for  improvement  of  subject  matter  or  manner  of 
presentation  in  future  clsase3.  Their  comments 
are  currently  being  evaluated.  Seven  classes 
are  scheduled  for  FY  75.  During  FY  76,  a 
traveling  team  will  be  established  to  present 
the  class  at  various  Government  and  Defense 
Contractor  activities  throughout  the  United 
States . 

PRESENTATION  BY  LT.  COL.  GRIMES 

I'm  tt.  Col.  Grimes  and  I represent  the  office 
of  the  Assistant  Chief  of  Staff,  Department  of 
the  Army. 

Gene,  If  you  can  get  Cen.  Abrams  to  sign  a general 
order  confirming  this  (pointing  to  the  rank  of 
Colonel  on  his  name  plate),  I'd  be  forever  grate- 
ful. 


Ongoing  planning  within  components  includes  the 
development  of  specific  programs  to  Include  (1) 
Information  Security  Training  at  Service  Schools, 
(2)  the  development  of  methods  and  training  aids 
designed  to  assist  action  officers,  clerks, 

< typists  and  secretaries  in  applying  claaaifice- 

tlon/downgradlng/declassif lcatlon  markings, 

| (3)  special  educational  needs  based  upon  the 

■ findings  of  component  inspection  programs  and 

r (4)  Information  Security  training  of  reserve 

j personnel  in  order  to  use  their  services.  In 

turn,  as  Instructors  In  the  field  during  their 
annual  two  weeks  active  uuty  training. 

Finally,  in  the  education  and  training  field,  the 
Department  has  established  an  Information  Security 
Management  Course  at  the  Defense  Industrial 
Security  Institute.  This  course,  of  two  weeks 
duration,  will  be  available  for  both  Government 
and  Defense  Contractor  security  management 
personnel.  Ita  purpose  is  to  provide  these 
personnel  a comprehensive  understanding  and 


Mr.  Brown  was  speaking  today  about  the  Interagency 
Classification  Review  Committee,  and  I'd  like  to 
reemphasize  some  of  the  things  that  he  told  you. 

Freedom  of  Information,  FOI,  as  we  call  It,  Is 
personal  to  me,  because  I'm  also  the  Secretary  of 
the  Army  Classification  Review  Committee.  I wish 
I could  tell  you  that  we  haven't  been  inundated 
with  appeela  for  information,  but  we  have. 

We  haven’t  had  a lot  of  appeals,  but  the  quality 
and  the  quantity  is  staggering. 

In  fact,  Friday,  just  before  1 left  to  come  down 
here,  I finished  a thirty-volume  history  of  the 
Counter  Intelligence  Corps,  it  covered  the  period 
1918  through  the  Korean  War.  It  was  like  trying 
to  declassify  the  Encyclopedia  Brittanies. 

It  * b Just  amazing,  and  it's  all  being  done  for  one 
individual.  This  gentleman  is  going  to  receive  a 
sanitized  copy  of  the  history.  I don't  think 
everyone  here  is  aware  that  this  is  a requirement, 
in  the  Army. 


It'  an  Individual  requests  a document,  and  we 
can't  give  it  to  his  because  of  classification, 
we  ere  required  to  sanitize  it;  in  other  words, 
remove  that  vhlch  is  exempt  and  provide  him  with 
the  Information  that  is  unclasolf led . This  is  a 
horrendous  problem.  1 personally  spent  two  weeks 
standing  in  front  of  a Xerox  machine  reproducing 
this  document  and  1 can  assure  you  It  la  a 
terrible  problem,  because  we  are  just  not  staffed 
for  it.  This  added  burden  had  to  be  performed  In 
addition  to  my  normal  duties  as  a Department  of 
the  Army  Information  Security  Staff  Officer. 

There  are  two  of  us  providing  this  service  with- 
in the  Army  and  it  is  a tremendous — and  1 repeat 
that — a tremendous  burden,  but  it  is  being  done 
and  it  is  being  done  in  light  of  and  in  accord- 
ance with  the  guidance  given  by  the  President. 

We  are  all,  1 think,  trying  to  get  os  much  infor- 
mation to  the  public  as  possible. 

We  had  another  Individual  who  came  In  and  appealed, 
one  appeal,  eighty  documents.  How,  I'm  not 
speaking  about  four  ot  five  pages  per  document. 

I'm  speaking  about  area  studies  on  Hungary, 
studies  on  Japan,  area  studies  on  China,  and 
several  other  countries  all  of  uhieh  are  classi- 
fied. 

This  material  must  be  sanitized,  and  this  is  a 
very  difficult  pruulem.  in  many  instances,  there 
is  State  Department,  JCS  and  intelligence  material 
incorporated  in  each  volume  so  there's  the  addi- 
tional problem  of  coordinating  with  these  agencies. 
The  Job,  however,  is  being  done;  it's  a little 
slow  in  some  Instances,  but  everybody  is  trying 
very  hard.  What  I'm  saying  is  that  I support 
Mr.  Brown’s  position.  We  down  at  the  working 
level,  are  definitely,  behind  the  effort.  The 
reason  I bring  this  out  is  because  the  next  topic 
that  I want  to  discuss  with  you  is  the  reduction 
in  the  number  of  classification  authorities. 

In  the  Army  a year  and  a half  ago,  we  had  over 
thirteen  thousand  authorized  classifiers.  The 
most  recent  report  that  1 submitted  this  past 
Friday  shows  us  below  three  thousand . 

We  now  have  only  fifty-three  positions  in  the 
Army  that  are  authorized  to  exempt  material. 

That  is  not  very  many,  and  what  It  really  boils 
down  to  is  that  the  action  officer  must  go  through 
his  boos  to  a TOP  SECRET  authority  to  obtain  docu- 
ment exemption.  This  is  often  difficult,  so  what 
does  he  do"  He  uses  outdated  tnifuctions  on  the 
material  to  be  classified.  The  result  is  that  you 
may  receive  improper  guidance  from  your  contracting 
officer.  We  cannot  look  at  each  contract — it 
would  be  impossible  for  us,  but  you  can.  In  Regu- 
lation 5200. 1-R,  there  is  a requirement  that  allows 
anyone  who  receives  a document  on  which  the  classi- 
fication or  the  downgrading  is  questionable,  to  go 


back  to  the  originator,  or  to  the  contracting 
official  for  further  guidance. 

1 know  this  does  not  set  too  well  with  the 
peopLe  that  are  out  there  in  industry.  They 
think  this  is  going  to  Jeopardize  their  contract. 
But  X think  if  you  go  back  and  say,  "look,  we’re 
questioning  under  paragraph  such-and-such  of  the 
regulation,"  you  will  be  doing  exactly  what 
Mr.  t.lebllng  wants  you  to  do.  If  you  don’t  get 
any  reaction  to  your  question  within  thirty  days, 

1 guarantee  that  if  you  write  to  ua  you  will  get 
action.  I think  that  Ed  Reiss  here  can  verify 
that.  His  boss  is  quite  interested  in  the 
authorities  and  in  the  downgrading  instructions 
that  are  on  AMC  contracts. 

Ed  is  with  AMC,  by  the  way. 

I have  seen  letters  that  were  sent  out  by  Hq. 

AMC  stressing  such  action  by  their  subordlnants. 
How,  if  you  cooperate,  here  is  a way  in  which 
you  can  help  us  to  do  what  the  President  would 
like  us  to  do.  It  gives  you,  if  you  will,  a 
little  clout.  You  can  question  the  classifica- 
tion— oi  the  downgrading  of  a document;  by  that, 

1 mean,  has  it,  in  fact,  gone  before  a Top  Secret 
Authority,  or  is  this  Just  a contracting  officer’s 
opinion?  If  it  is,  then  he  has  violated  the 
Security  Regulation,  and  we  would  like  to  know 
about  ir.  I’m  sure  Mr.  Broun  would,  too. 

Remember  that  this  response  is  supposed  to  be 
provided  to  you  within  thirty  days.  If  you 
haven't  received  it  within  a reasonable  amount 
of  time,  I’m  sure  thsr  if  you  put  a little  note 
on  it  and  fire  a copy  of  that  up  to  us,  we'll 
get  a reply  pretty  quickly. 

That's  really  all  I have,  I don't  want  to  repeat 
what  Mr.  Van  Cook  has  already  said,  so  we'll 
leave  it  open  to  questions. 

PRESENTATION  BY  MR.  LARSEN 

Progress  is  the  theme,  and  if  you'll  remember, 
last  year  Dan  Dinan  reported  to  you  that  as  a 
result  of  the  Naval  Inspector  General's  review 
of  the  offices  of  CNO,  some  rather  serious 
discrepancies  (which  were  no  surprise)  existed 
regarding  our  classification  management  program. 

As  a result  of  his  report,  which  was  approved 
by  the  Chief  of  Naval  Operations,  we  had  a 
charter  to  move  out  and  do  something  about 
control  and  make  progress  with  a good  classifica- 
tion management  program  in  the  Navy,  and  I'm  here 
today  to  very  briefly  try  and  report  what  we  feel 
are  some  of  our  successes  in  this  regard. 

Success  is  kind  of  a relative  thing.  I'm  reminded 
of  the  two  gals  who  competed  throughout  the  years 


with  each  uther  about  the  success  of  thslr  This,  from  a former  forty  percent  coverage  and 

sei  male  offspring.  They  hadn't  Been  each  a ten  percent  currency,  hopefully,  by  the  end 

othei  for  a while  and  recently  thpy  isiei  on  the  of  the  calendar  year  1974,  all  will  be  current 

alreet  . at  the  program  project  officer  level  on  all 

classified  program*  In  the  Navy,  Including 

The  firat  lady  'Id,  "Sarah,  t can  hardly  wait  comtitunlcat Ion  ayatema  and  intelligence, 

to  tell  you  about  how  my  hoy  got  into  psychiatry 

and  in  the  last  two  years  since  I’ve  seen  you  he1*  We  found  that  basically  In  the  Navy,  we  have  a 
made  such  a success,  he  Just  bought  a three  triangle  kind  of  program.  Basic  guidance, 

hundred  thousand  dollar  home  overlooking  MbL1I>u  initial  guidance  cornea  from  CNO.  Then  it  goes 

Bench  high  on  the  hill."  to  the  procurement  activities,  which  ia  of 

primary  interest  to  yon  folks  not  in  government, 
The  second  lady  replied,  "Well,  you  know,  a for  p:  orurement  of  hardware  and  then  cornea  back 

couple  of  years  ago,  we  were  disturbed  to  find  to  CNO  for  operational  and  tactical  guidance, 

out  Timmy  wan  a homosexual,  hut,  you  know, 

recently  lie  lust  moved  in  with  some  doctor  who  Well,  our  procurement  activities  have  done  such 

bought  a three  hundred  thousand  dollar  house  a fine  Job  for  so  many  years  without  the  basic 

In  — " (laughter.)  guidance,  and  things  got  into  the  fleet  without 

anything  more  than  what  came  out  of  contracting 
Actually,  what  the  Naval  Inspector  General  did,  activities, 

ami  the  Vice-Chief  of  Naval  operations,  Admiral 

Holloway,  wen  help  tia  change  our  approach  from  We're  trying  to  close  each  end  of  that  triangle 

chasing  situations  to  evsluat lug  the  overall  so  that  it  la  a workable  situation  from  life  to 

program,  lie  told  na  to  do  four  things,  and  death  of  the  system  so  that  'h  what  wo ' if  working 

these  things  we  have  done.  foi . That’s  what  we've  done,  and,  now,  as  Dan 

did  last  year,  i'll  give  you  something  else  to 

Very  briefly,  they  are,  firat  of  all,  the  Director  think  about  that  we're  looking  at.  We  Just 
of  Naval  Intelligence,  under  whose  command  our  decided  to  do  it  last  week  as  a matter  of  fact, 

nhop  Is.  was  to  put  out  informal  ion  to  our  program 

managers  and  project  officers  on  how  to  prepare  a We  want  to  computerise  all  our  gulden  so  that 
clnssl float  Ion  guide.  This  we  have  done.  1 can  we  can  get  a print-out  by  systems,  a print -out 

report  to  you  tint  that's  dated  the  10th  of  April  by  co  -n-md,  a print-out  almost  immediately,  as 

of  thin  yeat . veil  an  a master  within  our  own  offiee  to  mskp 

changes . 

We  alao  identified  the  CNO  office  of  responsibil- 
ity for  all  our  clnastried  programs.  This  was  This — we  reel  that  it  we  can  keep  current — will 

never  done  before.  Tilts  we  bave  done.  solve  some  of  rhe  security  review  problems  snd 

also  allow  ua  to  make  more  rapid  changes  and 

Over  Admits)  Holloway's  decision,  he  directed  increase  the  conaiatency  of  guides  within 

that  we  Increase  the  educational  effort.  This  we  general  areas  such  aa  missiles,  and  so  forth, 
are  doing,  not  only  in  support  of  the  DoO  school, 

the  new  one  down  at  DiSl,  init  also  in  training  our  That's  your  t eport  Horn  the  Navy, 

reserves  so  that  we  are  going  to  have  more  indivi- 
dual programs  Available  around  the  country.  I'HKSBNTAT ION  V_MR,^  MYJIHS 

In  support  of  tbe  noli  monitoring  effort,  we  psy  I'm  not  going  to  make  any  claim  that  t lie  Air 

particular  attention  to  t lie  specifics  oT  tlip  in-  Force  Is  doing  a perfect  or  a superlative  Job. 
formation  program  on  command  inspections  at  all  For  one  thing,  we've  got  Hughes  ami  Boeing  and 

levela,  hut  moat  importantly  00090,  which  Is  the  McDonnell  Douglas  and  General  Klectric  and  many 
shop  I come  from,  has  the  specific  tssk  of  muni-  others  out  here  who  might  like  to  contest  any 

toting  classification  guides  and  reporting  to  the  claims  of  perfection.  Alan,  the  NOMS  la  mainly 

Chief  of  Naval  Operations  on  a semiannual  haals  contractors  and  I've  some!  I men 'observed  iliai 
of  any  deficiency,  three  hundred  ntxty-two  days  or  flip  year,  the 

contractor  la  In  a rough  position;  DoO  writes 
This  resulted,  from  an  identity  of  about  a bundled  the  guides  and  the  contractor  has  to  live  with 
and  twenty-five  guides  a year  ago,  to  almost  three  them.  But  thp  otlipi  three  days,  when  you'ie 
hundred  today.  It’s  amastng  how  they  come  out  of  here,  yon  have  a different  role:  all  you  have 
the  woodwork  once  you  start  tracking  them  down,  to  do  la  attack  the  guides;  we  have  I o defend 

and  it  doea  mean  by  llie  end  of  this  calendar  year  them, 
we  have  every  expectation  of  having  all  those 
guides  current  . 
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So,  I won't  claim  tli«t  ws'r*  doing  a perfect  Job, 
but  1 think  the  Air  Fore*  la  doing  c good  Job  and 
doing  a better  Job  year  by  year.  1 don't  elalm 
any  credit  (or  thle,  becausa  claanlf lcat Ion 
management  la  largely  a matter  of  cooperation 
aiming  a lot  uf  people.  Thing*  don't  get  done  by 
any  one  peraon.  Hero  at  the  aemlnar , one  of  the 
moat  valuable  thing*  that  will  happen  will  be  the 
interchange  of  Idea*  among  youraelvea,  among  all 
of  ua.  Soma  Improvement*  will  result,  and  1 hope 
that  there  will  be  c lot  of  that  Interchange.  A 
little  arithmetic  ahow*  that — at  a time  when 
we're  all  abort  on  peraonnol  In  claaalflcat Ion 
management — about  four  man  years  are  being  devoted 
to  thle  aemlnar  by  your  attendance,  and  the  prep- 
aration for  it.  Or  look  at  11  another  way:  about 
a million  dollara  haa  been  apent  In  travel,  per 
diem  aalertea,  and  eo  forth.  It  duewn’t  matter 
whether  It'*  mv  aalary  or  Art'*  aulary  or  the 
aalary  of  any  contractor.  U all  come*  out  of 
government  taxea,  ao  I'm  aortoua  when  t any  the 
Interchange  ot  Idea*  ahould  bring  for  til  something 
product  tve . 

In  talking  about  improvementa  that  have  been  made. 
1 note  again  that  they  are  mnttera  of  cooperation 
and  1 don't  claim  them  all  to  ho  Air  Force  only. 
Some  ot'  the  changra  are  major.  Some  ale  minor, 
hut  l think  they’re  all  repreaental tve. 

Ft  ret  of  all.  In  reviewing  our  Mr  Force  gutdra, 
t aec  that  the  conversion  to  the  fifteen-year 
dec  leant f teat  Ion  rule  for  aclentlflc  and  techni- 
cal material  la  appearing  pretty  much  acroaa  the 
board.  You  have  aome  guidon  that  haven't  been 
converted  yet,  but  tt'a  being  adopted  and  put 
Into  effort  In  the  gulden  aa  they're  rewritten, 
it  ahould  be  noted  that  the  15-year  rule  la  not 
an  Idea  that  originated  with  the  Alt'  Force.  It 
originated  In  Mv.  l.iehllng'a  office.  In  Mr.  Van 
Cook'a  oft  Ice. 

We  aupport  It  wholeheartedly. 

Secondly,  1 think  that  the  new  aecurlty  manager'e 
courae  la  probably  the  biggeat  alugle  atop  for- 
ward that'll  boen  taken.  There 'a  been  a real  need 
for  auch  a oourae.  Tbe  Idea  originated  with 
everybody,  and  If  It'd  eventually  a whopping 
success,  It  will  h*  a credit  to  the  people  at  the 
Pefenae  Inetltute  In  Richmond  as  much  an  anybody. 
But  1 would  note  tliat  on  our  own  part , we  went 
out  uf  our  way  to  help  that  echool  get  off  the 
ground  by  helping  draft  oourae  outline*  and  by 
reviewing  the  course.  And  we  took  one  Map 
further:  We  looked  acroaa  Weal  Coast  to  Fast 
Coast  to  aee  who  we  thought  was  the  beet  roan  to 
he  an  inaiructor  in  that  course,  and  wo  recom- 
mended his  selection.  I hope  the  Institute  finds 
him  a happy  choice. 


As  tar  aa  1 know,  only  the  Air  Force  ban  on  its 
books  one  rule  that  la  a step  forward.  That  la 
a rule  that  permits  any  individual  In  the  Air 
Force  to  come  into  departmental  headquarters 
with  no  fear  of  being  mopped  by  a commander 
along  th*  line,  and  to  be  assured  a reply,  in 
any  case  where  there  is  even  the  slightest 
allegation  of  claaaif Icatlon  to  hide  Inefficiency 
or  embarrassment . 

Now,  while  we  have  had  no  such  esse  reported,  we 
feel  the  reporting  procedure  la  particularly 
Important.  The  problem  In  classification  la  not 
particularly  that  the  Navy  or  the  Air  Force  or 
the  Army  classify  an  operational  plan.  It  Is 
not  particularly  that  we  classify  one  piece  of 
technical  information.  The  major  problems  arise 
when  ami  II  people  feel  a classification  la  made 
to  keep  Information  from  the  public  Intentionally 
Our  rule  as  It  Implies  states  that  any  charge  of 
that  sort  cannot  be  short stopped,  cannot  be 
blocked  from  headquarters,  and  provides  for  the 
individual  to  correspond  directly  with  us  If  lie 
has  not  received  acknowledgment . 

Another  point  where  1 think  the  Atr  Force  la 
doing  well,  and  1 think  others  are,  too,  Is  in 
the  review  ol  World  War  documents.  Now,  I'm 
told  that  the  Air  Force  Is  well  ahead  ol  the 
schedule  of  completing  this  Job  by  '75.  Vi'e're 
moving  ahead  of  others,  and  we're  moving  ahead 
of  the  pace. 

If  that's  true,  1 think  that  Alan  Thompson  lias 
a Mg  share  of  the  credit  coming  to  him,  hecmisr 
we  sent  him  raw  people  over  there.  He  sat  them 
down  and  worked  with  them  and  provided  them  with 
administrative  support  and  with  the  leadership 
to  get  something  done  on  that  Job.  A big  Job  is 
being  done. 

Additionally,  we  moved  outside  of  the  archives 
and  have  the  same  kind  of  review  going  Into  our 
Air  Force  historical  material,  and  I'm  happy  to 
say  we've  completed  the  World  War  11  period  and 
stand  now  between  World  War  11  and  Korea. 

Another  point — one  that  I'm  very  happy  with. 
Again,  we're  talking  about  old  documents,  and 
It  has  to  do  with  the  l.ibrary  of  Congress,  it's 
a tali  example  of  cooperation,  1 think. 

There  were  sitting  In  the  Library  ot  Congress 
thousands  of  cubic  feet  of  classified  documents 
with  no  likelihood  that  they  would  ever  be 
reviewed  for  dectasatf Icatlon  for  two  reasons. 

One  of  them  was  that  the  Library  of  Congress 
was  outside  the  Executive  Branch  and  the  second 
reason  dsrlved  trom  the  fact  that  the  Library 


had  no  d«c laaslf icatlon  authority.  Thla  cams  to 
our  attention  In  tha  Air  Force  and,  admittedly, 
all  we  had  vaa  an  Idea. 

We  drafted  up  a propoaal  and  wrote  back  to  them, 
recommended  they  go  In  and  aek  for  authority  to 
apply  the  aane  guidelines  used  by  the  National 
Archlvee  and  to  apply  that  not  only  for  the  Air 
Force,  but  DoD-wlde  also. 

That  action  took  us,  1 suppose,  about  one  hour 
ol  our  time.  It  took  probably  several  score  of 
hours  to  be  staffed  by  Mr.  Van  Cook  and  others 
In  hie  office,  but  It  caste  out  and  the  Library 
of  Congress  now  has  the  authority  and  the  guide- 
lines and  those  docusmnts  that  were  froxen  there 
before  will  be  declassified. 

I'd  like  to  point  to  an  area  where  1 think  the 
Air  Force  haa  dona  something  very  worthwhile. 

The  rest  of  DoD  has  moved  up  shead  of  tha  Govern- 
ment ea  a whole  by  awving  from  e thirty-year 
guideline  to  a 1950  declassification  standard. 
Their  policy  says  that  all  documents,  with  a few 
exceptions,  1950  and  earlier,  will  be  declassi- 
fied. I'm  happy  to  aay  that  within  the  Air  Force, 
for  our  own  Information  only,  we  have  similar 
guidance  end  have  had  It  for  some  time.  It 
extends  through  1935.  which  simplifies  tile 
declssalf lcstlon  s great  deal. 

In  one  particular  area,  we  have  made,  1 think,  a 
very  large  achievement.  I don't  know  how  many  of 
you  have  had  occasion  to  see  our  nuclear  weapons 
classification  guide.  It's  been  completely 
revised  to  bring  it  up-to-date  In  terma  of  the 
new  Executive  Order,  and  I believe  that  it  will 
stand  up  in  comparison  with  any  guide  throughout 
Don  or  throughout  the  Government  in  terms  of 
excellence  as  a classification  guide.  The 
particular  reason  1 wanted  to  mention  that  here 
was  to  add  a footnote  for  aomc  of  you. 

A pevaon  that  many  of  you  know  well  retired  just 
l»st  month  from  the  Air  Force,  and  that's  Ed 
Calvert.  An  an  informational  aside,  for  those  of 
you  who  don't  remember  him.  Ed  was  one  of  the 
orlglnatora  of  the  Society,  one  of  the  people  who 
eat  down  to  talk  over  the  Idea,  an  original 
founder,  an  editor  of  the  bulletin,  and  produced 
the  finest  series  of  professional  bulletins  in 
thla  area.  He  haa  retired  and  la  back  in  Ohio. 

If  any  of  you  would  like  to  get  ahold  of  him,  1 
can  tell  you  how. 

Some  of  the  things  that  have  been  done  In  the  Air 
Force  that  are  noteworthy  and  the  credit  should 
go  to  activities  bslow  Headquarters  level.  In  our 
Space  and  Missiles  Systems  Organisation  at  1..A. , 


we  have  an  exceptionally  fine  program  for  pre- 
senting the  guidance  to  the  man  who  haa  the 
authority  to  make  exceptions  to  the  GDS,  and  for 
processing  this  material  through  so  that  proper 
approval  la  received.  I'm  not  going  to  dlecuss 
It  In  detail,  because  Mr.  Klein  will  talk  to  you 
about  It  later,  but  1 note  that  OSD  has  seen  fit 
to  point  to  It  as  an  example  which  we  can  use 
elsewhere  in  tha  Air  Force. 

I'm  sure  that  the  Air  Force  was  ahead  of  all 
other  agencies  In  any  part  of  the  Government  in 
establishing  a desired  objective  of  stating  a 
toptc-by-toptc  declassification  date,  rather  than 
the  mere  entry  of  CDS  or  XGDS  In  c laaslf icatlon 
guides.  We  haven't  reached  a point  where  that's 
done  In  all  guides,  but  the  guides  are  coming  In 
In  large  numbers  with  Topics  Identified  for  down- 
grading to  1 such-and-such.  Information,  secret, 
confidential,  and  unclassified  with  the  year  shown 
for  each  action.  You'll  find  that  a large  amount 
of  the  work  on  that,  In  some  of  the  beat  guides, 
is  coming  out  of  our  Aeronautic  Systems  Division, 
where  Mr.  Gates  is  in  charge  as  far  as  classifi- 
cation is  concerned. 

One  more  item;  earlier,  Mr.  Llebllng  mentioned 
the  authority  of  the  Assistant  Secretary  of 
Defense  to  declassify  documents.  In  our  Initial 
implementation,  we  gave  to  our  Air  Force  Office 
of  Information  the  full  authority  to  declassify 
after  completion  of  their  security  review,  and 
this  has  sped  up  the  process  ninny  limes. 

It  doesn't  mean  they  can  overrule  the  Alt  Force, 
but  it  does  mean  the  results  of  their  review  arc 
authority  enough  without  going  back  to  anyone 
else. 

As  a general  statement,  and  I hope  that  others 
here  would  support  us  (1  am  thinking  primarily 
of  Art),  1 believe  that  in  any  cane  where  there's 
been  a proposal  for  liberalixstion  and  broader 
declassification  standards,  the  Air  Force  has, 
without  exception,  supported  the  proposal.  Now, 
there'll  come  a time,  I'm  sure,  when  we'll  be  on 
the  other  aide,  but  1 believe  our  performance  to 
date  will  show  that  In  general  we  are  pushing  for 
broader  declassification  guidelines  and  earlier 
dates. 

As  a last  point  I'd  like  to  mention  again  that 
from  all  of  this,  I don't  claim  a superlative 
job.  Thore  is  always  room  for  improvement.  We 
think  we're  doing  a good  job,  and  w<>  think  we're 
Improving . 

I'd  like  also  to  get  back  to  my  Initial  point 
about  the  hope  there  will  be  an  Intel  change  of 
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ideas  here.  T know  Fred  Daigle  end  I met  down 
at  Richmond  where  he  wae  kind  enough  to  come  and 
help  In  the  critique  of  the  security  course.  He 
gave  me  a problem  of  his,  and  by  the  time  I'd 
been  beck  In  Washington  a few  days,  I think  we'd 
solved  It.  Jlre  Buck  land  wee  there  and  he  raised 
a question  to  ne.  We  were  able,  I believe,  to 
give  a satisfactory  answer.  1 hope  that  the 
Society  here  will  try  to  solve  problems  and  make 
real  progress  for  all  of  the  Government  community 
by  turning  this  four  man  years  and  million  dollars 
into  productive  discussion  back  snd  forth  amongst 
yourselves . 

Thank  you. 

QUESTIONS  AND  ANSWERS 

HR.  JERNIGAN:  John  Jernlgan,  General  Electric, 
Philadelphia . If  we  question  the  claaslf tea:  ion 
on  some  specific  light  and  we  don't  receive  an 
answer  or  satisfactory  answer  within  thirty  days, 
do  we  come  back  directly  to  him?  Does  this  apply 
to  you,  Frank,  and  to  you,  Larry,  also? 

MR.  LARSEN:  Be  our  guest. 

MR.  MYERS:  Absolutely.  We  expect  all  contractors 
to  deal  within  the  contracting  office,  but  if 
you're  not  getting  satisfactory  replies,  why,  let 
us  know. 

MR.  VAN  COOK:  Yes,  air. 

MR.  HOYLE:  My  name  la  Jim  Hoyle.  1 work  for  the 
Lance  Project  Office,  Mleolle  Command,  Alabama. 

I'd  like  to  make  a couple  of  statements,  if  1 may, 
and  address  my  first  remark  to  Col.  Grimes.  1 
can  sympathise  with  you,  Colonel,  in  your  deluge 
of  screening  and  sanitation.  But,  getting  back  to 
contract  security  specification,  more  commonly 
referred  to  as  DD  254;  if  these  are  properly 
filled  out,  especially  front  and  face,  in  the 
lower  left-hand  block  Is  a apace  to  be  filled  in 
with  the  name  of  the  action  officer  for  the  pro- 
ject, or  what  have  you,  who  are  purchasing  the 
hardware. 

Now,  at  the  Missile  Command,  we've  had  aome  good 
guys,  end  so  forth,  and  most  of  these  are  properly 
filled  in  with  the  name  of  the  individual:*  tc  be 
contacted,  with  a telephone  number  in  case  you 
can't  get  a satisfactory  answer  from  the  con- 
tracting officer. 

So  ns  the  action  officer  for  Lance,  1 got  many 
different  phone  calls  from  time  to  time  and  if 
I'm  not  able  to  give  a correct  answer  quickly,  1 
can  at  least  tell  tha  people  where  to  go. 


1 get  questions  from  time  to  time,  of  course, 
from  contractors  other  than  for  Lance,  even,  and 
I'm  able  to  direct  those  people  to  the  action 
officer  for  the  nearest  project  that  they  re- 
quire assistance  from. 

Secondly,  I'd  like  to  get  back  to  the  informa- 
tion that  we  at  the,  I believe,  lower  grasa 
roots  level  need  from  time  to  time.  It  took  ua 
a year  working,  pleading,  cajoling,  whatever 
word  you'd  like  to  uae,  to  get  some  direction 
at  high  level. 

it  came  back  in  the  form  of  a twist  from  DoD 
through  State  Department,  down  through  the  line 
on  the  classification  of  the  foreign  military 
aales  information. 

Many  of  you  contractors,  I'm  sure,  have  gotten 
into  this  area,  but  we  were  groping  for  facta. 
Provided  with  the  facta,  we  can  operate  satis- 
factorily and  give  good  direction;  but  that's 
one  of  my  biggest  problems  la  getting  accurate 
information  in  order  to  prepare  a good  decision 
on  the  security  classification  guide,  ao  I’d 
like  to  put  that  In  the  form  of  a suggestion, 
maybe,  to  DoD  and  let  It  filter  on  down  that 
they  look  into  supplying  certain  information 
along  this  line  lu  the  various  people  In  the 
various  weapons  systems. 

1 eay  from  time  to  time,  aa  the  need  arises 
that  now  systems  are  being  developed  or  as  the 
international  situation  changes,  and  so  forth. 

It  would  be  vary,  very  helpful  to  us. 

MR.  NILES:  Bob  Niles,  DNA. 

In  the  last  few  years,  lots  of  people  from 
classification  have  protected  somebody  from 
embarrassment  or  administrative  oversight.  Do 
you  have  any  specific  knowledge  of  a DoD  docu- 
ment that  was  classified  to  protect  any  indivi- 
dual from  embarrassment  or  oversight,  and  1 mean 
the  document  discovered  by  anybody  to  Include 
the  executor,  legislator,  for  any  branch  ol  the 
Government? 

MR.  VAN  COOK:  Do  I hfve  any  personal  knowledge 
of  any  auch  document? 

MR.  NILES;  Yes,  air. 

MR.  VAN  COOK:  That  waa  classified  to~ 

MR.  NILES:  Hide  embarrassment?  Yes,  sir. 

MR.  VAN  COOK:  The  answer  to  that  is  no,  1 don't 
have  any  and  I'll  aek  my  colleagues  on  the  panel 
if  they  hove  any  knowledge?  They  don't  have  any 
knowledge  of  any  auch  document,  either. 


r 


31 


KK.  MAR CAROLE : We  have  < lot  of  old  documents. 

My  engineering  friends  tall  me  ve  can't  throw 
thea  away,  becauaa  they  contain  a lot  of  good 
ayataaa  information.  However,  alnca  the  program 
officers  way  back  when  disbanded,  we  do  not  know 
whoa  to  write,  par  aa,  for  claaalf lcatlon  guid- 
ance, and  would  you  enlighten  ua  perhapa  to  thle 
aubject? 

MR.  VAN  COOK:  I think  1 coo.  You  contact  the 
USER  Agency  under  whose  contract  you  are  operating 
at  the  current  tlae,  and  then  there  la  a provision 
I think  you; 11  find  in  the  Industrial  Security 
Manual  that  aays  you  can  take  other  routea  If  they 
can't  give  you  a Judgment. 

MR.  MYERS:  Art,  can  1 make  a ahort  comment  on 
that?  From  some  of  you,  we've  had  requests  of 
this  aort  and  1 think  they  have  eometlmes  been 
delayed  by  your  taking  what  you  think  la  a direct 
route  and  aendlng  them  straight  In.  Some  of  you 
people  from  DCAS  can  atop  me  If  !'n  wrong,  but  1 
believe  that  the  DCASR  would  always  be  glad  Co 
assist  In  telling  who  the  successor  agency  la. 

The  contractor  ehould  know  who  hla  contractor  was 
and  when  there's  bean  a reorganisation.  1 be- 
lieve that  the  DCASR  would  go  off  and  got  an 
answer  to  that  question  so  the  contractor  could 
go  to  the  right  office  in  the  firat  Instance. 

Anyone  from  DSA  care  to  comment  on  that? 

MR.  GREEN:  Office  of  the  Chief  of  Industrial 
Security,  Defense  Contract  Administration 
Services. 

Yea,  we  could  trace  It  back  Juat  as  you  can  trace 
It  back  through  the  military  departments.  It 
could  be  traced  beck  through  contracting  chag'S. 

LT.  COL.  GRIMES:  In  the  Army,  If  you  have  t 
classified  document  and  you  have  absolutely  no 
Idea  who  to  send  It  to,  the  proper  place  to  send 
It  to  is  the  Army  Adjutant  General,  Department  of 
the  Army,  he's  required  to  keep  all  statistical 
data.  He  is  alao  required  to  keep  what  va  call 
a record  copy.  He'e  responsible  for  the  archive 
information  material  for  the  Army.  Ha  will  get 
It  to  the  appropriate  agency  that  is  presently 
handling  than  particular  project  or  who  has 
proponency  for  It.  So  if  you're  going  to  deal 
with  the  Army,  deal  directly  with  the  Adjutant 
General.  It 'a  the  fastest  way  of  doing  It  and  it 
stays  in  the  right  track. 

MR.  LARSEN:  May  1 make  a comment  about  the  Navy, 
Art? 


MR.  LARSEN:  If  you're  not  able  to  Identify  the 
procurement  activity,  send  It  to  the  Chief  of 
Naval  Material  who  will  either  locate  the 
material  or  send  It  to  my  office. 

MR.  MYERS:  While  we're  kicking  that  around, 

Art,  the  ISM  glvea  you  en  address  in  every  In- 
stance for  each  agency  to  whom  you  can  send  It. 

My  only  point  la  that  your  DCASR  man  la  In  your 
area  frequently.  Frequently,  he  can  answer  the 
question  out  of  hand  for  you  through  hla  own 
familiarity.  If  you  do  that,  you  may  save  your- 
self a lot  of  time. 

MR.  VAN  COOK:  Thank  you.  Any  further  questions? 

MR.  GREEN:  A two-ahot  question  for  Colonel 
Grimes.  Are  you  charging  this  Individual  the 
price  per  page  for  the  reproduction  of  those 
documents? 

LT.  GRIMES:  Five  cents. 

MR.  GREEN:  Five  cents? 

LT.  COL.  CRIMES:  Five  cents  a page. 

MR.  GREEN:  My  second  question  is  what  office 
in  the  Army  makes  • final  decision  ac  to  whet 
the  classification  la? 

LT,  COL.  GRIMES:  Okay,  I’m  going  to  take  you 
through  it.  First,  you  have  the  initial  request 
for  the  document,  right? 

MR.  GREEN:  No.  I'm  sorry— 

LT.  COL.  GRIMES:  Well,  I think  I have  to  go 
that  routs,  because  you  wouldn't  understand  It, 
otherwise,  okay?  It  comes  to  TAGO  or  the 
Adjutant  General.  He  forwards  It  to  the  proponent 
agency  and  they  say  the  document  Is  classified. 
They  have  the  authority  to  aay  the  document  is 
classified. 

Now,  if  the  document  is  less  then  ten  years  of 
age,  it  would  go  to  the  final  approving  authority, 
to  the  Secretary  of  the  Army  and  that  would  be  it. 
If  he  aaya  "Yea,  It's  still  classified,"  then 
there  would  he  no  appeal.  Normally  TAGO  will 
write  beck  to  the  gentleman  who  asks  the  question 
or  sake  for  the  document  and  they'll  tell  him 
that  based  upon  the  proponent's  suggestion  or 
evaluation  of  the  document,  it  remains  classified, 
and  they'll  either  tell  him  that  he  has  a right 
to  appeal  to  the  Secretary  of  the  Army  or  to  the 
Army  Claaalf lcatlon  Review  Committee,  depending 
on  the  age  of  the  document. 


MR.  VAN  COOK:  Go  ahead. 
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MR.  GREEN:  1 think  1 mV*  ay«*lf  clear,  but  I'll 
see  you  afterwards. 

HR.  RICHARDSON:  Texas  Instrument*. 

Art,  1 heard  a little  bit  about  the  fifteen-year 
rule.  1 have  several  documents  that  are  declassi- 
fied In  two  thousand  and  something.,  which  1* 
thirty  ytars.  Now,  does  this  fifteen-year  rule 
that  we've  heard  about  overrule  thee*  decisions, 
and  when  we  get  these  254'e  In  so  Identifying, 
can  we  avoid  Mrklng  them  down  and  having  to  re- 
mark them  when  this  becomes  a fact? 

MR.  VAN  COOK:  I would  say  no  to  that,  Dean. 

The  DD  Form  254  Is  the  contractor's  guidance.  If 
a DD  Form  254  shows  thirty  years  rather  chan 
fifteen,  I think  that  ought  to  be  brought  to  the 
attention  of  the  USER  Agency  people  to  have  that 
guidance  changed.  The  guidance  will,  in  fact, 
be  changed  as  It  comes  up  for  review,  and  these 
are  aome  of  the  things  that  are  happening,  t 
mentioned  the  thirty- three  hundred  guides  to 
include  DD  Form  254* s,  which  have  been  revised 
to  cause  earlier  downgrading  or  declaaalf lcatlon. 

1 think  you  have  to  go  through  the  bunlnesa  of 
getting-  Che  guldence  changed,  and  the  way  to  do 
It  is  If  you  want  it  done  curlier  than  the  annual 
review  la  to  bring  It  to  someone's  attention,  but 
I'm  not  telling  you  to  overrule  whatever  guidance 
you  may  have  from  the  USER  Agency,  on  the  baala 
of  the  rule. 

LT.  COL.  CRIMES:  There  la  an  exception  to  thet 
rule.  You  have  to  remember  now  it's  DoD  material, 
so  don't  apply  that  rule  and  say  it's  ironclad, 
because,  In  some  instances,  there  may  be  cases 
where  the  organisation  that 1 s giving  you  the  con- 
tract, the  contracting  official  la  ualng  Informa- 
tion that  isn’t  completely  under  the  purview  nf 
Department  of  Defense.  It  could  be  coming  out 
of  the  White  Mouse  or  from  some  other  source  that 
data  haa  been  extracted  from,  and  these  other 
sources  have.  In  fact,  aald  declassification  In 
thirty  years,  and  so  there  la  a stipulation  In 
5200. 1-R  of  what  you  would  use  in  there,  so  the 
fifteen  year  rule  wouldn't  apply  in  all  casea. 

MR.  RICHARDSON:  There  apparently  la  a miscon- 
ception then  In  the  mlnda  of  a large  number  of 
the  people  thet  write  these  254' s In  the  procure- 
ment agency.  We've  gone  beck  end  questioned  some 
of  these  end  they've  seld,  "Our  guidance  is  In 
accordance  with  11652,  which  provides  for  an 
automatic  declassification  thirty  years  from  the 
date  of  Issuance,"  and  I'm  wondering  If  the 
agsncles  are  waiting  for  the  DA  or  another 
Instruction  to  tell  them  to  change  their  guidance 
to  a declassification  after  fifteen  years. 


MR.  VAN  COOK:  No,  the  change  has  been  reflected 
in  DoD  regulation  5200. 1-R,  Thet  regulation  le 
self-implemented,  so  that  everybody  haa  that  now. 
The  regulation  was  dated  November,  1973.  It  came 
out  of  the  Government  Printing  Office  end  wee 
published  In  e Federal  register  In  March  of  thla 
year.  The  information  Is  there  and  they  have  It 
In  regulations,  so  I would  attribute  the  condi- 
tion to  a misunderstanding  perhape,  Dean,  but 
these  arc  the  things,  of  course,  we're  trying  to 
get  straightened  out  and  particularly  In  this 
program  for  review  of  security  classification 
guldence  to  bring  It  up  to  speed,  and  In  thoee 
cases  where  It  comes  to  your  attention,  we  again 
Invite  the  challenge. 

MR.  WESLEY:  Roy  Wesley,  Grunman  Aerospace,  and 
In  connection  with  Dean'a  statement,  what  about 
thi  DD  254  where  you  have  declasalf ylng  on  It 
Indefinite;  what  about  the  other  side  of  the 
coin? 

MR.  MYERS:  I suppose  that's  an  Air  Force  254. 
There  are  a large  number  of  those.  Until  the 
revision  that  came  out  a few  months  ago,  Air 
Force  was  using  the  term  indefinite  and  we  have 
put  the  word  out  banning  "Indefinite"  and  I've 
seen  many,  many  changes  coming  in.  I chink  that 
each  of  the  services  was  using  a different  nota- 
tion prior  to  that  time.  Where  you  see  It,  it's 
outdated  and  should  be  picked  uf  In  the  first 
review.  We  have  not  required  people  to  go  out 
on  an  interim  baste,  but  many  of  them  have. 

If  you  need  a change  before  then,  aak  for  it. 

MR.  LARSEN;  Is  it  not  true  that  this  la  of 
primary  concern  to  you  on  subcontracts? 

MR.  WESLEY:  Yes,  sir,  absolutely. 

MR.  LARSEN;  As  far  as  the  Navy  la  concerned, 
you  can  Ignore  the  Indefinite  and  use  that 
classification  guide  and  substitute  thirty  years. 
Go  right  ahead,  but  let  ua  know. 

LT.  COL.  GRIMES:  The  term  the  Army  used  wee 
probably  "cannot  be  determined." 

MR.  MYERS:  Don't  accept  wrong  guidance.  Go 
right  back  to  the  Issuing  office.  It's  not. 
embarrassing . You're  not  quast toning  the 
Individual.  If  you  have  a question  request 
clsrif lcatlon,  and  reference  5200. l-R  or  the 
ISM. 

MR.  VAN  COOK:  The  regulation  now  prescribes 
that  In  all  cases,  dates,  in  fact,  will  be  used. 
Please  bear  in  mind  that  thi*  is  only  going  to 
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b«  in  tha  instances  where  cha  Department  of 
Defense  exercises  exclueiva  final  claaalf 1 cat Ion 
Jurisdiction  over  tha  information  lnvolvad. 

If  tha  Information  la  foralgn  originated,  far 
example,  the  notation  will  a how  that  the  material 
will  be  declassified  upon  notification  of 
originator, 

HR.  RICHARDSON:  Art,  a lot  of  ay  questions,  of 
couraa,  are  predicated  on  a problem  that  facaa 
■a  aa  well  ae  many  other  induatry  people  and  that 
in  the  overhead  coat  of  doing  bualneaa. 

That'#  one  of  the  reaeonu  that  1 wae  aort  of 
hoping  that  you  would  give  me  an  affirmative 
anawar,  but  aa  your  predaceaeor  mentioned  to  me 
one  time  before,  he  eald,  "Dean,  you're  over- 
ruled." 

Art,  I'm  not  going  to  eay  that. 

The  problem  facing  us  whan  we  atart  putting  marks 
and  identifying  thinga  on  such  things  aa  drawing — 
I'm  calking  from  a hardware  development  stand- 
point or  even  from  paper  to  paper — but  whan  you 
start  changing  drawings  and  things  like  this,  it 
becomes  extremely  expensive,  so  I wae  hoping  there 
would  become  en  automatic  method  of  aaylng  thet'a 
not  right,  we're  going  to  the  fifteen-year  rule. 

1 understand  what  you'rs  aaylng. 

Tha  question  I would  like  to  ask  now  also  reflects 
on  a lot  of  our  problems  and  on  a lot  of  our  bud- 
gets. We're  all  faced  with  revising  our  standard 
policies  and  procedures  end  this,  in  my  case,  la 
going  to  be  aomawhet  expansive,  end  1 think 
Western  Electric  at  one  time  eald  it  cost  them  a 
thousand  dollars  a page  to  revise  their  SCP,  but 
the  point  is  we  would  like  to  hear  from  you,  If 
possible,  to  give  us  some  Idea  of  things  that  sre 
being  changed  and  probably  being  changed  in  ISL's 
perhaps  during  the  next  few  months,  such  things 
as  elimination  of  the  excluded  category,  for 
example,  or  some  of  the  other  changes  in  the 
kinds  of  things  that  we  have  to  educate  our 
people  on  and  worry  about  buying  stamps  for  and 
worrying  about  putting  on  drawings  and  thinga  of 
this  nature  that  are  terribly  expensive  to  remove 
and  change. 

HR.  VAN  COOK:  I understand.  We  don't  anticipate 
any  major  changes.  I can't  give  you  an  ianediata 
prognosis  on  what's  going  to  happen  from  here  on 
in.  These  are  some  of  the  thinga  that  our 
experience  of  over  a year  of  working  with  tha 
Order  end  with  regulations  which  we  found  really 
required  change  to  be  responsive  to  our  needs. 


Thsy'ra  evolutionary  changes  end  they  come  about 
after  due  consideration  of  the  things  you're 
talking  about.  The  program  needs  to  work,  end 
we're  hell  bent  on  making  it  work, 

1 understand  what  you’re  aaylng  about  costa 
coming  up  as  the  result  of  an  action  which  le 
initiated  by  the  Government,  but  1 believe  that 
when  e contractor  puts  in  for  e bid  in  the  normal 
course  of  business,  he  has  the  Industrial  Security 
Manual  and  ha  can  anticipate  that  there  will  be 
certain  information  that  ha  starts  off  with  at  e 
secret  level,  perhape,  which  may  be  downgraded  or 
declassified  at  some  future  time. 

1 mean,  he  understands  that,  and  so  in  figuring 
your  overhead  for  any  contract  or  bid,  than  I 
think  these  thinga  you  must  take  into  considera- 
tion, and  it’s  juat  the  cost  that  Is  associated 
with  everyday  business.  If  you  go  into  It  with 
that  understanding  of  what  Is  in  the  ISM,  and 
that  there  la  a progressive  downgrading  and  de- 
class if  lcat  ion  system  In  effect  and  you're  going 
to  have  to  cope  with  It.  I think  It’s  n "plan- 
ahead"  operation  so  that  you  have  to  allow  for 
it  from  the  vary  beginning.  That's  Just  tha  way 
people  do  buelnesa. 

They  have  to  anticipate  theae  thinga.  To  try  and 
say  that  next  weak  we'rs  going  to  do  something 
that  will  make  the  program  even  more  progressive, 

1 can't  anticipate  that  at  the  moment,  but  if, 
aa  we  go  along,  we  find  that  we  do  have  to  make 
change  to  make  the  program  a more  progressive 
one,  we'll  Just  have  to  do  that.  It’s  Just  a 
matter  of  practical  approach  that  people  have 
to  go  Into  it  with  their  eyes  wide  open. 

Jim. 

MR.  EUCKLAND:  I think,  Art,  that  what  Derr,  is 
saying — something  that  we  discussed  before  last 
March — is  this:  We're  talking  about  this  fifteen- 
year  buslnees,  I think  that  in  the  last  month, 

I probably  got  in  six  or  eight  new  254'a — either 
revisions  or  originals.  None  of  them  have  the 
15-yeer  declaesif lent Ion  date.  All's  still 
lndeflnlts.  Now,  1 know  that  that's  wrong.  I 
have  to  get  it  changed,  but,  in  the  meantime, 

I'm  generating  documents. 

As  soon  as  I get  that  directive,  which  say  take 
anywhere  from  on*  month  to  six  months,  depending 
on  who  I'm  dsollng  with,  1 theoretically  should 
go  back  and  change  those  documents. 

The  kind  of  change  that  I think  Dean  is  talking 
about,  and  1 think  we'va  talked  about  it  before, 
and  I think  you  agree  that  If  wa  have  to  change 
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our  marking*  on  our  document*  be  euse  of  Initial 
erroneous  guidance,  that  tha  contractor  haa  the 
right  If  he  »o  desires  to  cost  the  Impact  to  rhe 
Government  for  those  changes  providing  he  was  the 
contractor  which  followed  the  specific  written 
Instructions. 

I don't  think  It  would  cost  Impact,  but  I think 
you  should  allow  for  that  In  that  provision. 

MR.  VAN  COOK:  Well,  1 think  you  have  to  take  a 
practical  approach.  We  discussed  this  when  you 
were  In  New  England. 

I think,  Jim,  there  are  going  to  be  chese  changes 
as  reflected  In  your  revised  guides.  We  don't 
expect  that  the  contractor  lo  going  to  reach  back 
and  modify  every  document  that  has  been  created 
back  there  baaed  on  that  change. 

We  think  that  when  a document  is  withdrawn  from 
file  or  storage  for  any  purpose,  that's  time 
enough  to  make  that  change. 

I think  that  the  DCASK  inspectors  should  recog- 
nise that.  We're  certainly  pushing  for  it.  We 
have  some  regional  representatives  here  and  they 
should  really  understand  that  when  the  Government 
comes  out  with  a change  to  guidance,  that  it's 
not  expecced  that  the  contractor  will  reach  back 
and  mark  every  document  he's  created  from  the 
beginning  of  tlam  to  right  now. 

We  think  the  time  to  do  that  la  when  the  document  Is 
withdrawn  from  the  file  storage  for  any  purpose, 
and  I think  the  members  of  the  panel  will  agree 
w'.th  that. 

It's  Just  going  to  be  s practical  approach  and  we 
would  hope  that  the  Defense  Contract  Administra- 
tion Services  Region  people  will  take  that 
approach  as  well.  Any  further  questions? 

MR.  COOK:  I'd  like  to  make  a comment,  Art. 

I'm  R.  J.  Cook  from  General  Dynamics  and  Convair, 

We  have  a problem  with  the  DCASR  noting  this  each 
time  he  comes  in  end  he  writes  us  up  in  a defi- 
ciency statement. 

We  can't  keep  up  with  the  changes,  so  ve  would 
appreciate  any  advance  info  we  can  get. 

MR.  VAN  COOK:  Thank  you  very  much.  We  have  in 
the  audience  today  Mr.  Green,  who  la  representing 
the  office  of — (laughter) — who  is  representing  the 
office  of  the  Chief  of  the  Induetrlel  Security  at 
DCAS  and  we've  dlacuased  this  matter  before  and  I 
think.  Bob  Is  understanding  of  It,  and  If  this 


kind  of  guidance  is  needed,  I would  hope  that 
you'd  take  e look  at  it.  Bob. 

MR.  GREEN:  At  this  time,  Art,  I'll  only  eay  that 
we  have  a meeting  tomorrow  night  with  the  repre- 
eentatlves  of  the  region  here,  and  I hear  what's 
being  said  today. 

KR.  SHAKE:  My  name  is  Don  Share.  We've  all 
addressed  a lot  of  different  problems  here  this 
afternoon  and  I notice  George  has  put  out  the 
good  word  that  we’re  about  fifteen  minutes  over- 
time. 

It’s  been  an  excellent  exchange  of  Information 
here  this  afternoon,  but  the  people  who  are  most 
concerned  with  what  we're  doing  are  not  repre- 
sented here.  As  an  intelligence  officer,  1 look 
at  myself  aa  the  enemy  representative  on  my 
commander's  staff,  so  I would  like  to  speak  to 
you  as  a Soviet  intelligence  officer  now. 

When  you  start  releasing  this  plethora  of  techni- 
cal information,  please  let  us  know.  We'll  have 
to  staff  about  another  two  hundred  thousand 
people  to  read  all  the  technical  data  you'll 
supply  us. 

There's  not  one  word  in  11&52  that  I can  ascertain 
that  says  please  don't  underclassify,  but  when 
we're  looking  at  this  stuff,  I sure  hope  we'll 
look  at  it  with  that  In  mind  aa  well  as  trying 
to  comply  with  the  Presidential  Intent  to  get  a 
lot  of  this  Btuff  out  of  our  files,  dump  the  stuff 
we  don't  need,  keep  the  stuff  we  do  need,  but  for 
God's  sake,  let’s  don't  let  it  float  down  the 
river.  (Applause.) 

MR.  VAN  COOK:  Was  there  a question  over  here? 

Yes. 

MR.  H1MHELHEBER:  J.  Hlmmelheber , from  Hltco. 

I'd  like  to  euggest  that  it  Is  possible  upon 
receiving  classification  guidance  which  contained 
an  erroneous  entry  such  as  an  indefinite  date,  1 
might  be  tempted  not  to  date  and  to  report  that 
fact  to  the  contracting  agency  and  that  way  1 
wouldn't  have  to  remark.  I'd  Just  have  to  Initial 
a remark,  just  leave  It  blank. 

MR.  VAN  COOK:  The  rules  are  out  there  and  it 
takes  a while  for  things  to  happen,  as  you  know, 
but  they  are  happening. 

Well,  I was  just  going  to  summarize,  but  the 
Chairman  has  exercised  his  option  to  throw  one 
i*ore  question  at  us.  Fine. 


MR.  CHELIUS:  DoD  Regulation  5100. R with  respect 
to  the  general  declaaslf teat Ion  schedule  pro- 
vided that  the  USER  Agency  could  exempt  that 
material  within  one  year.  You  have  now  promul- 
gated this  regulat Ion  as  far  as  downgrading  Croup 
3 Information  In  accordance  with  the  old  achedule. 
Mo  such  provision  was  made  In  the  regulation  for 
uaer  agenclea  to  exempt  formerly  Croup  3 material. 

During  the  period  that  the  old  regulation  was  in 
effect  and  the  Croup  3 downgrade  declassification 
was  in  effect,  many  guides  were  revised  to  show 
that  material  to  be  exempt.  What  is  the  position 
of  your  office  with  respect  to  that  material? 

MR.  VAN  COOK:  We  think  that  upon  review,  whether 
the  Items  of  information  In  a security  classifica- 
tion guide  or  in  n contract  security  classifica- 
tion specification  started  out  in  Croup  3 or  GDS 
or  ADS,  for  that  matter,  upon  review,  the  origi- 
nal classification  authority  could  opt  to  remove 
it  from  that  category  and  put  It  Into  exemption 
category. 

However,  he  can  only  do  this  If  he  does  It  at  a 
time  before  the  automatic  declaaslf lcat ion  takes 
piece.  Once  that  has  happened,  forget  It, 

Well,  you've  heard  from  the  panel.  We've  enjoyed 
the  exchange.  One  of  the  recommendations  of  the 
Society  was  to  consolidate  all  our  security 
classification  guides  in  one  place. 

You  heard  that  the  Havy  has  already  started  to 
computerize  its  guides.  We  think  that  we  will  be 
able  to  do  that  with  all  the  departments  and 
agenclea  and  put  the  consolidated  Hating  In  the 
Defense  Documentation  Center  or  some  centrally 
located  place.  We  are  looking  at  that.  The  guy 
who  let  that  one  slip  stands  right  here,  I just 
haven't  had  the  opportunity  with  the  activities 
that  are  going  on  In  our  own  office  and  with  the 
Congress  and  with  other  things  during  the  past 
months  to  get  at  this  program. 

I promise  this  audience  that  I will,  within  a very 
short  period  of  time,  get  those  guides  together 
and  collect  It  in  one  place  for  all  to  use,  end 
we  will  be  working  on  it  Just  as  soon  as  I.  get 
back  from  here. 
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PRESENTATION  BY  MRS,  CLIFTON 

One  of  the  biggest  problems  which  you  as  members 
of  this  Society  face  is  whether  to  classify  a 
project  and  its  resultant  documentation,  and  If 
to  classify,  when  to  classify  It  and  its  material. 

Now,  another  element  of  this  problem  la  the 
maintenance  of  the  classified  information  until 
Its  declassification.  What,  where  and  for  how 
long,  as  well  as  what  to  release  Is  a vital 
concern  to  those  of  us  who  are  responsible  for 
disseminating  information. 

The  motivation  behind  our  choices  Is  based  on 
getting  the  needed  Information  to  our  users  In 
the  specified  time,  at  the  smallest  cost  both  to 
the  Government  and  to  our  companies. 

Hence,  we  information  specialists,  whether  we  be 
known  as  librarians,  documentallsts , analysts, 
archivists  or  managers,  face  a dilemma  today. 

Current  DoD  retention  regulations  have  not  allowed 
us  to  make  the  correct  choices  In  many  Instances. 
Therefore,  we  have  found  and  with  more  and  more 
frequency,  the  deplorable  situation  of  the  wheel 
being  redesigned  because  the  necessary  documenta- 
tion was  not  there  when  it  was  needed.  In  some 
instances,  companies  have  originated  reports, 
destroyed  the  documents  after  they  have  sent  the 
original  to  DDC,  and  found  at  a later  time  that 
they  again  needed  a solution  to  the  same  problem. 
Some  of  our  engineers  uho  couldn't  quite  remember 
how  they  had  solved  the  original  problem,  tried 
to  get  a copy  of  the  report  back,  found  that  we 
didn't  have  a current  need-to-know  in  that  partic- 
ular area  and  were  unable  to  get  back  our  own 
report.  As  you  all  know,  that  can  be  just  a wee 
bit  frustrating. 

Because  this  retention  problem  was  common  to  so 
many  companies.  It  was  chosen  as  a project  by 
the  Los  Angeles  Regional  Technical  Information 
Users  Council,  called  LARTIC  for  short,  for 
obvious  reasons. 


Thl«  was  a council  started  in  1970,  whose  pur- 
pose was  to  study  and  attempt  to  stimulate, 
improvement  In  all  tha  Government  eervices. 

This  Included  giving  commendation  lor  excellence 
In  service  when  it  was  indicated  and  we  hav 
done  this  to  several  agencies. 

Members  of  the  council  are  in  companies  that  are 
located  from  Santa  Barbara  down  through  the  San 
Diego  area. 

After  we  had  done  the  research  on  each  of  our 
selected  projects,  we  published  s comprehensive 
report  and  then  send  coplea  to  everyone;  first 
of  all,  to  the  agency  affected,  then  we  send  it 
to  a Congressman,  any  conmlttee  that's  in  any 
way  involved  in  policy-making,  especially  those 
impacting  on  the.  budget  of  the  agency  concerned. 

Me  have  gotten  excellent  results. 

The  retention  project  that  we're  going  to  be 
discuaaing  today  will  be  Included  in  our  forth- 
coming LARTIC  Report  No.  2,  which  will  be  pub- 
lished in  September  and  will  be  available  from 
NTIS. 

Two  of  our  council  members.  Bill  Jones  and  Bill 
Campbell,  are  here  to  discuss  the  council's 
views  on  recommendations.  They  are  not  here 
speaking  for  their  companies,  but  on  behslf  of 
the  council.  In  addition  to  Mr.  Jones  and 
Mr.  Campbell,  we  have  three  other  gentlemen  on 
the  paneL,  Major  Harold  Hock,  who  is  director  of 
the  Air  Force  Scientific  and  Technical  Informa- 
tion program,  Scientific  and  Technical  Liaison, 
Headquarters,  U.  S.  Air  Force  Systems  Command, 
and  he's  in  charge  of  the  potential  contractor's 
program  which  was  previously  the  TOD  Program. 

He  will  be  speaking  to  us  about  the  new  Air  Force 
potential  contractor's  program  and  its  plan  for 
retention  authority  for  those  in  the  program. 

Another  speaker  will  be  Myer  Kahn,  Chief, 
Accession  Division  of  the  Defense  Documentation 
Center,  who  will  apeak  on  the  retention  problem 
aa  it  affects  PDC  and  its  users. 

Our  fifth  member  of  the  panel  is  John  Berry, 
recently  retired  from  the  Department  of  Defense 
as  Research  and  Development  Liaison  Officer,  and 
who  had  the  prime  responsibility  of  liaison  work 
between  contractors  and  all  echelons  of  the 
Department  of  Defense. 

He  interphssed  with  other  Federal  agsnciea  in  the 
fields  of  Industrial  security,  contract  manage- 
ment, and  production  of  technical  information. 


John  has  aeen  the  problems  from  both  aides  ol 
the  fence,  and  we  thought  perhaps  he  would  be 
able  to  express  a more  objective  viewpoint  with 
perhaps  a recommendation  of  hit  own  from  Me 
years  of  experience. 

Now,  the  order  of  the  speakers  as  they  appear  in 
the  program  la  not  how  they're  going  to  appear 
this  morning. 

I will  briefly  Introduce  each  speaker  before  his 
presentation.  Me  will  hive  the  question  and 
answet  period  after  the  presentations  have  been 
made. 

kith  that,  I’d  like  to  Introduce  our  first 
speaker,  who  is  H.  W.  Jones,  better  known  as 
Bill  JoneB,  who  is  the  Manager  of  Library  Services 
at  Northrop  Corporation,  and  who  Is  one  of  the 
members  of  our  council. 

PRESENTATION  BY  MR.  JONES 

To  begin  with,  I'd  like  to  set  the  stage  for  this 
presentation  by  making  cleav  what  we  mean  by  a 
library  or  Information  center,  which  is  the  kind 
of  organization  those  of  us  on  the  Council  repre- 
sent. We're  tt.lklng  about  contractor  libraries, 
large  and  small,  which  tunction  as  the  central 
agency  in  the  acquisition,  receipt,  storage, 
dissemination,  and  retention  of  technical  Informa- 
tion, both  classified  and  unclassified,  in  support 
of  government  business.  We're  also  talking  about 
basic  procedures  which  most  be  established  to 
control  and  retrieve  this  material,  including 
requirements  of  the  TSK,  such  as  accountability 
and  retention  authority. 

Basic  criteria  for  use  of  classified  Information 
by  an  individual  are  clearance  and  need-to-knov. 
Further,  we  assume  that  each  document  at  the 
moment  it  is  acquired  by  the  library  has  a 
retention  authority  based  on  a need-to-knov, 
else  it  could  not  have  been  acquired  in  the  first 
ploce.  Obviously,  then,  tha  document  In  use  would 
nonsally  have  to  have  « legitimate  retention 
authority.  Consequently,  what  we  are  really 
concerned  about — what  constitutes  in  our  minds 
the  real  problem  ares--are  those  documents  in  the 
collection  which  at  any  given  time  are  not  in  use, 
and  whose  retention  authority  may  be  questioned. 
This,  I believe,  is  the  crux  of  what  we  will  be 
talking  about  here  today,  and  it  relates  specifi- 
cally to  both  direct  and  indirect  costs  of  doing 
business. 

So  let's  examine  this  coat  of  doing  business  as 
it  relates  to  classified  material,  with  the 
ultimate  objective  of  our  discussion,  hopefully, 
to  find  possible  solutions  which  may  lend  to  a 
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reduction  of  these  coats  and  still  retain 
optima  useabillty  of  the  technical  Information 
available  within  reasonable  protective  constraints 
set  up  by  the  government. 

Coats  of  the  library  function  include,  first,  the 
acquisition  process,  A document  aay  be  acquired 
In  several  ways,  Che  Boat  coeraon  of  which  are 
(1)  receipt  on  automatic  distribution  from  the 
originating  agency;  (2)  direct  request  to  origi- 
nator, and  (3)  direct  request  to  secondary  distri- 
bution agency,  such  as  DDC.  These  are  reletively 
routine  methods,  except  for  documents  In  the  DDC 
collection  whose  distribution  has  been  limited 
by  the  originating  and/or  contracting  agency. 

These  are  known  as  "L"  documents,  and  unfortu- 
nately a very  large  percentage  of  them  make  up 
the  DDC  holdings.  This  limitation  not  only 
requires  additional  paper  work  in  the  ordering 
process,  but  also  delays  receipt  anywhere  from 
one  to  several  months.  This  is  costly  not  only 
because  of  additional  handling  requirements,  but 
more  Importantly,  from  excessive  delays  which 
may  well  be  critical  If  the  project  Involved  Is 
a short-fuse  proposal  or  a one-year  contract. 

The  consensus  from  the  Library  community  Is  that 
the  imposition  of  distribution  limitations  on 
documents  (other  than  r 'Ci  ity  classification) 
seems  to  occur  much  tu  frequently  and  with  far  too 
little  apparent  coos {deration  for  the  ultlmace 
potential  user.  Adued  to  this  cost,  of  course, 
are  the  "hard"  dollars  spent  In  the  actual  pur- 
chase of  each  of  those  documents. 

The  second  significant  coat  Is  the  Indexing  of  the 
library  collection  or  data  base,  A document,  or 
the  Information  it  contains,  la  useless  If  there 
Is  no  acceas  to  it,  or  if  It  cannot  be  easily 
retrieved.  Therefore,  Its  real  usefulness.  If 
It  has  any  intrinsic  value  for  the  user  agency, 
is  directly  related  to  its  points  of  access,  or 
how  easy  it  may  be  to  find  It  from  whatever  des- 
cription you  may  have  of  It.  To  provide  access 
or  retrieval  capability  the  library  must  go 
through  the  expensive  process  of  Indexing.  In 
most  cases  In  a library,  this  Is  exemplified  by 
the  card  catalog,  where  the  exlstanca  of  Informa- 
tion in  a document,  or  the  document  itBelf,  can 
be  traced  In  several  ways — by  one  or  more  subject 
terms,  one  or  more  personal  authors,  one  or  more 
corporate  sources  or  authors  (commercial  and/or 
government) , one  or  more  report  numbers , and  even 
one  or  more  titles. 

Flanlly,  because  the  material  Is  classified  in 
the  first  place,  there  is  the  very  significant 
cost  Imposed  by  security  regulations  Involving 
special  handling,  controls  for  accountability, 
storage,  transfer,  destruction,  etc. 


The  foregoing  are  essential  and  accepted  costs 
of  doing  the  kind  of  business  we  all  are  Involved 
in,  and  good  managers  try  to  hold  them  to  a mini- 
mum commensurate  with  doing  the  best  possible  job. 
But  some  costs  which  seem  to  be  beyond  our  control 
and  are  stoat  frustrating  and  agonizing  are  related 
to  the  requirements  of  retention  authority.  Here, 
we  have  to  go  t . rough  the  expensive  process  of 
renewing  or  obtaining  a retention  authority  for 
documents  in  our  collection  which  still  may  be 
pertinent  to  our  general  capability.  Or  else  go 
through  another  expensive  process  of  getting  rid 
of  them,  and  then  at  some  later  dace,  be  asked  to 
re-acqulre  the  seme  material  for  some  other 
specific  need.  Here,  the  original  activities  of 
acquisition,  indexing,  etc.  have  to  be  undone 
when  ire  get  rid  of  them  and  then  redone  when  we 
re-acqulre  them,  which  In  effect  is  tripling  the 
original  coat  of  the  function.  Not  only,  that, 
there  Is  the  Intangible  cost  of  delay  In  obtaining 
the  material,  or  the  possibility  of  having  to 
"reinvent  the  wheel"  because  the  material  Is  not 
readily  at  hand.  We  feel  strongly  that  these  are 
largely  wasteful  and  unnecessary  costs  and  could 
and  should  be  eliminated.  The  rationale  for  our 
feeling  goes  something  like  this: 

The  objective  of  the  contractor  librarian  Is  to 
maintain  a useful,  manageable,  relevant  file  for 
his  users.  Non-relevant  material  will  not  only 
Increase  his  maintenance  costs,  but  also  produce 
a larger  percentage  of  false-drops,  or,  non-useable 
material  In  response  to  a user's  requirements;  this 
will  add  to  the  user's  cost  also.  Therefore,  the 
librarian  will  not  want  to  retain  non-relevant 
material — or  In  other  words,  he  will  get  rid  of 
material  when  it  no  longer  can  Berve  his  needs — 
or  when  he,  in  effect,  no  longer  has  a "retention 
authority."  Since  the  contractor  librarian  will 
make  every  effort  to  keep  his  collection  realistic, 
efficient,  and  dynamic  by  eliminating  "dead  wood," 
he  shouldn’t  have  to  go  thru  an  expensive  and 
redundant  process  to  re-justlfy  retention  of 
documents  already  in  his  collection. 

A contractor  with  a DoD  facility  clearance  baaed 
on  contracts,  grants,  or  s capability  to  provide 
products  or  potential  products  for  the  DoD  should 
be  able  to  retain  any  supporting  documents  for  as 
long  ab  this  relationship  with  the  PoD  exists — 
not  just  as  long  as  a specific  contract  exists. 
Therefore,  rather  than  retention  being  based  on 
specific  contract  coverage,  a general  retention 
authority  should  apply,  based  on  the  contractor’s 
DoD  approved  capability  or  "Area  of  Competence," 
with  the  contractor  being  the  best  judge  of  what 
will  support  his  efforts  in  behalf  of  the  govern- 
ment, instead  of  the  other  way  around. 
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Earlier,  in  describing  acquisition  of  m&terlal, 

I mentioned  receipt  of  documents  on  automatic 
dletrlbutlon.  This  of  course,  coats  the  recip- 
ient nothing.  Insofar  an  acquisition  Is  con- 
cerned, But  I'd  like  to  puraus  this  point 
further  now  and  show  how  it  does  have  a direct 
and  rather  significant  bearing  on  the  coat  of 
handling  claaalfied  materiel — and  one  which  we 
feel  can  definitely  be  improved  upon  and  reduce 
coats. 

Tc  set  the  stage  for  thla,  let  me  review  briefly 
a bit  of  history.  The  posc-WW  II  information 
explosion,  brought  ebout  by  the  $ billions  spent 
on  R6D  In  all  areas  of  DoD  weapons  systems  and 
related  science  and  technology,  generated 
hundreds  of  thousands  of  reports,  including  a 
high  percentage  of  classified.  Distribution 
Hate  were  crested  In  order  to  disseminate  this 
valuable  information  to  all  who  had  a need-to- 
know  (and  perhaps  many  who  didn't).  One  rather 
famous  list  was  the  "Guided  Missile  Tech  Info 
Diet  Liet."  All  contractors  who  were  doing  any 
work  in  this  area — and  some  which  weren't — were 
on  this  list  and  automatically  received  reports 
as  they  were  generated  by  any  of  the  others.  All 
of  ns  got  each  others'  reports,  whether  we  really 
wanted  them — or  more  Importantly,  really  needed 
them — or  not.  This  aort  of  thing  proliferated 
the  dissemination  of  classified  documents  for 
years — before  "retention  authority"  became  a 
bur*  word.  But  now,  of  course,  such  "indiscrim- 
inate" dissemination  le  a thing  of  the  past.  Or 
is  It? 

Thla  method  of  dissemination  may  be  a bad  habit 
that  acme  agencies  can' t seem  to  break — or  else 
It  Just  hasn't  occurred  to  anyone  to  try  to  find 
a better  way. 

Some  auggestlona: 

1.  Reduce  primary  distribution  to  a "hardcore” 
few.  Let  the  secondary  distribution  agencies — 
such  as  DOC — handle  the  dissemination  of 
classified  reports  based  on  specific  need-to- 
knov. 

2.  Send  only  to  one  centrel  spot  (library)  in  any 
organization — let  this  central  control  handle 
further  dissemination  within  the  agency/ 
company , 

3.  Do  not  send  to  individuals  but  mention  them 
if  its  Important  for  direct  internal  contact. 

4.  Audit  each  Hat  at  least  annually. 


5.  Send  only  unclassified  announcement  of 
publication — with  abetract — and  Info  con- 
cerning Its  acquteltlon- 

We  feel  such  actions  as  these  would  cut  costs 
dramatically  in  the  handling  of  claesifled 
material,  but  could  only  be  effective  if  the 
appropriate  government  agencies  are  able  to 
communicate  at  the  right  levels. 

In  a nut  shell,  then,  I’ve  tried  to  get  across 
two  important  points  which  could  lead  to 
reductions  In  the  cost  of  handling  classified 
material: 

1.  Base  retention  authority  on  sponsored  and 
authorized  capability  or  Area  of  Competence, 
Tather  than  specific  contracts. 

2.  Eliminate  or  drastically  reduce  the  automatic, 
primary  distribution  of  classified  documents. 

PRESENTATION  BT  HR.  CAMPBELL:  Consequences  of 
Full  Compliance  with  the  Present  Law  ( 1 .e . , 
without  questioning) 

Possible  consequences  Include: 

1 • Destruction  of  basic  reference  documents 

A reference  book,  according  to  Websters,  is 
"A  book  (as  a dictionary,  encyclopedia,  atla9) 
Intended  primarily  for  consultation  rather 
than  for  consecutive  reading."  To  the 
librarian,  reference  books  Include  continua- 
tion publications  such  as  symposia  proceedings, 
classified  periodicals,  Indexes,  bibllograph'  es, 
etc.  which  form  the  basic  research  materials 
that  ere  essential  to  the  library's  function, 
and  which  are  often  irreplaceable. 

Premature  destruction  of  such  materials  is 
costly  to  the  customer.  Because  of  time 
restraints  written  into  proposals  or  contracts, 
engineers  frequently  cannot  wait  for  the 
library  to  reacquire  such  materials,  if  avail- 
able, and  they  proceed  to  reinvent  the  wheel. 
The  Government  pays  for  research  that  has 
already  been  accomplished  and  paid  for  else- 
where . 

2 . Incomplete  or  inefficient  usage  of  government 
furnished  bibliographies 

Use  of  retrospective  computer  searches  of 
NASA's  snd  DDC's  collections  results  in 
valuable  bibliographies.  These  ara  rendered 
significantly  less  useful  when  the  documents 
cited  are  not  available  immediately  because 
of  reasons  outlined  In  "1”  above . 
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3 . Htacqulslt  ton  of  destroyed  documents 

Dest  roysd  documents  have  to  be  reordered  as 
required.  Current  costa  are  $3.00  and  up 
for  full-sited  copy,  and  $1.4$  and  up  for 
microfiche  versions.  To  obtain  the  docu- 
ments staff  line  is  required  from  the  re- 
quester, the  library,  the  aallroom,  classi- 
fied document  control,  and  others.  To  be 
maximally  usable,  the  document  may  have  to 
be  cataloged  again,  at  a coat  which  tradi- 
tionally costa  as  much  money,  or  more,  than 
the  original  coat  of  purchasing  the  document. 
All  of  this  eventually  increases  the  cost  to 
the  customer  (the  Government). 

4 . Hindered  response  to  contracts  and  requests 
for  proposals 

Many  classified  document  requests  are  for  use 
on  short-term  contracts,  or  to  answer  requests 
for  proposals,  with  very  little  time  to 
acquire  documents  of  possible  value.  In 
order  to  acquire  documents  for  use  on  a con- 
tract, cne  contractor  has  to  wait  for  the 
DD  254  authorizing  use  of  the  Defense  Docu- 
mentation Center.  Then,  Form  1540  to  register 
the  contract  with  DDC  has  to  he  completed. 
Three  to  four  months  delay  before  we  can 
obtain  documents  on  a contract  is  usual 
rather  than  exceptional.  Proposals  can  not 
be  registered  at  all,  and  customer  furnished 
data  are  frequently  not  received  on  time. 

5 . Under-utilization  of  government  funded  re- 
search 

Technical  contents  of  proposals  not  leading 
to  contract  awards  should  be  preserved  for 
adaption  to  other  efforts.  Enforced  premature 
destruction  of  such  data  prevents  another 
potential  customer  from  receiving  the  benefits 
of  previous  research. 

Recommendations 

The  Los  Angeles  Regional  Technical  Information 

Users  Council  recommends  that  the  Department  of 

Defense  consider  the  following: 

1 .  Technical  library/information  center  central 
repository 

Recognise  the  technical  library/information 
center  as  the  central  repository  for  classi- 
fied reports  and  information  necessary  to  a 
company's  successful  performance  of  contracts. 


2 . Librarian/Information  specialist 

Recognize  the  librarian/lnlormaf ion  special- 
ist as  qualified  to  determine  which  documents 
are  appropriate  to  acquire  and  retain,  baaed 
on  DDC  Form  1540  and  DoD  Form  1630, 

3.  E^rUarjje  the  concept  of  retaining  reference 
material 

Industrial  Security  Letter  70L-6,  18  November 
1970,  says  of  DoD’s  Technical  Abstract 
Bullet  In  (TAB):  "The  Defense  Documentation 
Center  (DDC)  furnishes  classified  TABs  to 
contractors  who  have  been  certified  and 
registered  for  receipt  of  selected  scientific 
and  technical  information.  The  TAB  is  fur- 
nished so  that  eligible  contractors  may  have 
subject  matter  abstracts  of  documentation 
which  is  available  and  usable  on  one  or  more 
classified  contracts.  Accordingly,  the  TAB 
may  be  retained  by  a contractor  as  long  as 
his  facility  has  a valid  registration  (DD 
Form  1540)  on  file  at  DDC..." 

This  concept  should  be  enlarged  to  Include 
other  basic  works  such  as  bibliographies. 
Classified  Scientific  and  Technical  Aerospace 
Reports  (CSTAR) , the  Journal  of  Defense 
Research.  Infrared  Information  Symposia  pro- 
ceedings, etc. 

Companies  with  demonstrated  competence  in  a 
field  should  have  retention  for  a reasonable 
period  of  time,  say  eight  years  to  match  the 
new  General  Declassification  Schedule.  At 
the  end  of  a stated  period,  retention  renewal 
could  be  applied  for. 

4.  Allow  retention  of  all  classified  documents 
that  cost  money,  or  eliminate  charges  tor 
them 

Companies  oust  pay  a handling  charge  to  obtain 
classified  documents  formerly  furnished  tree 
of  charge;  companies  should  have  the  light  to 
retain  these  documents  as  necessary,  based  on 
current  certification  of  Fields-of-lnterest . 

If  this  Is  unacceptable,  we  recomisend  that 
charges  for  classified  documents  be  eliminated. 

5 . Recognize  Form  1630  as  a basis  tor  document 
retention 

DoD  Form  1630,  "Research  and  Development  Capa- 
bility Index,  Scientific  and  Technological 
Fields  of  Interest,"  should  be  a legitimate 
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basis  for  retention  by  subject  areas,  rather 
than  by  Individual  contracta.  The  Government 
awards  money  for  1R&D  effort  baaed  on  the 
1630,  ao  It  la  not  logical  to  impede  our 
performance  of  tasks  the  Government  is  inter- 
ested in. 

AND/OR 


6 .  Recognize  subject  areas  of  contracta  regis- 
tered with  the  Defense  Documentation  Center 
S9  a baala  for  document  retention 


7.  Recognise  the  archival  function  of  the  technl- 


In  summation,  we  submit  that  in  today's  economy, 
we  do  not  store  documents  without  due  considera- 
tion of  their  possible  need  in  future  programs. 
Documents  require  space  and  cost  money,  and 
libraries  are  chronically  short  of  both.  We 
expect  to  be  responsible  for  the  documents  we 
have;  we  merely  ask.  that  documents  be  made  easier 


to  retain  so  we  can  perform  work  more  efficiently 
for  our  customer,  the  Government. 

PRESENTATION  BY  HR.  BERRY 


1 have  been  referred  to  aa  the  "Crusader  of  the 
Technical  Information  Program"  because  of  my 
continual  concern  for  the  Improvement  of  control- 
ling, classifying,  releasing  and  accounting  for 
the  billions  of  dollars  worth  of  technical  infor- 
mation that  should  be  readily  available  to  the 
industrial  community,  For  the  past  32  years,  I've 
been  trying  to  improve  the  system  and  at  the  same 
time  work  within  the  framework  of  a dynamically 
changing  but  poorly  constructed  information  system 
at  all  levels  of  government  and  Industry. 

Today,  after  32  years  of  government  employment,  I 
am  a retired  citizen  and  will  pass  on  to  you  some 
of  the  observations  about  the  frustrations  that 
confront  your  corporate  libraries  and  those  of  ua 
trying  to  support  the  technical  engineers'  and 
scientists'  information  requirements,  while  oper- 
ating within  system  restraints,  compounded  by  a 
fantastic  flood  of  technology  that  has  been 
labeled  the  "information  explosion," 

About  ten  years  ago,  aB  a civil  service  worker, 

I was  assigned  to  what  was  then  called  the  DCAS 
(Deputy  Commander  of  Aerospace  Systems!,  Technical 
Data  Center  o(  the  Air  Force.  My  responsibilities 
were  to  determine,  with  the  System  Program  Offices 
(SPO),  what  documents  were  to  go  into  the  Armed 
Services  Technical  Information  Agency  (AST1A) 
which  is  now  Defense  Documentation  Center  (DDC). 
Documents  that  didn't  go  to  ASTIA  at  that  tfme 
remained  within  the  Air  Force  Technical  Data 
Center  and  were  tightly  controlled.  But  my  next 
job  was  with  DDC  and  1 became  a liaison  officer, 
responsible  for  traveling  in  all  fifty  states  and 
some  foreign  countries,  to  teach  contractors  and 
military  how  to  utilize  the  services  of  DDC. 

It  was  my  Job  to  get  together  with  the  military 
and  civilian  industrial  security  officers  and 
tell  them  what  was  wrong,  get  together  with  and 
lecture  the  Procurement  Contracting  Officers 
(PCO)  and  administrative  contracting  officers  on 
problems.  It  was  my  further  responsibility  to 
get  together  with  the  SPO  and  project  officer  at 
the  lab  level  and  work  with  the  librarians  to 
try  and  resolve  the  lack  of  coordination  between 
originator  and  user  of  the  documents.  Moat  of 
the  engineers  working  in  industry  do  not  under- 
stand the  problems  facing  their  librarian.  He 
or  she  has  to  acquire  a document  that  is  con- 
trolled beyond  requirements  or  buried  in  some 
SPO's  file  cabinet. 


Precedent  exiats  for  this  in  that  DDC's  Auto- 
matic Distribution  of  Documents  program  was 
based  on  a compilation  of  registered  con- 
tracts. 


cal  iibrary/lnformatlon  center  to  retain 
company-generated  documents 

It  has  been  the  experience  of  most  contractors 
that  after  destruction  of  company  generated 
classified  material.  It  has  subsequently 
become  necessary  to  reconstruct  ss  well  as 
possible,  from  memory,  material  contained  in 
chose  documents.  The  Government  should  recog- 
nize the  archival  function  that  libraries  are 
frequently  charged  with,  and  allow  them  to 
keep  Internally  generated  documents  on  that 
basis;  or  at  least,  contractors  should  be 
allowed  to  obtain  their  own  documents  from 
DDC  or  NASA  without  expensive  procedures. 

8 . Retention  of  proposals 

Allow  retention  of  proposals,  together  with 
documents  acquired  or  generated  in  the  process, 
in  order  to  respond  promptly  and  effectively 
to  future  Government  needs. 

9 . Improved  Communication 

Improve  intergovernmental  communication  and 
instructions  so  that  DCASR  agents  within  a 
region,  snd  between  regions,  interpret  regula- 
tions uniformly.  It  has  been  the  Council's 
experience  that  uneven  interpretations  have, 
on  occasion,  worked  to  the  detriment  of  one 
contractor  compared  with  another, 
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Let  me  tell  you  a trua  atory  about  an  engineer 
who  wrote  to  ue  at  DDC;  he  was  trying  to  gat 
direct  access  to  classified  Information  from 
DDC.  1 visited  the  engineer  at  hia  company,  got 
together  with  hla  boas  and  we  walked  to  the 
library.  1 said, 

"Did  you  evor  hear  of  your  company  library?"  He 
said, 

"No." 

He  had  to  peas  it  every  day  going  to  the  cafe- 
teria, and  the  librarian  rode  In  hie  car  pool! 

This  ie  n typical  example  of  what  1 «m  trying  to 
emphasize  shout  lack  of  cumnunlcat ion. 

The  PCO'a  have  to  laarn  what  their  reaponalblt- 
ltlaa  are  in  relation  to  DDC,  The  inspectors  in 
the  Industrial  security  oifica  are  Justly  con- 
cerned with  the  Idee  of  eliminating  unnecessary 
documents  from  the  contractors  holdings.  They 
don't  want  the  contracture  accumulating  large 
holdings  of  documents  that  are  not  being  uaed. 

But,  at  times,  the  lack  of  communication  between 
the  PCO,  SPO,  Industrial  Security  Inspactor  r.nd 
DDC  results  in  a state  of  confusion  for  the  con- 
tractor. 

For  example.,  we  had  a PCO  In  the  Army  tell  a 
contractor  to  deatroy  five  hundred  secret  docu- 
ments. The  contractor  complied,  and  about  a week 
later  the  contractor  was  requesting  from  DDC  the 
same  500  documents,  approved  by  a new  PCO.  The 
company  had  to  pay  for  these  500  documents  all 
over  again.  Situations  Ilka  this  put  s drain  on 
our  economy.  So  who  la  kidding  who?  We've  got 
problems . 

Another  problem  area  is  declassification  of  docu- 
ments. In  my  Job  at  DDC  I saw  more  documents  with 
the  exempt  stamp  than  with  the  downgrading  stump. 
Do  you  know  what  th*  problem  1b  going  to  be  in  the 
next  three  to  five  years?  Trying  to  find  the 
lieutenant  who  put  the  exempt  statement  on  the 
document,  oo  that  It  can  be  released  to  the  eon- 
tractors. 

DDC  Is  suggested  na  the  center  within  the  UoD  with 
responsibility  for  distribution  of  DoD  funded 
reports.  It  will  never  happen.  Why?  Wa  have  too 
many  project  officers  and  SPO' a that  have  docu- 
ments burlad  In  their  safes.  Through  a search  at 
DOC,  1 found  that  three  thousand  organizations 
never  contributed  a document  to  DDC,  yet  they  had 
DoD  contracts. 


To  portray  the  problems,  frustrations  and  loss 
of  time  and  monay,  let's  take  a typical  raaeorch 
project  and  follow  the  literature  research  task 
that  would  be  required  hy  responsible  engineers 
and  sclent  lata.  Let's  assume  the  project  is  to 
determine  the  vulnerability  of  typical  aircraft 
electronics  to  lightning-induced  voltages.  The 
contract.  In  our  imaginary  portrayal,  is  with 
the  Air  Furca  and  la  of  course  DoD. 

Your  company  library  will  register  this  contract 
with  DDC  in  approved  fields  of  Interest.  Request 
for  bibliographic  retrospective  literature 
aearchea  will  be  sent  to  DDC.  Alter  a few  weeks, 
the  Investigating  engineer  will  have  abstracts 
of  studies  previously  completed  that  are  In  DDC, 

However,  approximately  501  of  the  literature 
never  gets  to  DDC  because  some  of  the  SPO' a and 
PCO'a  are  not  aware  of  DDC  and  never  see  to  it 
that  copies  go  to  DDC.  This  results  In  the 
duplication  of  studies  because  the  original  wotk 
la  lost  to  any  relrievsl  system.  The  country 
and  the  taxpayer  suffer. 

The  investigating  engineers  would  probably  want 
to  make  a search  uf  the  NASA  Scientific  and 
Technical  Information  Center  because  they 
probably  have  explored  this  area  In  the  past. 

But — NO — you  will  be  told  that  you  do  not  have 
a NASA  contract  and  therefore  do  not  have  a 
"need  to  know"  and  cannot,  have  access  to  their 
collection.  Again,  the  United  States  of  Amerlra 
and  the  taxpayer  Iobcs.  The  same  story  would 
hold  true  at  the  AGO  information  facility. 

The  only  report  literature  you  can  get  is  that 
deposited  In  DDC  or  National  Technical  Informa- 
tion Services.  The  NTIS  report  literature  will 
constat  of  some  NASA  and  Industry  studies  that 
have  bean  released  to  the  general  public. 

Now,  getting  back  to  your  DDC  bibliographies. 
Many  of  the  doeuroenta  you  identify  as  being 
pertinent  will  have  nit  "l,"  heolde  the  accession 
(order)  number.  This  means  you  cannot  acquire 
it  unless  the  SPO  approves  your  rrquest,  becausr 
he  is  controlling  the  release  of  the  document. 
The  office  the  SPO  was  In  may  be  gone;  he  may 
he  reassigned  and  no  one  is  around  that  can 
approve  your  request  tor  the  document.  Again, 
you  are  defeated  In  you*  efforts  to  review  the 
literature.  The  procedures  established  by 
bureaucratic  agencies  have  locked  out  the 
ultimate  user  of  the  information  and  as  a 
result  out  country  cannot  develop  important 
capabilities  or  even  essential  weapons  Bystems 
in  the  most,  eificient  manner. 
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Your  librarian  will  be  buay  making  all  kind*  of 
aaarchca  tor  you,  and  of  couraa  1 have  over- 
a Imp 11  fled  the  aaarchlng  technique.  My  main 
point  la  the  Inadequacy  of  the  Information  cantor* 
In  tha  government . They  lack  active  acqulaltlon 
program*  and  proper  exchange  of  Information.  The 
procedure*  are  a practice  In  red  tape  tangle*. 

My  final  recommendation  aa  1 addroae  you  a*  a 
United  State*  private  citizen  working  on  a volun- 
tary baala  with  a congreaalonal  delegation  In  San 
Diego,  with  the  National  Contract  Management 
Aeeoclatlon  and  their  relatlonahtp  with  the 
library  technical  Information  apectallata,  la  to 
make  a firm  at and  on  prohlema  and  recommendation* 
to  Improve  the  network  of  Information  technology 
ay* tern* ■ 

Don't  go  to  Doll,  Don't  go  to  Tranaportat  ion, 

Don't  go  to  Agriculture.  Make  a firm  atand  aa  a 
National  Claaal f tcatlon  Management  Association 
and  go  to  Congress  a*  a society,  not  aa  an  Indi- 
vidual or  a corporation.  They'll  scuttle  you  it 
you  come  In  the  n*mo  of  a company  you  work  for, 
but  they  will  ll*teu  to  you  l l you  come  a*  a 
group. 

l'Kt^KNJ_A_T  .MAJOR  HOCK : Air  Korea  Potential 

Contractor  ProiT, am 

What  la  J c Y 

Tha  Air  Forco  Potential  Contractor  Program  (PCP), 
aa  ita  predeceaaor,  the  /.lr  force  Technical  Objec- 
tive Document  (TOD) Program;  the  Army'a  Qualitative 
Requirement*  Information  Program  (QRl)j  and  the 
Navy /Industry  Cooperative  Research  and  Develop- 
ment Program  (NICRAD)  la  on  Information  exchange 
program  under  which  the  Air  Force  will  aponeor 
qualified  contractor!  for  access  to  the  Defense 
Documentation  Center  (DUC).  The  key  word  to  be 
stressed  1*  "Potential"  as  the  program  1*  primar- 
ily aimed  at  providing  access  to  information  on 
UoD  reaearch  and  development  programs  In  specific 
technical  areas  to  those  contractors  who  do  not 
have  currant  contract*  In  these  area*.  The  Intent 
of  thl*  program  la  to  aupplament — not  to  replace 
or  duplicate — the  required  procedures  of  register- 
ing with  DDC  all  DoD  contracts  under  which  DUC 
services  *re  desired. 

on*  point  needs  clarification  aa  It  la  frequently 
brought  out  In  correspondence  and  couvereat ions 
regarding  the  PCP,  The  transmittal  letter  and 
Instruct  lone  on  the  PCF  wore  interpreted  to  mean 
the  TOO  Program  wae  totally  defunct  The  TOD 
Program  wee  titled  auch  because  a contractor's 
original  entry  Into  the  program  was  baaed  on  the 
approval  to  receive  Technical  Objective  Document  a 


(planning  documents)  from  the  laboratories. 
Technical  Objective  Documents  will  indeed  ha 
prepared  and  placed  In  DDC  or  the  National 
Technical  Information  Service  (NTIS)  for  secon- 
dary distribution.  Air  Force  aponaorehlp  for 
DDC  services  under  the  TOD  Program  waa  terminated 
upon  Implementation  of  the  PCP.  In  eeaence,  the 
PCP  replace*  that  aspect  of  the  TOC  Program  and 
henceforth  the  Technical  Objective  Documents, 
when  classified,  may  bo  obtained  under  the  PCP. 

The  reaponslhi 1 tty  for  administration  of  the  PCP 
la  vested  In  the  Scientific  and  Technical  Liaison 
Division,  Director  of  Science  and  Technology, 

Air  Force  Systems  Command. 

Kliglhlllty  for  Participation 

Basically,  the  PCP  1*  open  to  Industrial,  educa- 
tional, and  non-profit  organl aatlona  who  have  a 
demonstrable  capability  to  perform  work  under  a 
contract,  or  grant,  with  the  Air  Force.  Approval 
lor  participation  la  baaed  on  three  considerations: 

1.  Capability 

2.  Need-to-Know 

3.  Security 

Capability  la  ascertained  hy  an  evaluation  of 
contractor-prepared  Information  that  la  per- 
formed by  scientific  and  technical  personnel  in 
the  laboratories.  Factor#  evaluated  are  experi- 
ence In  performing  work  for  the  Government, 
personnel,  and  lucllttlea. 

Need-to-Know  la  equated  to  the  possession  of 
capabilities,  the  expression  of  « desire  for 
information  in  a given  technical  area  (COSAT 1 
field  and  group),  and  the  execution  ol  a policy 
agreement . 

Security  aspects  of  the  PllP  sre  controlled  in  a 
manner  similar  to  that  of  contractual  trans- 
actions and  thus  will  be  handled  by  Delenne 
Contract  Administration  Services  Regions  (DCASR) . 
Those  organisations  which  do  not  have  oi  desire 
to  obtain  appropriate  facility  and  personnel 
clearances  may  participate  on  an  unclassified 
basis , 

W)uu_  are  the  Benef its 

It  Is  unrealistic  to  suggest  that  the  POP  la 
ideal  and  meets  the  desires  of  contractors  when, 
in  fact,  It  la  more  restrictive  than  the  TOD 
Program  and  also  requires  a greater  amount  of 
effort  and  cost  on  thr  part  ol  the  contractor 
to  qualify.  Overall,  however,  the  hem-lit*  to 
he  derived  appeal  to  warrant  the  Investment. 
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Access  to  current  planning  information,  technol- 
ogy needs  and  research  objectives  provides  in- 
sight into  DoD  research  and  development  which 
could  place  a contractor  in  a more  favorable 
position  for  future  contract  negotiations,  This 
information  could  also  be  a driving  force  for 
orienting  the  independent  Research  and  Develop- 
ment Program  (IRAD).  There  is  alao  that  aspect 
of  a company  uaing  a military  technology  far 
application  to  a civilian  problem. 

One  benefit  of  specific  Interest  to  the  National 
Classification  Management  Society  la  a retention 
period  for  classified  documents  that  is  equitable 
ro  the  useful  period  of  documents. 

Application  for  Entry  into  PCP 

During  February  1974.  packages  containing  in- 
structions and  application  materials  were  for- 
warded to  each  participant  in  die  TOD  Program. 
They  are  now  available  from  the  Air  Force  Systems 
Command  (AFSC)  Contractor  Relations  and  Small 
Business  offices  (CR&SB)  - eleven  are  located 
throughout  the  command — or  from  Hq  AFSC — either 
tha  R4D  Base  Procurement  Office  (PPPR)  or  the 
Scientific  and  Technical  Liaison  Division  (DLXL). 
Each  package  consists  of  the  letter  of  instruc- 
tions! with  the  following  attachments . 

1.  Foater-AFSC  Organizations  Related  to  Techni- 
cal Areas  by  COSATI  Fields  and  Croups 

2.  Sample  of  Supporting  Data 

3.  Policy  Agreement 

4.  Roster-Air  Force  Contract  Relations  and 
Small  Business  Offices 

5.  Roeter-PCP  Administrative  Local  Points 

6.  Appropriate  Forms 

a.  DD  Form  1630  - Research  arid  Development 
Capability  Index.  Scientific  and  Tech- 
nological Fields  of  Interest 

b.  DD  Forma  1540  - Registration  for 
Scientific  and  Technical  Information 
Services 

c.  DD  Form  1541  - Facility  Clearance  Regis- 
ter 

All  forms  or  prior  edition  thereof  being  utilized 
for  this  program  with  the  exception  of  the  Policy 
Agreement  have  been  in  exiatnnee  for  quite  some 
time  and  for  the  moat  part  self-explanatory. 


Thus,  only  salient  points — those  frequently 
misunderstood — on  the  submission  of  documents 
will  be  preaented. 

The  Policy  Agreement  ia  submitted  to  the  labo- 
ratory chat  a contractor  aelecta  as  his  principal 
Air  Force  Contract.  This  principal  contract 
should  in  moat  cases  be  the  laboratory  that  has 
cognizance  over  the  major  portions  of  the  techni- 
cal areas  or  interest  to  the  contractor.  The 
contractor  .■  ould  also  advise  all  other  labora- 
tories to  wl  ich  he  submits  an  application  of  the 
principal  c itacc.  Frequently,  the  term  lead 
laboratory  )j  used.  The  roster  which  delineates 
the  AFSC  Organizations  Related  to  Technical 
Areas  by  COSATI  Fields  and  Croups  was  devised 
to  assist  in  making  this  selection.  If  the 
contractor  haB  signed  a Policy  Agreement  with 
the  Army  or  Navy,  he  should  send  a copy  of  that 
agreement  with  each  application  to  Air  Force 
activities.  By  mutual  agreement  each  service 
will  honor  agreements  executed  by  the  others. 

The  DD  Form  1630  and  supporting  documentation 
actually  serve  a dual  purpose  in  those  cases 
where  the  contractor,  in  addition  to  partici- 
pating in  PCP,  desires  to  be  placed  on  the  R&D 
Bidders’  Mailing  List.  For  application  to  the 
PCP,  portions  of  the  DD  Form  1630  and  the 
associated  supporting  data  are  submitted  to  the 
appropriate  laboratories  for  evaluation.  To  be 
placed  on  the  RAD  Bidder's  Mailing  List,  the 
complete  DD  Form  1630  and  supporting  data  is 
submitted  to  each  AFSC  CkASB  office  and  to  the 
RAD  Base  Contractor  Division,  Hq  AFSC. 

DD  Forms  1540  are  submitted  to  and  approved  by 
the  laboratory  Identified  by  acronym  on  the 
roster  relating  organizations  to  COSATI  Fields 
and  Group s . The  contractor  completes  only  Port 
I - Requestor  Application  except  for  Block  8, 
the  expiration  date.  The  laboratory,  after 
evaluation  of  documentation,  completes  Parts  111 
and  IV,  The  Approval  and  Subject  Fields  of 
Interest  portions  of  the  form,  and  Inserts  an 
expiration  date  which  is  dependent  upon  the 
effectiveness  date  of  the  Policy  Agreement. 

Status  of  Program 

Thus  far  in  the  program,  the  DD  Form  1631)  and 
supporting  documents  have  been  the  biggest 
problem  area.  Contractors  frequently  have  not 
included  sufficient  Information.  It  must  be 
realized  that  the  burden  of  Justification  Is  on 
the  contractor;  poorly  or  inadequately  prepared 
documentation  is  returned  with  a letter  of 
explanation.  It  should  alao  be  obvious  that 
the  personnel  performing  the  evaluations  for 
PCP  rIbo  participate  In  the  source  selection 
procedures  for  contracts. 
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The  response  to  the  program  did  not  Immediately 
meet  the  expectations;  however,  it  i#  growing  at 
a good  pace.  There  are  currently  over  one- 
hundred  participants  and  additions  average  5-7 
per  week. 

In  summary,  the  PCP  was  designed  to  be  mutually 
beneficial  to  both  contractors  and  the  Air  Force. 
To  a competent  contractor — access  to  information 
which  could  place  him  In  better  position  to 
receive  government  contracts  and  to  conduct  rele- 
vant 1R4D.  To  the  Air  Force — identification  of 
additional  qualified  sources.  While  it  is  not 
the  ideal,  it  does  appear  to  be  worth  the  meager 
Investments. 

PRESENTATION  BY  MR.  KAHN 

I'm  sort  of  surprised  at  being  the  No.  2 man 
here.  1 was  once  in  a minstrel  show,  1 was  in 
the  chorus  and  I always  wanted  to  be  the  end  man, 
but  I don't  think  I made  it  today,  either.  I 
have  no  formal  presentation  to  make.  My  remarks 
will  be  completely  impromptu  and  extemporaneous, 

I'm  really  substituting  for  the  Administrator  of 
the  Defense  Documentation  Center  who  couldn’t  be 
here  because  of  a prior  commitment, 

I'd  like  to  make  a comment  about  our  organiza- 
tion, the  NCMS.  Since  1969,  I've  attended  these 
seminars,  except  for  last  year  when  they  wouldn't 
let  me  cross  the  Fotomac  to  attend  the  sessions 
in  Washington,  D.C.  Actually,  1 live  in  Chevy 
Chase  and  work  In  Alexandria,  so  1 do  cross  the 
Potomac  every  day  but  last  year  DSA  decided  that 
someone  else  should  attend  and  for  a non-govern- 
ment sponsored  symposium  the  rule  Is  that  only 
one  person  may  do  so. 

Theaa  seminars  have  always  been  very  helpful.  I 
come  away  with  a feeling  that  my  professional 
batteries  have  been  recharged  and  I hope  that 
this  occurs  to  all  of  you. 

On  the  matter  of  document  retention,  1 wonder 
what  1 car.  tell  you  about  DDC,  how  we  fit  into 
the  picture. 

When  DDC  receives  documents,  those  documents  are 
raicrof iched.  That  is,  we  put  them  on  film  and 
forever  after,  they're  available  to  qualified 
requesters. 

We  can  then  furnish  microfiche  or  paper  copies. 

If  two  copies  are  submitted  to  us  and  If  you 
want  one  of  those  two  originals,  you  may  be 
lucky  and  receive  it  within  the  first  year, 
provided  yours  is  the  first  request.  We  no 


longer  keep  paper  copies  after  one  year,  so  the 
chances  of  getting  an  original  copy  of  a document 
are  diminishing. 

After  the  one  copy  is  sent  out  and  during  the 
first  year,  If  you  want  a paper  copy,  we  use  our 
microfiche  and  reproduce  one  for  you.  Now, 
there's  something  to  consider,  that  If  we  get  a 
good  document  to  start  with  and  we  get  a good 
microfiche  and  If  our  reproduction  equipment  la 
in  real  tip-top  shape,  you  get  a real  good  repro- 
duction from  that  microfiche. 

I think  that  in  this  retention  question  we  in  DDC 
are  really  in  the  middle.  We  can't  tell  you  one 
way  or  another  what  should  be  done  on  that  score. 
This  would  be  up  to,  1 feel,  the  DCAS  people. 

It  seems  to  me  that  DCAS  and  the  contracting 
officers  ought  to  get  together  and  make  decisions 
on  retention. 

1 might  also  tell  you  one  other  thing  about  my 
saying  if  we  have  a document.  We  find  that  a lot 
of  documents  do  not  get  tc  DDC,  so  that  we  don't 
have  a hundred  percent  of  what  you  might  want. 

To  repeat  then,  if  you  ^et  the  documents  to  DDC, 
we  will  put  them  on  microfiche  for  you  as  well  as 
for  ub. 

The  reason  we  don't  get  a hundred  percent  of  the 
documents  is  that  in  a Department  of  Defense 
Instruction,  5100.18  (soon  to  be  revised),  it 
more  or  less  give:-  the  charter,  the  guidelines 
for  DDC,  listing  categories  of  documents  precluded 
from  DDC.  One  of  those  categories — we've  been 
seeing  lately  becauoe  the  Security  Regulation 
5200. 1-R,  has  a paragraph  mentioning  "sensitive 
methods  and  intelligence  sources."  DDC  is  not 
allowed  to  accession  documents  that  have  intelli- 
gence material,  but  as  1 read  that  regulation,  it 
is  very  loosely  set  forth  in  that  paragraph  and  I 
suspect  too  rigidly  applied. 

In  the  event  we  get  such  a document,  we  usually 
give  you  a telephone  call  and  ask,  "Do  you  really 
want  this  document  to  be  in  DDC  or  do  you  feel  in 
light  of  the  security  regulation  that  It  should 
not?"  If  you  feel  it  belongs  In  DDC  we'd  like 
you  to  confirm  it  in  writing  to  us. 

1 expected  that  after  1 heard  more  of  the  speakers 
thst  1 would  be  able  to  answer  some  questions  about 
limited  documents,  but  1 Bee  that  the  spanker 
preceding  me  has  already  mentioned  them. 

We  annually  receive  approximately  forty  thousand 
different  titles,  I don’t  mean  copies.  There  is 
a great  disparity  between  titles  and  copies.  If 
you  send  us  a document  that  is  supposed  to  be 


45 


released  to  the  public,  we  need  twelve  copies. 

All  other  categories,  and  this  Includes  unclas- 
sified documents  that  have  to  be  United,  or 
classified  documents,  we  only  need  two  copies. 

Of  our  forty  thousand  titles  per  year,  and  that's 
a round  r>  mber — I don't  think  we  quite  net  forty 
thousand  this  past  year — about  thirty-five  per- 
cent carry  the  distribution  statement  that  Halt 
distribution. 

That  dlatrlbutlon  statement  Is  the  "B"  state- 
ment. There  are  only  two  statements,  you  know, 
the  public  release  statement,  which  ie  the  "A" 
statement  which  goes  on  the  unclassified/ 
unlimited,  and  the  "B"  statement,  which  ho a to 
be  on  a document  if  It's  unclassified  and  you 
want  It  limited.  A classified  document  can  be 
sent  to  us  without  s statement  and  In  that  case 
only  security  and  need-to-know  will  control  It* 
distribution. 

The  35X  figure  of  document  titles  mentioned 
previously  aa  being  limited  In  distribution  by 
the  B Statement  refers  to  35X  of  the  40,000 
total  received.  I don't  have  the  exact  figures. 

I calculated  It  yesterday,  but  1 Just  can't 
recall  It  exactly  at  the  moment. 

1 think  that  at  this  point  I will  let  someone 
else  get  up  and  raise  some  questions,  and,  in 
the  meantime,  when  we  get  a question  period  I'll 
be  here.  Thank  you. 

QUESTIONS  AND  AHSWERS 

MRS.  CLIFTON:  Unfortunately,  one  of  our  panel 
members.  Bill  JoneB,  had  to  leave  to  he  back  in 
Los  Angeles,  so  he  sends  his  regrets.  Now  we'll 
have  the  question  and  answer  period. 

MR.  JERNIGAM:  I'd  like  to  make  a statement 
Instead  of  a question,  Joe  Ann.  My  name  la  John 
Jernigan.  I'm  with  the  General  Electric  Company 
in  Philadelphia. 

Aa  everyone  In  this  room  knows,  clessif ication 
retention,  or  classification  material  retention 
has  been  cussed  and  dlecuRsed  for  many  years, 
and  for  as  many  years  as  notice  has  been  brought 
to  the  attention  of  DoD,  nothing  new  has  come 
out  of  this. 

You  submit  a request  for  retention  and  In  ninety- 
seven  or  ninety-eight  percent  of  the  cases  you 
automatically  get  retention  for  three  years. 

No  one  questions  to  any  degree  why  you  need  the 
materials,  so  all  you're  doing  Is  going  through 


a paper  work  mill,  and  even  on  the  second  request, 
if  you  show  any  degree  of  trying  to  reduce  the 
number  of  documents,  all  material  In  your  posses- 
sion, you  usually  end  up  getting  retention  authori- 
zation for  a second  retention  period. 

I'm  sure  that  Bill  Jones  has  expressed  the  concern 
and  feeling  of  everyone  here  today  about  retention, 
but  if  they  let  the  security  managers  handle  the 
retention,  we  will  do  ao  in  a professional  manner. 

He  sure  don't  want  the  material  around  any  longer 
than  what  la  absolutely  necessary  to  do  the  Job. 
However,  If  we  continue  to  destroy  the  technology 
that  we  have  attained  over  the  years,  we  are  going 
to  destroy  everything  that  we've  ever  worked  for, 
and  we're  going  to  end  up  spending  more  money 
either  going  back  to  DDC  if  they  happen  to  have  a 
copy  of  the  material,  and  having  it  reproduced. 

Now,  Bob  Green  has  stated  that  new — or  something 
Is  being  done  about  this  and  a significant  change 
can  be  expected  In  the  very  near  future. 

I know  I for  one  sure  hope  so,  because  In  our 
business  In  the  pest  we  have  destroyed  material 
one  month  and  found  out  that  an  agency  wants 
necesa  to  it  the  following  month. 

MR.  CHELIUS:  For  Major  Hock.  The  technical 
objectives  program  has  a number  of  line  items  In 
the  classified  section.  In  other  words,  you  have 
a number  of  separate  classified  problems  that  you 
went  Industry  or  organizations  to  begin  to  con- 
sider in  solving  those  problems. 

What  have  you  considered  as  putting  out ; what  have 
you  considered  with  respect  to  alao  putting  In 
with  these  TOD  documents  a security  guide  so  that 
when  companies  generate  information  or  submit  an 
unsolicited  proposal  pursuant  to  these  requirements 
that  they  will  have  adequate  guidance  in  order  to 
classify  the  information? 

MAJOR  HOCK:  Well,  we  anticipate  quite  a few 
unsolicited  proposals  under  this  program.  Really 
one  of  the  aims  of  unsolicited  proposals  Is  to 
look  for  solutions  to  the  different  prublems  that 
are  Identified  in  the  TODs. 

Now,  op  the  whole,  most  of  the  TODs  are  under- 
classified.  We're  talking  down  in  the  basic 
research,  exploratory  development  and  some  in 
the  advance  development.  When  you're  getting 
down  to  that  stage,  most  of  it  is  unclassified 
as  you’re  talking  about  technology. 

When  you  relate  it  to  a system,  you're  getting  up 
Into  the  engineering  development  and  usually  at 


46 


i 


l 


t 

i 


that  time  you  don't  receive  too  many  uneollcit- 
able  proposals.  Those  you  vrite  out  in  a com- 
plete statement  of  work. 

Now,  If  you  do  get  a classified  TOD  and  you  reply 
to  a certain  TPO  with  a number,  1 would  use  the 
a sue  classification  as  was  on  the  TPO. 

MR.  CHELIUS:  Maybe  I should  restate  my  question 
then. 

How  does  your  program  relate  to  the  overhead  coat 
under,  I think,  ASPR  Section  IS  with  respect  to 
Independent  research  and  development? 

MAJOR  HOCK:  This  Is  separate  from  IR&D.  This 
may  be  the  driving  force  of  the  IR&D  where  we 
outline  what  we're  looking  for. 

X would  suggest  that  If  you  look  at  these  TOD's 
and  you  find  an  Item  of  lntereat,  they  will  also 
give  you  a point  of  contact  for  that  item.  You 
get  a contact  down  in  the  laboratory.  If  you  do 
call  that  guy,  Indicate  that  you  would  like  to 
put  in  a proposal.  You  might  discuss  It  with  him 
for  a few  minutes,  or  maybe  make  a trip  down  to 
see  him.  and  atate  "You're  looking  at  It  from  this 
way.  What  do  you  suggest?  Do  we  have  grounds 
for  an  unsollcitable  proposal?  Are  we  proposing 
anything  new?" 

MR.  CHELIUS:  What  about  a classification  basis? 

MAJOR  HOCK:  A what,  sir? 

MR.  CHELIUS:  Classification  basis? 

MAJOR  HOCK:  To  that  I can  say  only  if  the  TPO 
within  the  document  la  classified,  I would  use 
the  same  classification.  We  hope  one  of  these 
days — 1 think  Mr.  VanCook  talked  about  tc — that 
DT*C  would  have  the  classified  guide  for  all  these 
weapons  systems.  If  It  Is  related  to  a weapons 
system,  you  would  have  a security  guidnnee. 

MR.  BAGLEY:  Jim  Bagley,  Naval  Research  Center. 

X would  like  to  point  out,  however,  that  you're 
entering  Into  a very  Interesting  little  legal 
problem  In  the  sense  that  the  Government  cannot 
classify  any  Information  until  it  takac  title  to 
that  information,  and  taking  title  means  then 
that  some  sort  of  a contracting  process  has  begun 
so  please,  1 would  rather  you  not  mislead  the 
people.  A true  unsolicited  proposal  cannot 
properly  be  classified  unless  the  Government  has 
had  title  to  that  Information. 

MAJOR  HOCK:  Once  you  sign  a contract,  right. 


^(R.  BAGLEY:  I didn't  say  that.  1 said  starting 
the  procedure  process. 

MAJOR  HOCK:  The  gentleman  la  right.  Most  un- 
solicited proposals  we  receive  at  the  laboratory 
come  In  under  company  confidential,  company 
proprietary,  or  something  like  that. 

MR.  BORMAN1S:  Joe  Bormanla.  1 think  I'd  better 
start  my  question  with  a statement  first.  I think 
In  mept  companies  we  have  large  libraries  and 
computer  tapes  of  various  kinds.  Also,  computer 
print-outs.  Normally,  they  are  kept  differently 
from  the  standard  libraries  we  have.  Has  a library 
council  ever  looked  at  conaoll dating  all  Informa- 
tion in  one  given  technical  information  canter  of 
the  committee  with  the  data  processing  people  from 
their  own  libraries,  because,  In  most  cases,  if  we 
need  Information,  their  Indexing  is  ao  poor  that 
you  wind  up  running  tapes  for  hours,  maybe  even 
days,  till  you  find  what  you  need. 

MRS.  CLIFTON:  This  is  something  we  haven't 
addressed  ourselves  to,  but  it  sounds  like  a very 
interesting  future  problem,  very  interesting, 
indeed.  In  essence,  you're  saying  that  you  have 
Information  that  your  data  processing  section  has 
put  together  and  really  supported  an  index,  but 
you  can't  really  find  anything;  Is  that  correct? 

MR.  BORMANXS : Correct. 

MRS.  CLIFTON:  We  don't  have  anything  as  such  like 
that  in  our  company,  but  1 can  see  the  problem 
springing  up.  We  haven't  really  addressed  our- 
selves to  that  problem,  but  one  of  the  probloma 
we  have  had,  we  mentioned,  is  about  how  difficult 
It  Is  to  put  classified  Information  on  the  tapes, 
because  It's  impossible,  so  1 understand,  to  erase 
the  classified  information. 

At  least  my  data  processing  people  have  relayed 
this  to  me,  but  then  they  told  me  a few  other 
things  that  they  couldn't  do  and  then  I went  out 
and  found  out  that  they  could,  so  I don't  teke 
anything  that  they  say  literally,  particularly 
about  the  tapes.  Is  that  true  or  not  true?  Does 
anybody  In  the  audience  know? 

UNIDENTIFIED  SPEAKER:  Well,  our  tape  system  has 
classified  material  on  it,  but  It  Just  comes  out, 

, you  know,  that  the  title  la  then  claaslfled. 

MRS.  CLIFTON:  You  only  put  the  unclassified 
portions  of  your  cataloging  information  on  there? 

UNIDENTIFIED  SPEAKER:  P.lght 
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HR.  CAMPBELL:  1 think  you  can  remove  any  Infor- 
mation in  that  tape  that  you  put  In  it,  but  you'd 
have  to  be  able  to  find  It  and  address  it  and 
bring  it  out  again,  same  as  changing  say  cata- 
loging of  Information,  but  all  systems  I know  of 
do  avoid  putting  any  classified  information  in 
that  tape.  You  have  to  go  through  too  much 
trouble  to  handle  it. 

MRS.  CLIFTON:  I understand  that  you  can't  change 
the  imprints  on  the  drum.  Myer,  you  should  have 
some  Information  on  this.  I'm  sure  you  oust  be 
doing  chls  at  DDC. 

MR.  KAKN:  No.  I do  know  that  when  we  have  to 
change  our  records,  you  do  It  by  specific  fields, 
and  if  we  have  a set  of  descriptors,  there  may  be 
eighteen  or  twenty  or  something  like  that  we  have 
to  wipe  out  the  field  completely  and  write  the 
whole  thing  all  over  again,  leaving  out  what  we 
want  left  out. 

MRS.  CLIFTON:  But  you  have  no  problem  with 
erasing  classified  information? 


LT.  COL.  GRIMES:  I'd  go  in  and  ask  them  under 
the  Freedom  of  Information  Act  to  review  it. 

If  the  document  Is  confidential  and  it  Is  five 
years  old  and  they're  going  to  give  you  three 
more  years,  then  they've  got  to  go  back  to  a 
top  secret  authority  and  get  permission  to 
exempt  it,  or  they  have  to  give  it  to  you.  One 
of  the  two. 

MRS.  CLIFTON:  Thank  you  very  much. 

UNIDENTIFIED  SPEAKER:  They  could  be  exempt  by 
statute.  It  might  he  restricted  data. 

UNIDENTIFIED  SPEAKER:  Can't  hear  the  lady. 

UNIDENTIFIED  SPEAKER:  The  material  could  be 
restricted  data  and,  therefore,  exempt  by 
statute  from  the  classification  or  downgrading. 

MRS.  CLIFTON:  My  point  1b  why  would  it  be 
restricted  data? 

UNIDENTIFIED  SPEAKER:  By  statute. 


MR.  KAHN:  No,  we  just  pick  the  computer  field 
that  it's  in  and  we  have  thirty-six  fields  for 
each  document. 

MRS.  CLIFTON:  Okay,  fine,  Myer. 

I have  a question  I'd  like  to  address  to  anybody 
in  the  audience,  because  it's  a question  that 
cornea  up  all  the  time  and  maybe  somebody  here 
could  give  me  an  answer. 

We  constantly  run  across  retention  problems.  They 
tell  ua  that  after  five  yearB  that  much  material 
is  no  longer  valid  and  no  longer  of  any  value  at 
all,  and  on  retention  of  some  of  our  reports  this 
time  around  they  gave  us  an  additional  three  years 
on  some  material  that  la  currently  five  years  old, 
and  they  said  at  the  end  of  the  three  years  that 
we  had  to  destroy  it,  because  if  would  no  longer 
be  of  value.  It  would  be  obsolete — so  to  apeak — 
and  yet  my  question  la — because  we  found  that  the 
men  in  our  organization  would  like  to  retain  this 
because  they  claim  quite  the  contrary,  it  is  still 
quite  valuable  information,  so  my  question  is  why, 
if  the  information  is  no  longer  that  hot — is  it 
still  going  to  be  classified  three  years  from  now? 


UNIDENTIFIED  SPEAKER:  As  a librarian,  X also 
have  a question. 

MRS.  CLIFTON:  Please  state  your  name. 

MS.  ALEXANDER:  Colleen  Alexander,  Convair.  In 
declassification  of  microfiche,  which  is  getting 
to  be  sort  of  a new  thing  because  we  haven't  had 
fiche  that  long,  but,  again,  when  you  go  to 
declassify  a piece  of  microfiche,  no  one  seems 
to  be  able  to  tell  me  how  to  do  it,  and  I don't 
want  to  destroy  it  and  then  buy  it  back  declassi- 
fied for  a dollar  and  a half. 

MRS.  CLIFTON:  We're  also  having  this  problem. 

UNIDENTIFIED  SPEAKER:  I'm  going  to  ask  a DCASR 
to  back  me  up  to  make  sure  that  I don’t  say  the 
wrong  thing,  but  I think  if  I had  a sheet  of 
Qlcroflche  and  it  was  due  for  declassification 
I would  put  it  in  an  envelope  or  a container  and 
put  all  the  downgrading  instructions  on  it. 

Then,  whenever  that  was  removed  from  files  for 
a hard  copy  to  be  made,  the  hard  copy  would  then 
have  to  be  declassified  in  accordance  with  the 
instructions  on  the  envelope. 


Does  anybody  have  an  answer  to  that?  We  run  up 
against  this  all  the  time,  particularly  in  relation 
to  classified  journals. 

I'd  like  to  have  some  ammunition  to  use  when  the 
subject  arisen.  I don't  understand  why  they 
shouldn't  declassify  it. 


If  the  inspector  comes  in  and  pulls  it  out  of 
the  files  and  says,  "Why  don't  you  declassify  it," 
literally,  you  would  have — because  in  the  manual 
it  provides  for  marking  on  the  container,  the 
envelope,  the  box,  or  whatever  the  thing  is  in, 
and  I think  this  would  probably  be  the  simplest 
solution. 
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If  you  have  a long  reel  of  film  and  perhaps  only 
certain  things  within  that  were  declassified  or 
downgraded,  again,  you'd  have  to  put  the  instruc- 
tions and  what  you  were  doing  on  the  container 
and  then  transfer  that  to  the  herd  copies  as  you 
used  it. 


of  classified  material  in  the  hands  of  industry. 
It  says  that  USER  Agencies  should  take  a liberal 
approach,  are  encouraged  to  take  a liberal 
approach. 

Will  you  quote  the  rest  of  it,  Jim? 


MR.  CAMPBELL:  There  is,  I think,  precedence  for 
doing  something  like  you  say.  The  microfiche  is 
one  piece  and  you  declassify  that  piece  with  the 
statement  that  If  it  is  distributed  to  somebody, 
it  must  bear  the  proper  markings . There  is  a 
statement  that  one  can  use,  I believe,  on  the 
micro  piece  envelopes  to  the  effect,  that  is,  if 
the  document  is  blown  up  into  hard  copy,  each 
piece  must  be  properly  marked  before  you  give  it 
to  the  recipient,  and  in  our  company  we  also 
mark  the  piece  itself  with  a confidential  or 
unclassified,  whatever  the  marking  is,  so  that 
if  the  flche  comes  out  of  the  envelope,  we  do 
know  what  it  is. 


MR.  BAGLEY:  Not  quite,  but  I have  a recommended 
change. 

MR.  GREEN:  The  philosophy — 1 won't  go  by  the 
words,  because  I'll  be  corrected  on  the  words — 
the  philosophy  is  you  take  a liberal  approach 
because  it's  considered  by  the  DoD.  The  reten- 
tion of  this  technical  material  by  industry 
contributes  to  the  long-range  requirements  of 
the  DoD. 

It  keeps  current  and  it  adds  to  the  technical 
expertise  and  knowledge  that's  held  in  industry 
that  we  depend  on  so  much. 


MRS.  CLIFTON:  Myer,  would  you  respond  to  that, 
alsol  What  do  you  do  at  DDC?  I could  have  gone 
all  right  without  asking  that  question,  I'm  sure. 

MR.  KAhN:  Once  again,  I'm  not  in  that  division. 

1 have  seen  our  people  take  the  microfiche,  and 
where  it  says  confidential,  they  mark  it  through. 

I don't  know  exactly  what  they  mark  It  with.  X 
have  also  seen  them  take  the  microfiche  and  strip 
over,  you  know,  like  a correction  tape — you  make 
corrections  on  it  when  you  type,  and  put  an 
unclassified  on  that,  and  then  we  also  mark  our 
cards  in  our  shelf  list. 

Now,  we  don't  change  the  AD  number  If  it  is 
declassified.  It  retains  its  original  AD  number. 
We  do  change  the  code  in  the  computer  whenever 
this  is  run  out  in  a bibliography. 

MRS.  CLIFTON:  Excellent.  I think  we  had  a 
question  back  there. 

MR.  GREEN:  No,  as  a matter  of  fact,  I don't  have 
a question.  Bob  Green,  DCAS.  I’d  like  to  Just 
address  a couple  of  things  here. 

I said  from  the  podium  that  I wasn't  going  to 
get  involved  in  the  details  of  things  which  we 
have  cooking  in  the  Industrial  security  program. 

However,  I am,  since  you've  shown  so  much  Interest 
in  this  question  of  retention,  and  I'll  trust  your 
good  Judgments  and  faith  not  to  make  me  come  back 
and  eat  my  words  later  on. 

First  of  ail,  in  the  ISR,  there's  a very  clear 
statement  of  DoD  policy  with  respect  to  retention 


Now,  we  have  an  1SB,  an  Industrial  Security 
Bulletin,  coming  up  very  shortly,  1 believe,  to 
the  USER  Agency  which  reemphasizes  that  DoD 
policy  retention  is  a problem  to  us  as  it  was 
to  you. 

In  that  article,  we  are  stressing  the  role  of 
the  DCASR  in  assisting  industries  in  obtaining 
retention  authority  from  the  USER  Agency. 

Now,  we  can't  determine  in  all  cases  the  need 
for  industry  to  retain.  That  is  a USER  Agency 
decision,  but  where  the  reluctance  to  allow  you 
to  retain  is  based  on  a lack  of  confidence  in 
your  ability  to  protect,  a lack  of  confidence 
in  your  disposition  systems,  a lack  of  confi- 
dence in  your  ability  to  downgrade  and  declassify 
property,  we  can  support  industry  in  virtually 
all  cases. 

We  can  support  industry  by  certifying  to  the  USER 
Agency  that  this  facility,  this  company,  has 
demonstrated  to  us  through  the  industrial  security 
program  that  they  can  protect  a due  downgrade, 
they  do  destroy  properly  and  there  is  no  risk  to 
security  to  allow  this  company  to  continue  to 
retain.  That's  one  point. 

A couple  of  the  things  that  we  have  under  consider- 
ation, and,  again,  please  don't  say,  "Bob  Green 
says  this  is  the  way  it's  going  to  be,"  because 
before  you  see  it,  it  may  take  a hundred-and-eighty- 
degree  turn.  That's  why  I'm  very  cautious  on 
making  any  comments  on  the  detaila  of  proposed 
changes. 
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Wc  have  under  consideration  a change  that  will 
require  or  at  least  afford  an  opportunity  for  the 
USER  Agencies  to  authorise  retention  in  the  DD 
Fora  254.  If  It's  known  that  the  aMterial  will 
be  made  available  to  a contractor  or  obtained  by 
him,  only  If  the  performance  of  a contract  has 
continuing  research  value  to  him  and  furthers 
his  position  of  being  able  to  deliver  to  the 
Government,  the  retention  can  be  authorised  In 
the  254's.  That's  under  consideration. 

Another  feature  of  retention  that  we  have  under 
consideration  ifl  allowing  a contractor  to  retain 
classified  material  that  la  developed  for  bid 
purposes,  whether  or  not  he  la  the  succeseful 
bidder.  That  material  has  value  to  the  company. 

It  is  valuable  to  the  Government . It  puts  him 
in  a better  position  to  bid  on  future  procure- 
ments. 

One  other  thing  that  I'll  have  to  confess  is  that 
my  memory  is  very  short.  I know  that  NCMS  has 
made  one  or  more  proposals  to  Mr.  Llebllng's 
office  on  the  overall  question  of  retention. 

That  was  going  to  be  my  question.  1 have  lost 
track  of  those. 

MR.  RAGLEY ; The  proposals  have  been  made.  Both 
have  been  denied,  and  1 learned  Just  this  morning 
that  the  retention  position  papers  that  we  had 
put  In  were  virtually  the  same  as  that  recommended 
by  the  Library  Council. 

MR.  GREEN;  So  what  we  are  faced  with  in  the 
Industrial  security  program  la,  baaed  on  our 
experience  with  the  industry  and  with  USER  Agency, 
is  trying  to  relax  to  the  maximum  extant  those 
requirements  for  continued  authority  to  retain 
from  the  USER  Agency  by  either  making  It  auto- 
matic in  some  of  the  ways  I've  suggested  or  for 
at  least  extending  the  periods  if  we  still  have 
to  go  through  the  mechanics  of  getting  authority 
periodically  to  extend  those  periods  of  time. 

Thank  you  very  much. 

MR.  SUTO:  One  of  the  Items  that  Bob  mentioned 
here,  authorizing  retention  In  the  DD  254,  is  the 
one  area  that  contractors  can  really  contribute 
towards  writing  or  revising  the  DD  254,  and  If 
they're  asked,  for  example,  to  provide  some  Input 
Into  the  DD  254,  this  is  what  they  should  do. 

They  should  ask  for  the  retention  of  the  material 
for  a certain  period  upon  the  close  of  the  con- 
tract. You  can  probably  do  this  ahead  of  time 
and  save  yourself  a lot  of  extra  paper  work. 

We  have  done  it  on  occasion.  It  has  been 
approved . 


MR.  BACLEYi  Jim  Bagley,  NRL.  You  were  talking 
earlier  this  morning  about  reference  material 
and  the  incons latency,  shall  we  say,  of  defini- 
tion of  what  reference  material  Is,  and  you 
brought  up  one  particular  point  which  I have 
been  very  concerned  about  for  a number  of  years. 

Now,  somebody  mentioned  Shock  end  Vibration 
Bulletin  which  NRL  distributes,  but  NRL  does 
not  have  title  to  all  of  the  information  in 
that.  So  when  people  ask  us  for  a retention 
authority  and  we  do  not  have  current  contracts, 
the  action  that  »,  office  has  taken  to  start 
with  la  to  write  a letter  to  the  DCASR,  the 
appropriate  DCASR,  with  a copy  to  the  requester 
and  say,  "We  know  that  this  company  Is  still  in 
business.  We  know  it  is  doing  work  in  the  area. 
Ke  also  know  that  the  Information  in  these 
bulletins  are  probably  the  only  reference  source 
or  at  least  one  of  the  ooBt  authoritative  refer- 
ence sources  that  exists  In  the  area.  There- 
fore, we  recommend  that  they  be  given  Indefinite 
retention  authority  as  long  as  they  still  have  a 
clearance  and  storage  capability." 

Now,  this  Is  done.  It's  the  kind  of  thing  that 
you  do  to  get  around  the  specific  situation. 

There  is  another  point,  1 believe,  that  should 
be  addressed,  and  if  you  pardon  me,  Bob,  t was 
looking  at  the  words  specifically  yesterday. 
That's  why  1 was  able  to  quote  them.  The  USER 
says,  "Shall  be  encouraged  to  take  a liberal 
attitude."  1 think  it's  the  set  of  words, 

"Shall  be  encouraged,"  which  may  become  a hang- 
up, so  1 think  that  some  considerations  •■hould 
be  given  to  a recommendation  which  says,  'USER 
Agencies  ahall  take  a liberal  attitude,"  other 
than  putting  the  qualifiers  in  there  of,  be 
encouraged  to."  It's  a play  on  words.  If  you 
will,  a matter  of  semantics,  but  I think  he 
fact  remains — and  you  people  in  industry  re 
better  judges  of  this — that  procurement  a .encies 
once  they  get  a contract  over  and  done  w ;h, 
care  less  about  it.  It's  over,  and  the  esldual 
things  like  audit,  what  may  be  retained  and  so 
forth,  gets  thrown  into  the  past,  or  e1  it  new 
people  take  over,  so,  therefore,  their  Is  a 
tendency,  in  spite  of  DoD's  words,  tr  hold  back, 
to  wonder,  to  why,  and  all  of  the  o ,\er  things. 

I believe  that  if  the  words  were  put  In  a more 
positive  sense  without  the  qu  ^ifiers,  then  you 
might  tend  to  see  s change  ->f  attitude,  but 
that's  only  one  othe'  -.ggeation. 

MR.  JERN1GAN:  John  Jernigan,  G.E.,  again,  just 
to  expand  upon  what  Jim  has  said  here,  that 
when  the  contract  has  been  completed,  the  first 
thing  they  tell  us  Is  that  they  want  to  close 
out  their  records. 
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HR.  BAGLEY:  Right. 

MR.  JERNIGAN:  Now- -so  you  go  back  and  you 
explain  to  then — you  can  talk  to  them,  or  verbal- 
ly, or  through  written  correspondence,  and  you 
explain  that  you  still  need  access  to  this  and 
they  say,  "All  right,  if  you  still  need  access 
to  it,  you  transfer  it  to  a related  program.  We 
will  authorize  the  transfer  if  you  get  another 
contracting  officer  to  accept  it." 

You  can  run  into  hang-ups.  By  this  I mean  you 
could  be  working  on  many  programs,  but  none  of 
which  are  related  to  the  specific  subject  of  the 
previous  contract,  so  you're  in  a bind. 

So  they  say,  "If  you  can't  transfer  it  to  the 
related  contract,  destroy  it." 

Now,  we're  talking  to  contracting  people  that 
really  have  no  concept  of — or  1 don't  feel  they 
have  any  concept  after  talking  to  them — of  the 
technical  knowledge  that  exists  In  these  docu- 
ments. 

Who — and  1 repeat,  who — is  in  a better  position 
to  determine  the  technical  value  of  a document 
than  those  people  who  work  with  it  on  a contin- 
uing basis! 

So  there  has  to  be  some  other  way,  because  if 
they  want  to  close  out  their  contracts,  you've 
got  a problem.  You  also  have  a problem  if  you 
want  to  keep  documents  on  an  Air  Force  contract 
and  it  happens  to  be  a Navy  document  or  vice 
versa. 

MRS.  CLIFTON:  That's  for  sure. 

MR.  JERNIGAN:  So  you've  got  to  go  across  lines, 
and  sometimes  this  is  pretty  hard  because  the 
Navy  says  they  don’t  want  the  Air  Force  to  know 
what  they're  doing,  so  never  the  twain  shall 
meet. 

MRS.  CLIFTON:  That's  right.  I believe  Mr.  Berry 
has  a statement  he'd  like  to  make. 

MR.  BERRY:  In  the  area  of  reproducing  microfiche, 
DOC  does  not  make  new  microfiche  or  upcheck  their 
records  except  what  they  have — what  we'll  call  a 
tickler  file.  When  a request  comes  In  for  a 
specific  document  that's  either  a downgrade 
where  the  distribution  statement  says  change, 
they  will  then  change  their  microfiche  and  give 
you  a new  one,  but  they  do  not  go  back  and  up- 
check all  their  records  automatically. 


So  this  is  very  important  to  you  if  you're  an 
industrial  security  man  and  your  company  tells 
you  you  have  to  go  down  and  work  on  all  thasa 
documents.  They'll  think  somebody  la  crazy, 
because  what  happens  when  you  go  from  microfiche 
to  hard  copy  in  DDC,  they  only  change  their  front 
and  back  cover.  They  do  not  change  all  of  the 
individual  pages. 

That's  another  thing  you  ought  to  take  into  con- 
sideration, and  as  far  as  the  retention  le  con- 
cerned right  now,  if  you  do  not  have  a contract 
that  you  can  specifically  tie  the  documents  back 
to,  the  industrial  security  manual  says  that  you 
will  have  to  get  rid  of  those  documents. 

That's  the  instructions  that  the  inspectors  have, 
so  let's  not  kid  ourselves  end  make  words  up  of 
wisdom  that's  not  going  to  work. 

You  must  tie  the  document  beck  to  a specific 
contract  or  you  must  get  rid  of  the  document, 
and  that's  the  way  it  reads  now. 

If  you  want  to  challenge  me,  fine.  I'll  pull  out 
the  ISM  and  we'll  look  it  up  ourself. 

MRS.  CLIFTON:  This  gentlemen  here. 

MR.  HERRINGTON:  Warren  Herrington,  Stanford 
Research  Institute. 

I've  been  there  eleven  years  and  we  have  obtained 
retention  authority  for  every  document  we  ever 
needed  to  retain,  and  there  are  methods  of  keeping 
them  without  tying  them  to  contracts. 

Now,  it  is  true  that  we  may  have  to  go  over  and 
above  the  immediate  ACO.  We  do  not  panic.  When 
the  DCASR  people  come  in  and  aay,  "Why  do  you  have 
all  of  this,"  they're  asking  a question.  They 
cannot  tell  us  to  destroy  It.  All  they're  saying 
to  us  is  questioning  the  number  of  copies. 

We  do  get  retention  authority  when  we  really  need 
it.  What  we  found  we  have  to  do  is  get  the 
scientist,  the  engineer,  the  whatever  you  want 
to  call  him,  to  give  us  some  of  the  words  that 
will  explain  the  need  therefor,  rather  than  going 
out  with  some  stereotype  request. 

We  find  when  dealing  with  Government  people  that 
eventually  we  will  come  across  someone  who  has  a 
reasoning  ability.  Now,  you  may  have  to  go  through 
several  channels  to  reach  that  point — I will  con- 
cede that — but  you  can.  It.  takes  a little  perse- 
verance. If  you  need  it,  you  can  end  up  doing  it. 
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UN  IDENTIFIED  SPEAKER:  Amen. 

MRS.  CLIFTJN:  Thie  other  gentleman  back.  her*. 

You  had  your  hand  up. 

MR.  FLORENCE:  Her*,  may  1 go  to  the  platform? 

MRS.  CLIFTON:  Surely. 

MR.  FLORENCE;  We've  got  a problem  her*  that  I 
think  has  bean  referred  to  as  one  of  the  long 
continuing  problems  of  Industry  on  retaining 
material  In  past  classification  markets.  With 
all  due  respect,  the  problems  are  short. 

I do  want  to  come  up  and  make  a comment  that  I 
believe  will  give  some  guidance  to  this  society, 
reorienting  Itself  a*  an  organisation  and 
approaching  the  resolution  of  this  problem,  and 
I think  I would  Ilk*  the  record  to  show  at  least 
a few  of  the  Individuals  are  gone  now  but  the 
record  should  show  a little  matter  of  history 
that  1 think  would  help  resolve  this  problem,  and 
I have  in  mind  going  back  a few  years  In  my 
experience  when  the  quest  Ion  of  disclosing 
classified  information  to  people  outside  the 
Executive  Branch  or  outside  of  the  Government,  in 
industry,  or  whatever  you  want  to  call  them,  with 
the  question  to  he  resolved  on  the  basis  of  what 
all  of  you  like  to  call,  "Need  to  know  now." 

Contracting  was  absolutely  no  consideration.  The 
basis  and  the  policy  on  which  we  in  the  Government 
disclosed  classified  Information  to  people  outside 
of  the  Government  was  who  were  helping  us  in  a 
particular  project.  Contracting  waa  only  a repre- 
sentation of  a defined  procurement.  We  disclosed 
Information  to  serve  the  Government's  purpoae  and 
we  were  not  encumbered  with  all  of  these  proce- 
dures— Cod  wish  they  were  contracts . 

Through  my  experience,  I began  to  see  again  a few 
years  ago  that  there  had  to  be  a sta^llf icatlon 
of  the  Industrial  aecurlty  organisations,  and 
this  being  Industrial  firms  had  had  material  that 
had  been  dlacluaed  to  them  or  at  least  for  them 
to  uae  that  were  marked  for  classifications. 

Those  who  were  vleiting  Industry  in  the  guise  of 
Industrial  aecurlty  specialists  were  the  ones  who 
created  more  than  anyone  else  the  Idea  that  an 
induatrlal  security  manual,  a contractual  docu- 
ment, that  those  procedures  had  to  apply  to  all 
claaalfled  information  held  in,  say,  an  induatrlal 
firm. 

The  contract  manual  lteelf  for  many  years  referred 
only  to  contract  orders.  1,  myself,  was  one  who 
1 think  generated  more  than  one  individual  the 
need  to  make  this  manual  apply  to  things  other 
than  contract  information. 


It  was  changed  a little  bit,  but  thla  Is  to 
mention  only  to  show  that  there  Is  so  much  dis- 
cussion about  ths  use  of  Government  classified 
Information  in  terms  of  contract  requirements. 

John  Berry  just  mentioned  that  If  there's  any 
question  about  your  holding  classified  Informa- 
tion now,  the  concept  is  all  Imbedded  In  these 
contract  proesdures,  and  a little  old  Induatrlal 
Security  Manual  says  if  you  don't  need  that  In- 
formation, you  have  to  get  rid  of  it. 

This  actually  is  a contradiction  of  the  Govern- 
ment's Interest  in  the  Industrial  support  being 
able  to  provide  for  the  defense  of  this  nation. 

The  Government  is  full  of  people  who  would  love 
to  see  to  li — and  they  do,  as  Warren  Indicated 
for  Stanford  Research — the  Government  le  full 
of  people  v.ho  would  like  to  tee  that  the  potential 
for  the  logistics  support  of  our  national  defense 
means  la  kept  as  strong  as  possible,  and  where 
there  la  any  necessity  whatsoever  or  any  desir- 
ability that  you  In  Industry  retain  the  material 
necessary  to  provide  you  with  the  basis  for 
supporting  the  nation,  you  will  get  the  lnforma- 
t ton . 

Mow,  my  message  to  NfMS  la  to  reorient  Itself 
and  make  representations  In  the  name  not  of 
contractors,  not  of  Industrial  security,  not  In 
terms  of  these  procedural  matters  that  John 
Berry  so  aptly  referred  to  a moment  ago,  but 
raise  your  sights  to  providing  for  the  defense 
of  the  United  States,  and  If  there's  necessity, 
the  Department  of  Defense  agency  can  provide  a 
different  kind  of  a vehicle  for  the  use  of 
material  bearing  the  classification  mark,  and 
1 won't  give  it  the  term  classified  material, 
because  a lot  of  it  really  isn't,  just  has 
classification  markings,  but  If  :here'a  necessity 
for  a Department  of  Defense  collection  for  the 
use  of  material  for  defense  purposes,  fine. 

You're  always  going  to  have  trouble  to  try  to 
cram  that  Into  a contractual  document. 

1 suggest  that  NCMS  look  at  that, 

MRS.  CLIFTON:  1 didn't  get  your  name. 

MR.  FLORENCE:  Bill  Florence,  sell-employed, 
free-wheeling. 

MRS.  CLIFTON:  Thank  you.  We  have  a lot  of  free- 
wheelers  here  today. 

Are  there  any  other  questions? 

In  closing  I'd  like  to  say  that  it's  really  been 
great  to  see  you  people  here  and  to  know  that 
you  are  concerned  with  our  problems,  because 
sometimes  we've  felt  we're  all  alone  in  this 
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battle.  With  that.  I'd  like  to  say  It's  been  a 
real  pleasure  to  cone  to  your  meeting  and  ahare 
our  problems  with  you  and  our  thoughts  on  how  to 
solve  them.  The  Interaction  between  our  groups 
will,  I hope,  be  very  productive. 


PANEL:  INTERNATIONAL  SECURITY 
MR.  A.  A.  CORREIA,  Moderator 
Rockwell  International  Corporation 

MR.  E.  M.  SILVER,  Panelist 

Manager,  International  Governmental  Liaison, 

Hughes  Aircraft  Company 

MR.  E.  T.  BROUN,  Panelist 

Manager,  Licensing,  Rockwell  International 

MR.  RAE  NEHLS,  Panelist 
Field  Management  Division 
Office  of  Industrial  Security 
Defense  Supply  Agency 

PRESENTATION  BY  MR.  SILVER 

Yesterday  morning,  as  1 was  motoring  down  to  San 
Diego,  I heard  a very  Interesting  news  Item  on 
the  radio. 

It  seems  that  in  Ssn  Francisco,  the  City  Council- 
man in  reviewing  the  City  Code,  found  that  it  la 
against  the  law  for  ugly  people  to  appear  on  the 
streets  of  San  Francisco,  and  therefore,  are 
repealing  that  City  Ordinance. 

I would  like  to  suggest  that  there  are  other 
governmental  organizations  with  laws,  regulations, 
et  cetera,  that  perhaps  should  be  reviewed  in  this 
same  light. 

You  know  that  ch*  kids  are  all  out  doing  ecology. 
The  boys  are  gathering  newspapers  for  recycling 
and  the  girls,  aluminum  cana,  and  now  we  are  told 
to  recycle  everything  in  the  interest  of  saving 
our  national  energy.  The  Idea  of  recycling  is 
not  really  new. 

The  Federal  Government  Invented  it  a long  time 
ago.  From  an  International  aspect,  they  have 
been  recycling  requests  for  foreign  disclosure 
of  information  for  years. 

The  logic  of  this  seems  to  be  that  the  more  times 
you  can  review  or  recycle  a disclosure  request, 
the  better  the  decision  is  going  to  be.  The  fact 
that  identical  information  was  reviewed  last  year 
by  an  equally  competent,  if  not  the  same,  group 
of  people,  and  the  year  before  that,  and  the  year 
before  that  is  of  no  significance. 


About  five  or  six  years  ago,  the  Office  of  Muni- 
tions Control  (OMC)  decided  that  even  though 
everyone  had  been  operating  apparently  vary  well, 
using  the  non-renewable  disclosure  Authorization 
Letters  for  the  export  of  classified  data,  that 
this  should  be  changed  and  that  we  should  use  s 
license  renewable  once  a year.  In  order  to  re- 
new this  license,  one  would  have  to  go  through 
the  sane  basic  processing  procedure  that  was 
followed  on  the  initial  application. 

What  has  happened  as  a result.  Is  that  each  time 
you  go  back  for  a review,  you  must  first  approach 
the  Contracting  Officer  for  permission  to  repub- 
lish and  redistribute  the  classified  document. 
This  provides  an  additional  opportunity  for 
Contracting  Officers  to  determine  what  the 
national  policy  is  going  to  be  for  the  foreign 
disclosure  of  classified  information.  Without 
the  Contracting  Officer's  approval,  you  cannot 
go  to  OMC  to  get  your  license  in  the  first  place. 

Let  me  make  it  clear  that  I'm  not  discussing  the 
disclosure  of  unclassified  technical  data  which 
OMC  also  controls. 

This  discussion  is  directed  principally  to  the 
disclosure  of  U.S.  classified  Information  to 
foreign  governments. 

We  enter  into  a recycling  through  Contracting 
Officers  with  the  Contracting  Officer  on  a fairly 
low  level  of  determining  what  the  policy  of  the 
U.S.  Government  is  going  to  be  in  the  disclosure 
of  a specific  classified  document. 

Because  of  this  constant  annual  recycling,  we 
find  ourselves  strapped  with  a time  problem  in 
addition  to  the  requirement  of  going  through  so 
many  reviews  in  getting  an  approval  to  begin 
with. 

Even  after  a classified  system  or  a piece  of 
classified  equipment  has  been  sold  and  delivered, 
we  still  find  a processing  difficulty  in  obtain- 
ing permission  for  representatives  of  the  same 
foreign  government  to  come  to  the  United  States 
and  carry  on  classified  discussions  with  us  as 
well  as  for  supplying  them  with  classified 
brochures  regarding  their  newly  acquired  equip- 
ment . 

The  regulations  for  the  retention  of  classified 
material  for  which  foreign  disclosure  has  been 
authorized  are  identical  as  an  across-the-board 
application  of  the  rules  for  governing  U.S. 
classified  material,  which  is  held  tightly  under 
the  cognizance  of  the  Contracting  Officer. 
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Once  the  material  he*  been  sold  abroad  or  claaal- 
fled  documents  have  been  exported  by  the  U.S. 
Government,  It  ie  strange  that  the  retention  and 
reproduction  abroad  la  of  no  concern,  but  in  the 
U.S.,  all  the  rules  for  the  handling  of  classi- 
fied documents  still  apply. 

The  other  night,  I vas  commenting  to  an  Indivi- 
dual that  we  could  be  faced  with  a situation 
where  the  Contracting  Officer  would  not  permit 
us  to  retain  classified  material  in  our  company 
files,  but  If  the  same  U.S.  classified  material 
had  already  been  exported  to  a foreign  govern- 
ment, it  might  be  necessary  for  us  to  go  abroad, 
visit  the  foreign  government  to  have  access  to 
the  U.S.  classified  material  we  developed,  but 
for  which  the  Contracting  Officer  could  not 
foresee  any  future. 

I think  that  thara  should  be  some  consideration 
given  to  all  siaterlal  which  has  been  approved 
for  release  to  foreign  nationals.  Maybe  the 
same  rules  should  not  apply. 

Perhaps  your  marketing  organizations  are  very 
meticulous  in  preparing  their  marketing  brochures, 
but  where  1 work,  occasionally  we  will  prepare  a 
marketing  brochure,  we  will  go  through  all  the 
procedures  and  obtain  a license  to  export  the 
document,  we  will  have  the  document  placed  in  the 
hands  of  the  foreign  government,  only  to  find  out 
that  there  was  something  objectionable  in  the 
presentation.  It  ia  to  our  advantage  to  com- 
pletely revise  the  format,  particularly  some  of 
the  unclassified  information  in  the  brochure. 

The  level  of  classified  technical  data  In  the 
revised  brochure  is  to  be  identical.  The  problem 
is,  we  have  created  a new  brochure,  a new  classi- 
fied marketing  device,  and  we  must  go  back  to 
the  very  beginning.  We  must  go  all  the  way  back, 
starting  all  over  again  with  our  processing,  as 
if  we  had  never  been  through  the  circuitous  route. 

Two  arenas  where  the  disclosure  of  classified 
material  is  performed  under  the  direction  of  the 
U.S.  Government  are  the  following:  One  is  the 
release  of  documents  abroad,  the  export  of  docu- 
ments via  Government-to-Government.  channels  based 
on  an  export  license.  The  other  is  visits  by 
foreign  nationals  to  our  U.S.  plants.  There  has 
been  no  correlation  between  these  two  activities. 
The  Air  Force  recognised  the  redundant,  staffing 
for  identical  information  and  have  stated  in  their 
visit  approval  letters  that  if  the  Contractor 
already  holds  a munitions  license  for  the  dis- 
closure of  the  specific  U.S,  classified  informa- 
tion involved  in  the  visit,  that  their  approval 
is  granted  for  the  discussion  of  that  same 
material  during  the  vieit.  The  interesting  thing 


ia  that  even  though  this  letter  is  sn  enlight- 
ened approach  to  the  handling,  the  procedure 
that's  being  followed  is  not  in  accordance  with 
the  regulations  the  contractors  are  required  to 
follow  in  the  Industrial  Security  Manual.  The 
Industrial  Security  Manual  provides  for  certain 
routes  that  these  letters  of  approval  must  be 
sent  through,  and  that  they  are  to  specifically 
state  the  level  and  scope  of  the  classified 
information  to  be  released. 

Based  on  Paragraph  5h  of  the  ISM,  one  must 
obtain  approval  to  Incorporate  U.S.  classified 
features  in  a foreign  proposal.  Additionally, 
in  Paragraph  5p  of  the  ISM,  publication  and 
distribution  of  classified  sales  literature 
(this  is  interpreted  to  mean  all  U.S.  classi- 
fied documents  for  which  the  Contractor  requests 
release)  is  controlled  by  the  Contracting  Officer. 

Between  these  two  acts,  you  can  see  that  a Con- 
tracting Officer  has  the  opportunity  to  administer 
decisions  affecting  U.S.  foreign  disclosure  policy 
on  specific  U.S.  classified  Information. 

1 don't  know  that  there  la  any  appeal  route,  but 
unless  your  brochures  have  satisfied  steps  1 and 
2,  the  State  Department  will  not  accept  your 
request  for  on  export  .license. 

If  you  have  been  successful  in  going  through  steps 
1 and  2,  then  you  go  to  the  Office  of  Munitions 
Control.  Within  the  Office  of  Minltlons  Control, 
a very  detailed  staffing  and  review  of  the  candi- 
date classified  document  takes  place.  The  Office 
of  Munitions  Control  makes  no  unilateral  decision, 
but  bases  its  decision  on  the  positions  of  the 
various  military  services,  including  DDR&E  and 
other  governmental  organizations. 

The  User  Agencies  of  the  same  Contracting  Officers, 
which  have  just  finished  reviewing  the  same  docu- 
ment under  steps  1 and  2,  again  review  the  identi- 
cal material. 

So  far,  the  same  document  has  bef.n  cycled  through 
at  least  three  reviews  by  the  same  User  Agency. 

During  this  time  period,  if  the  same  foreign 
nationals  that  we  have  processed  a document  export 
approval  for  were  to  request  a visit  to  our  facility, 
they  would  have  to  submit  a visit  request  to  the 
three  military  services.  The  three  military 
services  would  have  to  go  through  an  independent 
staffing  to  determine  the  releasability  of  the 
identical  information  for  classifications  at  our 
facility. 
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These  tvo  steps  are  apparently  Independent  and 
there  la  no  cross-over  or  coordination.  Each 
request  for  classified  discussions  at  a U.S. 
facility  Is  determined  on  a case-by-caae  review, 
Independent  of  any  existing  Munitions  Control 
case  or  prior  visits  for  the  same  access. 

Let's  now  move  Into  the  phase  of  marketing  where 
a whole  year  has  gone  by  and  we  haven't  obtained 
a contract.  The  license  that  we  hold  for  the 
release  of  classified  material  has  expired. 

We  want  to  pursue  out  marketing  efforts  by  send- 
ing some  more  of  the1 same  documents  to  the  same 
foreign  country.  We  must  start  all  over  again 
as  if  the  first  year  had  never  existed. 

Basically,  the  Contracting  Officer  only  approved 
the  publication  and  distribution  of  this  classi- 
fied document  for  your  initial  stated  distribu- 
tion. 

Wc  go  back  to  the  same  Contracting  Officer  to  get 
permission  to  publish  the  document  to  send  it  to 
the  Scate  Department  again,  since  our  license  was 
only  issued  for  one  year.  You  are  also  In  trouble 
because  Paragraph  51  requires  disposition  for 
classified  documents  generated  in  connection  with 
unsuccessful  marketing  attempts. 

Let's  presume  that  sometime  in  the  second  year  we 
become  successful  and  obtain  a contract.  Not  only 
did  we  obtain  a contract,  but  let's  further  pre- 
sume that  it  is  for  software  and  the  delivery  of 
hardware.  We  need  a different  license  now,  a 
license  that  describes  the  specific  piece  of  hard- 
ware or  pieces  of  hardware  that  are  to  be  delivered 
to  a foreign  government. 

Again,  you  must  go  back  to  the  State  Department. 

In  order  to  explain  to  the  Stare  Department  what 
this  hardware  is,  it  is  generally  to  your  advantage 
to  Include  some  brochures  that  describe  it. 

Where  are  you  going  to  get  the  brochures  that  des- 
cribe it?  Go  to  the  Contracting  Officer  and  ask 
him  for  permission  to  republish  the  same  document 
again.  Also  ask  him  for  permission  to  distribute 
it  to  the  State  Department  again,  and  once  more 
you're  off  and  running. 

You've  got  your  hardware  export  license.  The  hard- 
ware export  license  again  Is  only  valid  for  one 
year.  The  hardware  that  you're  going  to  build  is 
not  to  be  finished  for,  say,  a year  and  a half. 

You  have  your  choice  of  either  waiting  about 
seven  months  and  then  going  In  for  an  export 
license,  or  you  can  Immediately  go  in  for  an 
export  license. 


At  Hughes  Aircraft  Company,  we  don't  like  to  go 
out  and  spend  a lot  of  money  building  hardware 
if  we’re  not  pretty  certain  that  we  are  going 
to  be  able  to  export  that  hardware  when  it' 
finished.  Our  approach  has  always  been,  ovv 
if  the  hardware  won't  be  shipped  for  two  or 
three  years,  that  we  want  a security  blanket, 
so  to  speak,  of  an  export  license . All  during 
the  process  of  building  the  hardware,  subcon- 
tracting for  the  special  parts,  spending  the 
overhead  dollars,  etc.,  wc  must  know  our  chances 
of  being  able  to  deliver  the  hardware. 

Continuing  this  development  to  the  next  logical 
step,  we  get  Into  a licensing  agreement  where 
we'  re  going  to  allow  the  manufacture  abroad 
that  involves  U.S.  classified  Information. 

Again,  you  go  to  OMC,  but  this  time  with  a 
proposed  license  agreement  which  specifies 
which  sales  territories  are  to  be  Included, 
what  the  product  Is,  where  It  came  from,  which 
military  organization  has  cognizance.  Pre- 
ferably, OMC  would  like  us  to  again  include 
some  description  of  the  classified  information 
that's  involved,  so  once  more,  we  go  back  to 
the  Contracting  Officer  to  get  permission  to 
republish  the  very  same  document. 

Now,  a very  interesting  thing  happens.  When  we 
reach  this  point,  we  almost  receive  a carte 
blanche  export  authority.  Once  we  obtain  an 
approved  License  and  Technical  Assistance  Agree- 
ment that  Involves  the  disclosure  of  U.S.  classi- 
fied information,  no  longer  do  we  need  to  go 
back  to  the  State  Department  with  the  DSP-85 
request  for  the  release  of  technical  data  as 
long  as  it  waa  described  within  the  scope  of 
the  approved  manufacturing  agreement.  Not  only 
Is  this  good  news,  but  our  approval  probably 
extends  over  the  next  several  yearB. 

But  wait,  there  is  still  a requirement  that  you 
notify  the  Contracting  Officer  whenever  classi- 
fied material  is  sent  to  a foreign  government 
according  to  the  Industrial  Security  Manual, 
Paragraph  17e.  Even  though  we  now  have  this 
approved  License  and  Technical  Assistance  Agree- 
ment, or  have  a broad  blanket  approval  for  the 
release  of  technical  data  abroad,  vhst  happens 
when  our  foreiRn  licensee  visits  our  facilities? 
He  still  has  to  write  a visit  request.  He  still 
has  to  identify  the  information  ne  wants  to 
discuss.  The  visit  request  still  has  to  be 
processed  Individually  bv  each  of  the  military 
services . 

Now  comes  the  time  for  closing  the  contract, 
Here's  where  we  get  into  an  interesting  dis- 
cussion. If  we  are  working  on  a License  and 


Technical  Assistance  Agreement  and  the  licensee 
issues  contracts  for  us  to  provide  certain  assis- 
tance when  these  Individual  contracts  close,  oust 
we  obtain  retention  approval  lor  our  claaslfled 
material? 

If  by  cilia  time  the  U.S.  Government  haa  declassi- 
fied the  material,  the  only  classification  the 
materlul  carries  would  be  a foreign  clasalflcs- 
tlon.  Even  though  It's  a foreign  claasi f lcallon , 
the  rule  is  that  you  protect  their  claaslfled 
material  In  the  seme  manner  as  U.S.  classified 
material  and  40  the  same  rules  apply.  Uc  can  be 
faced  with  the  situation  of  going  to  our  foreign 
customer,  who  holds  the  information,  based  on  our 
license  agreement,  and  asking  him  II  we  can  re- 
tain our  Information  that  we  generated,  but  which 
he  classlllcd.  Not  a very  realistic  approach. 

Basically,  the  foreign  governments  arc  not  so 
concerned  with  retention  of  clnsalflod  material 
as  the  U.S.  Government  is.  Their  attitude  la, 
they  want  their  programs  to  he  supported.  They 
want  to  be  able  to  call  on  a contractor  not  only 
to  aupport  equipment  they  are  actively  acquiring, 
hut  they  want  after-sales  support  and  proposals 
on  how  u>  improve  the  equipment . Their  concern 
la  rather  will  we  have  adequate  Information  to 
support  them,  not  that  we're  going  to  have  too 
much.  Their  attitude  Is  that  the  cost  of  storing 
material  will  he  sut  (Ideal  to  motivate  contractors 
to  get  rid  of  all  the  unnecaasnry  Information. 

We  alwaya  want  to  be  able  to  take  Information,  In 
which  we  hold  a proprietary  Interest,  to  the  Office 
of  Munitions  Control  for  an  nxport  determination. 
Because  of  the  hopeful  time-phased  declassifica- 
tion of  most  U.S.  Information,  we  must  be  permitted 
retention  for  information  nccesaary  to  support 
possible  fornign  sales  and  necessary  release 
requests . 

The  recommendations.  Now  that  I've  corn  the 
program  apart,  let's  rebuild  It.  The  recommenda- 
tions: Get  the  Contracting  Officers  out  of  the 
loop  of  being  notified  each  time  classified 
material  Is  being  sent  abroad.  Out  of  the  loop 
of  reviewing  classified  material  for  publication 
and  distribution.  Gel  them  out  ol  the  loop 
completely  on  internal luuul  operations. 

In  place  of  the  Contracting  Officer,  still  main- 
tain the  Office  of  Munitions  Control  which,  ns  1 
espial  tied  earlier,  coordinates  all  of  their  art  ions 
through  the  mtlUaiy  services,  which  represent 
these  Contracting  Officers. 

Oneo  classllted  material  has  been  approved  for 
export,  stop  the  roqui roment  for  the  annual  Office 
ol  Munitions  Control  renewal  and  go  immediately  to 


the  situation  that  1 described  for  the  l.lcsnse 
and  Technical  Aaalatanee  Agreements.  Once  the 
material  has  bnen  exported  or  once  we  have  an 
approved  level  for  disclosure  of  technology, 
let's  stop  recycling  the  approvals  over  and 
over  again. 

Permit  classified  visits  In  tho  United  States, 
based  on  an  export  license  or  Technical  Assis- 
tance Agreement.  Under  this,  the  foreign 
national  visitor  would  go  to  his  government. 

His  government  would  certify  that  the  foreign 
national  Is  Indeed  cleared.  The  foreign  govern- 
ment would  notify  the  contractor  via  the  U.S. 
Government,  but  the  atafflng  of  determining 
what  hnB  been  approved  for  release  or  what 
hasn’t  (the  requirement  to  have--as  one  of  the 
military  services  does — a military  representa- 
tive present  during  the  vlnlt),  would  sll  vanish. 
To  show  you  the  fallacy  of  this  requirement  to 
have  c military  repreaentat lve  prosent  during 
a classified  vlalt,  lot  me  explain  that  under 
the  terms  of  the  Industrial  Security  Manual,  we 
can  send  our  marketeers  to  a foreign  country  and 
we  can  dlsclone  and  diseuas  U.S.  classllted 
information  contained  on  that  export  license 
without  any  U.S.  militury  representative  preaeiU 
and  without  any  other  approval.  In  effect,  wc 
haw  greater  latitude  and  I reedom  in  currying 
on  U.S.  classified  discussions  In  foreign 
countries  than  we  11O  hero  In  the  United  Status. 

Abolish  the  U.S.  Gontrscllng  Officer  retention 
requirement  for  nil  U.S.  classified  information 
for  which  an  export  license  haa  been  laaued. 

We  have  pernlaslon  to  export  classified  docu- 
ments or  they  have  been  exported;  let's  stop 
the  requirements  of  retention  and  I raiismlsslon 
until  lent  Inn. 

Lot's  avoid  having  to  ever  send  our  personnel 
to  a holder  of  one  of  our  documents  In  a foreign 
government  because  we  could  not  get  permission 
to  retain  the  classified  document  I rom  tho 
Contracting  Oil  leer. 

PRESENTATION  BY  MR.  BROWN 

There's  an  old  saying  that  goes  something  like, 
"It 'a  eaay  to  dislike  someone  you  don't  know," 
Now  I'll  be  the  flrsi  to  admit  that  1 didn't 
like  c lassi f lent  Ion  mnnagera  as  a group — nothing 
personal  mind  you — It  wan  because  they  repre- 
sented a stumbling  block  on  the  road  to  progress 
In  the  conduct  of  IhihIuonh — at  least  that's  the 
way  1 used  to  think. 

When  Tony  Correia  approached  me  to  he  a panelist 
nt  this  serolnsr  1 though,  "Oh  hoy,  here's  an 
opportunity  to  really  tee  tiff  on  these  guys  who 
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keep  telling  me  whet  I can't  do!"  It's  a good 
thing  1 used  the  expression  "tee-off"  because  it 
reminded  me  of  what  happens  when  1 use  that 
mental  approach  to  playing  golf — I either  wind 
up  dribbling  the  bell  just  past  the  ladles  tee 
or  I go  screaming  out-of-bounds. 

So,  like  golf,  1 decided  I had  better  find  out  a 
little  more  about  the  game  before  getting  on  the 
course  with  the  club  pro.  It's  obvious  that  I'll 
never  play  the  game  as  well  as  the  pro,  but  1 will 
at  lr  let  understand  what  he's  talking  about  when 
he  tells  me  how  to  Improve  my  game. 

I started  by  reading  the  Proceedings  of  last 
year's  National  Seminar  and  was  very  impressed 
to  note  that  the  major  portion  of  the  discussions 
related  to  ways  of  combating  over-classification, 
resistance  to  declassification  and  cumbersome 
administrative  procedures.  It  takes  a highly 
motivated  classification  manager  to  challenge 
the  need  for  classifying  Information  when  it  la 
so  much  easier — and  safer — to  classify  It  "just 
in  case."  Besides  the  cost  associated  with  his 
decision  doesn't  come  out  of  his  pocket  or  his 
operating  budget.  When  you  balance  that  against 
the  classification  manager's  basic  responsibility 
of  protecting  the  nation's  security  and  of  inter- 
preting the  myriad  of  policies  and  procedures  on 
the  subject,  you  can  begin  to  understand  his 
reasons  for  caution  and  conservatism.  Again,  X 
liken  it  to  the  game  of  golf— each  shot  is 
different  and  the  opportunities  to  screw  up  are 
unlimited. 

When  you  look  at  international  security,  all  of 
the  problems  are  "doubled  In  spades."  While  the 
guidelines  are  well  established  for  determining 
just  who  are  our  friends,  our  enemies  or  neither, 
we  will  all  probably  agree  that  while  we  may  have 
common  goals  with  them,  none  of  our  foreign 
associates  have  the  same  motives  and  objectives 
as  the  United  States,  Perhaps  this  is  the  reason 
there  Is  leaning  toward  ultra-conservatism  in  the 
release  of  data — e.ven  unclusslf ied/unllmited 
data — to  foreign  associates. 

The  result  is  a dichotomy.  We  have  a national 
policy  aimed  at  Increasing  foreign  trade  to  Im- 
prove our  balance  of  payments  position.  Our 
experience  indicates  that  this  can  best  be 
accomplished  through  the  medium  of  high  technology 
products,  a large  percentage  of  which  (especially 
In  the  electronics  industry)  had  their  origin  in 
military  developments  or  In  company  financed 
independent  research  and  development  projects 
which  requires  that  any  product  or  data  that  could 
be  used  for  military  purposes — generally  those 
things  listed  in  the  International  Traffic  in  Arms 
Regulations  or  ITAR — requires  export  license 


approval.  Additionally,  anything  developed  in 
a defense  industry  that  is  not  obviously  in  the 
public  domain  is  considered  military  Information 
defined  as  unclassif led/controlled  by  the  cogni- 
sant military  organization  for  that  plant. 

My  panel  colleagues  who  preceded  me  have  indi- 
cated some  of  the  problems  of  double  and  even 
triple  jeopardy  in  getting  export  approval  on 
the  sale  or  licensing  of  military  products  to 
friendly  foreign  military  customers.  1 think 
there  is  an  equally  serious  problem  In  trying 
to  promote  foreign  trade  in  high  technology 
products;  it  becomes  monumental  when  you  try  to 
promote  trade  with  the  USSR  and  other  Socialist 
countries  in  support  of  the  current  environment 
of  detente  which  la  aimed  at  relieving  the 
tensions  and  hazards  of  the  cold  war. 

What  ere  the  Soviets  interested  in?  High  tech- 
nology! You  guessed  it — mllitary/aeroapace 
oriented  Industries  where  the  government  and 
industry  Invest  heavily  In  technology  develop- 
ment. One  factor  that  I believe  a lot  of  people 
do  not  appreciate  is  the  fact  that  Russian 
scientists  are  on  a par  with  the  best  in  the 
world  and  they  are  fully  aware  of  world-wide 
developments  in  scientific  discovery — they  have 
done  their  homework  well.  The  area  In  which 
the  Soviets  seem  to  have  difficulty  is  in  apply- 
ing scientific  knowledge  to  the  solution  of  a 
myriad  of  problems — militaiy,  civil,  industrial, 
commercial,  or  whatever.  Oddly  enough,  the  sane 
thing  Is  -rue  to  a lesser  extent  and  in  varying 
degrees  in  other  countries  around  the  world.  So 
the  pro-pact  of  applying  our  know-how,  expertise 
and  proprietary  materials  and  processes  to  the 
solution  of  foteign  country  problems  becomes 
remote.  And  while  it  may  appear  that  we  are 
giving  away  our  know-how  for  a small  return,  we 
always  manage  to  come  up  with  solutions  that 
require  purchasing  a high  percentage  of  our 
products  that  arc  unavailable  elsewhere. 

So  the  problem  we  face  is  In  applying  the  principle 
of  technology  transfer  to  the  development  of 
business  opportunities  in  foreign  countries. 

Where  It  is  a military  product  with  a friendly 
nation,  there  are  road  maps  which  can  be  followed 
and,  as  the  gentlemen  on  the  panel  who  prece 
me  have  indicated,  there  are  a number  of  unmarked 
hazards  and  detours  to  be  overcome  but  generally 
the  problems  can  be  worked  out.  Where  it  is  a 
high  technology  effort  with  a non-aligned  or 
controlled  economy  nation  one  must  approach  the 
problem  much  like  the  porcupines  making  love — 
very  carefully. 

One  area  where  progress  could  be  made  In  promoting 
trade  where  the  benefits  would  outweigh  the  possible 
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compromise  of  security  Is  conslderatisn  of  the 
releaaabllity  of  technological  fall-outs  from 
military  programs  at  the  time  the.  original 
analysis  of  classification  is  being  made  and 
similarly  at  each  subsequent  review  of  the 
DD  254.  By  this  1 mean  that  a determination  be 
made  on  whether  a commercial  version  of  a mili- 
tary product  can  be  released  and  to  what  coun- 
tries. Further,  that  a similar  determination 
be  made  on  which  of  the  technologies  required 
to  meet  performance  objectives  require  control 
over  their  release. 

To  illustrate  the  point  let's  look  at  the  classi- 
fication of  a strap-down  Inertial  navigation 
system.  As  you  know  there  have  been  a great 
many  papers  published  on  the  principles  of  oper- 
ation and  the  advantages  of  strap-down  navigation 
systems  and  as  a result  commercial  airlines 
around  the  world  are  looking  at  them  critically 
as  the  most  attractive  system  for  their  next 
generation  aircraft.  The  DD  254  for  a military 
funded  development  program  for  such  a system 
reads  as  follows: 

"All  aspecto  of  the  work  under  this  contract  are 
UNCLASSIFIED  except  for  the  following:  ..."  and 
then  the  DD  254  Hats  a series  of  accuracy 
parameters  such  as  position,  velocity  and  atti- 
tude accuracy,  which  it  says  are  "CONFIDENTIAL" 
but  with  the  following  note:  "The  above  indicated 
classification  applies  only  if  the  gyros'  random 
and/or  compensated  drift  rate  is  lese  than  (blank) 
o/hr  RMS  per  axis  and/or  the  system's  position 
error  Is  less  than  (blank)  mi/hr  CEP.  Now... can 
you  imagine  the  problem  of  a potential  commercial 
customer  asking  the  very  obvious  question,  "How 
accurate  is  your  system?"  The  obvious  answer,  of 
course,  would  be,  "Adequate  for  your  requirements 
unless  they  are  very  stringent  in  which  case  1 
can't  tell  you  because  its  clasaif led . " 

We  have  been  approached  by  the  French  who  are. 
interested  In  obtaining  a license  for  producing 
strap-down  systems  for  their  aircraft  because 
they  have  concluded  that  we  are  sufficiently 
ahead  of  them  in  development  that  it  would  be 
economically  more  attractive  to  buy  the  know-how 
than  to  develop  it  themselves.  When  they  reviewed 
with  ua  the  development  work  they  have  been  doing, 
there  was  no  question  in  our  minds  that  they  were 
on  the  right  track  and  would  wind  up  with  a good 
system.  However,  ii.  light  of  the  words  of  the 
DU  254  they  could  conceivably  complete  their 
development  long  before  we  could  unscramble  the 
problem  of  whether  we  can  tell  them  how  accurate 
the  system  is. 


Let  me  tell  you  of  another  situation  where  a 
technological  fall-out  from  s military  develop- 
ment offers  a potential  means  for  combating  a 
natural  disaster.  We  have  been  doing  some 
rather  extensive  work  with  the  U.S.  Geological 
Survey,  Center  for  Earthquake  Research,  with  a 
device  called  a Tlltmeter.  In  principle  the 
Tiltmeter  sensor  is  simply  the  ancient  bubble 
or  spirit  level,  in  which  the  position  of  the 
bubble  or  void  in  a body  of  fluid  is  used  to 
indicate  the  attitude  of  the  fluid  container 
with  respect  to  gravity.  It  has  been  adapted  by 
the  addition  of  electrical  circuits  to  permit 
indication  of  bubble  readings  into  automatic 
control  loops.  Sounds  simple  enough,  but  the 
clincher  is  the  accuracy  and  sensitivity  of  the 
device.  To  impress  people  with  the  significance 
of  its  capabilities  we  have  printed  a brochure 
which  says,  "If  the  whole  USA  should  tilt  so 
that  the  East  Coast  rose  by  an  amount  equal  to 
the  diameter  of  s U.S.  half-dollar  we  can  measure 
the  angle  of  tilt  on  the  West  Coast."  That 
incidentally  is  an  angle  of  5 x 10-7  degrees  or 
a 5 with  6 zeros  in  front  of  it.  By  observing 
the  behavior  of  the  tlltmeter  mounted  on  a 
13-ton  block  of  granite  (which  incidentally  1 
can  tilt  sufficiently  with  my  hand  for  the  meter 
to  respond)  we  have  observed  a correlation 
between  the  build-up  of  eaith  till  and  the 
subsequent  occurrence  of  an  earthquake.  After 
the  quake  which  the  tiltmeter  also  records  very 
accurately  as  a seismometer  the  earth  tilt  ie 
restored.  Unfortunately  the  correlation  is  not 
1002,  however  a group  of  Russian  scientists  have 
been  doing  some  Interesting  research  which 
indicates  that  there  is  also  a correlation 
between  changes  in  the  waveform  of  primary  and 
secondary  shock  waves  from  small  seismic  distur- 
bances and  the  occurrence  of  severe  earthquakes. 

It  appears  that  a joint  research  project  with 
the  USSR  to  use  the  tiltmeter  (which  records 
both  phenomena)  to  predict  earthquakes  so  that 
people  may  take  precautionary  measures  would 
make  a lot  of  sense.  There  is  even  hope  that  a 
means  may  be  available  for  preventing  earth- 
quakes. Scientists  experimenting  with  geothermal 
energy,  where  they  pump  water  deep  into  the  earth 
to  create  super-heated  steam  for  power  generation, 
have  found  that  the  process  creates  low  magnitude 
earthquaies  which  appear  to  relieve  the  build-up 
of  pressures  thst  tend  to  lead  to  higher  magni- 
tude earthquakes.  Installing  geothermal  systems 
along  faults  such  as  the  San  Andreas  fault  could 
be  the  answer. 

Sounds  beautiful,  doesn't  it?  Now  comes  the 
hooker.  The  tiltmeter  originated  as  a device 
for  aligning  the  navigation  system  in  s strategic, 
missile;  it  la  also  used  in  the  calibration  of 
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inertial  instruments  to  provide  a very  high 
degree  of  accuracy  in  military  weapon  systems. 

When  you  consider  the  fact  that  export  approval 
on  the  technology  required  to  build  a modern 
truck  factory  in  the  U5SR  was  held  up  for  months 
and  months  because  someone  was  concerned  that 
the  Russians  would  use  the  factory  to  produce 
military  trucks,  the  probability  of  obtaining 
approval  to  release  detail  data  on  tiltmeters 
for  a Joint  leaearch  project,  or  to  sell  devices 
to  the  USSR  is  extremely  low.  1 guess  for  the 
present,  the  Soviet  scientists  will  have  to 
struggle  along  with  their  conventional  tilt- 
meters  which  consist  of  two  six-foo'.  long  pools 
of  mercury  installed  i.i  a precisely  temperature- 
controlled  vault  in  place  of  e ouo-inch  diameter 
bubble  level. 

Now,  1 realize  that  1 have  selected  a couple  of 
"way-out"  examples  to  overdramatize  the  problem 
and  1 am  probably  guilty  of  suggesting  a utopian 
solution  because  it  would  greatly  simplify  my 
job  of  trying  to  get  a better  return  on  the 
technology  that  the  government  and  my  company 
have  Invested  in.  It  also  is  possible  that  some 
of  you  are  working  the  problem  and  it  obvioualy 
has  an  element  of  passing  the  buck  to  you  classi- 
fication managers.  However,  on  the  other  side  of 
the  coin  I think  it  has  been  clearly  demonstrated 
that  advanced  or  long-range  planning  la  a neces- 
sary discipline  for  doing  anything  well.  The 
defense  establishment — both  government  and 
Industry — do  it  extensively.  We  plan  our  re- 
search and  development  programs  to  provide  solu- 
tions to  defense  requirements  projected  many 
years  into  the  future.  1 am  suggesting  that 
consideration  be  given  to  introducing  an  element 
of  long-range  planning  into  the  classification 
system  to  address  the  problem  of  the  releasablllty 
of  high  technology  data  and  products  for  both 
military  and  commercial  applications  in  foreign 
countries.  Who  knows,  it  might  make  the  proces- 
sing of  applications  for  export  licenses  suffi- 
ciently predictable  to  permit  accurate  fore- 
casting of  foreign  sales. 

PRESENTATION  BY  MR.  NEHLS 

The  keen  interest  and  economic  considerations  of 
American  industry  in  foreign  trade  have  been 
dramatically  brought  to  your  attention  this 
morning  by  Messrs.  Brown  and  Silver.  Our 
national  government  supports  industry's  efforts 
to  increase  their  overseas  sales  and,  it  is  the 
policy  of  the  Department  of  Defense,  as  well  as 
other  departments  and  agencies  of  the  Government, 
to  encourage  the  promotion  of  foreign  export  and 
trade  by  American  companies  so  long  as  such 
activity  remains  consistent  with  the  national 
security  and  foreign  policy  of  the  Unites  States. 


Within  these  parameters  the  United  States 
Government  endeavors  to  assist  American  industry 
and  friendly  foreign  governments  in  the  inter- 
change of  that  classified  information  which  io 
deemed  essential  to  mutual  defense.  Note  that 
the  key  words  here  are  classified  information 
and  mutual  defense  Interests.  Accepting  the 
premise  that  only  the  United  States  Government 
can  classify  United  States  defense  information 
and  accepting  the  fact  that  matters  of  national 
security  and  foreign  policy  are  vested  solely 
in  the  Government,  we  instantly  conclude  that 
the  government  role  in  the  Interchange  of  classi- 
fied information  is  not  only  of  vital  importance 
but  essential  if  there  is  to  be  any  Interchange 
at  all.  It  is  axiomatic  that  classified  infor- 
mation— both  ours  and  that  of  our  allies — requires 
protection.  What  vehicle  then  is  used  to  afford 
protection  to  foreign  clasalfled  information? 

Security  Agreements 

As  you  might  expect  protective  measures  applicable 
to  the  international  exchange  of  classified  infor- 
mation are  based  upon  security  treaties  between 
our  Government  and  friendly  foreign  states  or 
international  organizations.  There  are  two  basic 
types  of  these  agreements:  bilateral,  those  which 
are  between  this  country  and  another;  and  multi- 
lateral, those  between  the  United  States  and 
several  allied  powera,  or  an  international  treaty 
organization  to  which  the  United  States  is  a 
signatory  member;  e.g.,  NATO,  SEATO,  or  CENTO. 

It  is  the  United  States  Department  of  State,  in 
concert  with  its  foreign  counterpart  that  negotiates 
these  treaties.  The  most  frequently  used  bilateral 
agreement  is,  in  security  language,  a Ceneral 
Security  Agreement.  Ceneral  Agreements  are  fairly 
standard  and  refer  to  mutual  defense  interests  and 
to  the  responsibilities  of  each  government  for  the 
protection  of  classified  information.  Briefly, 
they  agree  to:  First,  give  the  information  received 
substantially  the  same  protection  afforded  to  it  by 
the  releasing  government.  Second,  to  use  the  in- 
formation only  for  the  purposes  for  which  it  was 
released  by  the  releasing  government.  Thirdly,  to 
withhold  the  information  from  any  third  government 
or  party  unless  the  approval  of  the  releasing 
govommsnt  has  been  previously  obtained.  And  last, 
to  respect  all  proprietary  rights,  patents,  copy- 
rights, or  trade  secrets  involved  in  the  Informa- 
tion. 

General  agreements,  as  the  name  implies,  do  not 
address  tnemselves  to  the  exchange  of  any  specific 
type  or  quantity  of  classified  information.  Rather, 
they  are  meant  to  provide  security  assurances,  one 
country  with  another,  for  an  exchange  when  the 
signatory  governments  decide  to  do  so. 
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When  participating  governments  intend  that  the 
classified  military  technology  exchanged  will  be 
utilized  within  their  respective  defense  indus- 
tries, General  Security  Agreements  are  then 
strengthened  by  separate  and  detailed  procedures, 
referred  to  as  Industrial  Security  Agreements. 
Industrial  Security  Agreements  are  drafted  by 
the  Office  of  the  Deputy  Assistant  Secretary  of 
Defense  (Security  Policy),  which  also  partici- 
pates in  their  negotiation,  and  are  concluded 
between  the  Secretary  of  Defense  and  his  opposite 
number  In  the  foreign  government.  It  should  be 
emphasized  that  they  are  meant  to  enlarge  upon 
general  agreements  and  entered  into  only  after 
general  agreements  have  previously  been  consum- 
mated. 

In  some  isolated  Instances,  the  Scate  Department 
is  unable  to  negotiate  a satisfactory  General 
Security  Agreement  with  a foreign  government, 
but  the  defense  ministry  of  that  government  is 
able  to  offer  acceptable  guarantees  that  United 
States  classified  Information  transferred  to  it 
will  be  adequately  protected.  In  such  cases,  a 
special  agreement  la  negotiated  between  the 
United  States  Defense  Department  and  the  Defense 
ministry  of  the  foreign  government.  In  actual 
practice,  these  agreements  are  limited  In  scope 
and  usually  involve  information  of  a relatively 
low  degree  of  sensitivity  relating  to  defense 
material  which  has  been  sold  to  the  foreign 
country  In  the  furtherance  of  United  States 
interests  abroad. 

Each  special  agreement  is  tailored  to  meet  the 
particular  security  conditions  of  the  foreign 
government  and,  at  the  same  time,  to  satisfy 
United  States  security  requirements.  In  con- 
trast, General  Security  Agreemer.s,  and  their 
supplementing  Industrial  Security  Agreements 
are  predicated  on  the  assumption  that  the  foreign 
government  operates  a security  system  which, 
though  differing  in  detail,  is  roughly  parallel 
to  that  of  our  Government  and  the  United  States 
industrial  community. 

Bilateral  agreements  provide  the  protective 
framework  for  the  sale  of  classified  military 
equipment  abroad.  They  also  make  it  possible 
for  foreign  governments  to  purchase  certain 
classified  defense  material  from  the  United 
States.  And  finally,  and  perhaps  most  impor- 
tantly, they  enable  the  United  States  and  the 
foreign  governments  to  combine  their  classified 
technology  in  the  defense  Interests  of  their 
respective  countries. 

Multilateral  Security  Agreements,  on  the  other 
hand,  are  concerned  with  protecting  classified 
Information  contributed  by  the  United  States  and 


other  nations  as  participants  of  International 
treaty  organizations.  The  internal  Instruc- 
tions of  each  of  these  treaty  organizations 
require  that  each  member  nation  designate  an 
official  who  is  known  as  that  nation's  National 
Security  Authority.  The  National  Security 
Authority  is  responsible  for  the  security  of 
all  treaty  organization  classified  information 
within  his  own  country.  In  the  United  States, 
the  Secretary  of  Defense  has  been  designated  as 
the  National  Security  Authority  for  NATO,  SEATO, 
and  CENTO.  This  designation  except  for  a few 
particulars,  has  been  delegated  to  the  Deputy 
Assistant  Secretary  of  Defense  (Security  Policy) 
for  implementation  within  the  United  States, 

Classification  Guidance 


A few  minutes  ago  I spoke  of  Industrial  Security 
Agreements  which  amplify  existing  General  Agree- 
ments. All  Industrial  Security  Agreements  con- 
summated by  the  United  States  are  in  consonance 
with  the  procedures  of  the  Industrial  Security 
Manual  for  Safeguarding  Classified  Information 
and  it  is  in  these  agreements  that  we  find  the 
theme  of  classification  guidance. 

Here  we  find  a clause  stating  substantially 
that  each  government  in  the  process  of  negotiating 
a classified  contract  within  the  other  country, 
and  every  contractor  in  receipt  of  a government 
defense  contract  who  is  in  the  process  of  negoti- 
ating a classified  subcontract  within  the  other 
country,  shall  Incorporate  in  that  contract, 
request  for  proposal  or  subcontract  document  an 
appropriate  security  requirements  clause.  The 
appropriate  activity  of  the  contracting  govern- 
ment shall  furnish  the  designated  agency  of  the 
government  responsible  for  security  administra- 
tive measures  concerning  the  contract  and  the 
contractor  or  subcontractor  with  the  security 
classification  guidance  pertaining  to  each  classi- 
fied element  related  to  the  contract.  This 
guidance  should  be  in  the  form  of  a Security 
Requirements  Check  List  or.  If  necessary,  written 
detailed  special  instructions.  The  objective  is 
to  Identify  that  classified  information  which  is 
furnished  by  the  contracting  country  or  which  is 
generated  pursuant  to  the  contract  and  to  assign 
to  such  information  the  proper  security  classifi- 
cation. A reproducible  copy  of  the  classified 
contract  containing  the  security  requirements 
clause  and  appended  security  guidance  will  be 
submitted  to  the  appropriate  government  agency 
which  is  responsible  for  administering  contract 
security  measures.  Within  the  United  States  this 
would  be  the  Defense  Contract  Administration 
Services  Region  (DCASR)  having  geographical 
Jurisdiction  of  the  performing  contractor.  These 
procedures  have  the  familiar  ring  and  are  certainly 


comparable  to  th«  Armed  Services  Procurement 
Regulation  and  the  Contract  Security  Classifi- 
cation Specification  (DD  Form  254)  which  are  all 
too  familiar  to  our  domestic  operations.  To  this 
point  we  have  been  considering  security  guidance 
as  it  would  emanate  from  the  foreign  interests 
awarding  a prime  contract.  What  happens  when 
you — the  prime  contractor — desires  to  subcon- 
tract a portion  of  your  foreign  classified  prime 
contract'.  Recalling  that  third  countries  cannot 
be  involved  we  will  restrict  our  considerations 
within  our  own  borders.  You — the  prime  contrac- 
tor— will  develop  the  security  classification 
guidance  for  your  subcontract  in  the  same  manner 
using  the  DD  Form  254  you  would  if  the  original 
contract  were  of  domestic  origin.  The  DD  Form 
254  which  you  propose  for  the  subcontract  will 
be  sent  to  your  cognizant  security  office  for 
further  transmittal  to  the  foreign  government 
concerned  for  its  approval  and  authenticating 
signature. 

From  this  criteria  we  quickly  deduce  that  the 
provisions  for  security  classification  guidance 
parallel  in  the  international,  environment,  the 
provisions  applicable  on  the  domestic  scene. 

The  format  conveying  the  guidance  may  differ, 
and  the  familiar  DD  Form  254,  Contract  Security 
Classification  Specification  may  not  be  used. 
However,  there  is  a growing  acceptance  by 
foreign  governments  to  use  a -heck  list  format 
similar  to  our  DD  Form  254.  Canada  is  a case  in 
point. 

NATO  Classification  Management  Program 

And  turning  again  to  our  multilateral  arrange- 
ments it  is  interesting  to  note  that  NATO  has 
currently  under  study  a full  blown  classifica- 
tion management  program.  T.n  fact,  the  United 
States  delegation  to  tne  NATO  Security  Committee 
eubrni tted  a Defense  developed  proposal  to  that 
Couoittee  to  Incorporate  ulthin  NATO,  a classi- 
fication management  program  nimilar  to  that  which 
la  in  use  throughout  the.  Department  of  Defense 
and  which  is  based  on  the  provisions  of  Executive 
Order  11652.  This  proposal  was  circulated  with- 
in the  member  nations  of  NATO  by  the  Director, 

NATO  Office  of  Security  on  September  5,  1972. 

A Working  Croup  was  formed  composed  of  members 
of  the  NATO  Security  Conzalttee.  These  represen- 
tatives met  In  Brussels  during  October  29  - 31, 
1973  to  study  the  United  States  proposal.  The 
Working  Group  voted  unanimously  to  submit  the 
proposal  to  the  full  Committee  with  some  minor 
adjustments. 

On  November  6,  1973,  the  Working  Group's  report 
was  circulated  to  all  members  of  the  NATO  Security 


Committee  with  the  request  that  members  submit 
their  comments  on  the  report  by  January  25,  1974. 
These  consents  were  considered  at  the  March  1974 
meeting  of  the  NATO  Security  Committee.  Coordi- 
nation between  member  nations  on  this  matter  is 
continuing. 

If  adopted,  this  proposal  will  provide,  for  the 
first  time,  an  automatic  downgrading  and  de- 
claaelf 1 cation  system  within  NATO. 

Conclusion 

The  problems  involved  in  achieving  a proper 
balance  between  security  considerations  and  in- 
creased international  trade  may  not  be  simple, 
but  they  are  far  from  insurmountable.  Mutual 
understanding  and  help  between  industry  and 
government  is  the  key  to  achieving  the  maximum 
benefit  foT  all  concerned. 

General  Security  Agreement  supplemented  by  their 
companion  specific  Industrial  Security  Agreements 
establish  the  requirements  among  which  is  classi- 
fication guidance.  Knowing  all  this  what  do  you 
do — as  an  American  contractor — to  obtain  the 
security  guidelines  necessary  to  protect  the 
other  nation's  classified  Information  when  it 
is  entrusted  to  you.  It  appears  to  me  that  our 
domestic  classified  procurement  procedures  are 
analogous.  Knowing  that  the  government  procuring 
activity,  or  prime  contractor,  has  the  Issuing 
responsibility,  the  subject  of  classification 
guidance  should  be  discussed  in  the  earliest 
stages  of  negotiation.  Agreement  between  all 
parties  concerned  as  to  what  is  classified  and 
when,  will  preclude  agonizing  security  problems 
at  a later  time.  Formalized  classification 
guidance  should — in  all  cases — be  part  and  parcel 
of  the  final  contractual  document. 

As  in  many  walks  of  life  theoe  days  getting  done 
what  should  be  done  is  not  always  as  easy  as  It 
sounds.  To  assist  you  with  classification  manage- 
ment problems  involving  foreign  governments  the 
Defense  Contract  Administration  Services  Region 
offices  of  Industrial  Security  are  there  to  help. 
In  the  Industrial  Security  Staff  Specialist 
(Classification  Management)  you  have  an  advisor 
and  counselor  who  also  has  a channel  open  to  him 
to  communicate,  on  a government-to-government 
basis,  with  the  foreign  entity  to  assist  you  to 
get  the  classification  guidance  necessary  to 
provide  the  requisite  protection.  Make  your 
needs  known  to  these  security  professionals  for 
only  then  are  they  in  a position  to  help  you. 

Working  together.  Industry  and  government  we  are 
able  to  pursue  the  basic  national  policy  of  ex- 
panded trade  with  those  countries  with  which  we 
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have  diplomatic  or  trade  relation*,  vhile  at  the 
same  time  avoiding  risk*  to  our  national  security. 

On  behalf  of  all  Defense  Supply  Agency  Industrial 
Security  personnel  nationwide,  I would  like  to 
express  my  aporeciatlon  for  this  opportunity  of 
participating  In  this  seminar  with  you. 

Thank  you  very  much. 

qtfESTIOHS  AND  ANSWERS 

MR.  RICHARDSON:  I'd  like  to  address  my  questions 
to  Mr.  Silver. 

I’ve  heard  part  of  your  presentation  before,  and  I 
find  it  very  Interesting,  very  comprehensive,  and 
very  much  by  the  book,  which  la  the  way  we  have  to 
live.  I understand — and  you  may  know — that  there 
Is  a move  to  remove  the  requirement  to  check  with 
the  Contracting  Officer  and  get  specific  written 
authority  before  submitting  an  application  for  an 
export  license. 

Have  you  heard  this?  Do  you  understand  that  this 
is  afoot? 

MR.  SILVER:  I heard  that  It  was  afoot  over  a year 
ago,  and  1 was  expectantly  awaiting  its  Issue.  At 
this  point,  1 have  almost  lost  faith  that  it's 
going  to  be  Issued. 

MR.  RICHARDSON:  The  other  consent  I'd  like  to  make 
on  your  presentation  is  to  aak  whether  or  not 
you've  submitted  this  through  NSIA  recommendations 
aa  a position  paper  through  NSIA  to  CASSIA  or  to 
John  Sipes? 

MR.  SILVER:  No,  I have  not. 

MR.  RICHARDSON:  I think  it  would  be  .»  good  sub- 
ject for  it,  because  there  are  so  many  things 
involved  in  it.  There  are  bo  many  regulations 
that  have  to  be  changed,  three  that  I know  of  in 
your  recommendations  that  are  very  valid  points, 
and  1 think  It  really  should  be  submitted  through 
Hughes’  membership  in  E1A  and  AIA.  It  would  be  a 
good  place  to  get  started,  and  I recommend  it. 

MR.  SILVER:  Thank  you.  I intend  to  do  that.  I 
think  that  the  program  even  cuts  a little  deeper. 
All  references  In  the  Industrial  Security  Manual 
that  reflect  on  International  operations  should  be 
coordinated  so  that  they  all  support  the  same  over- 
all policy. 

If  you  read  the  section  on  employees  with  Overseas 
Security  Eligibility  determinations,  you  will  find 
a great  inconsistency  with  regulations  that  govern 


the  dealings  of  U.S.  stationed  employees  making 
overseas  visits. 

MR.  CORREIA:  Are  there  any  other  questions? 

Yea. 

MR.  KOETHER:  Fred  Koether,  ARPA.  I’d  like  to 
clarify  a point  with  Ed  Silver.  You  aald  that 
a Contracting  Officer  makes  foreign  disclosure 
policies.  I don't  believe  thet'a  a proper 
statement. 

He  may  make  foreign  disclosure  decisions,  but 
the  policy  is  made  by  the  national  disclosure 
policy  committee. 

MR.  SILVER:  My  point  la  that  If  I have  an  "X" 
weapon  and  want  to  get  a document  that  describes 
that  weapon  cleared  for  release,  say,  to  the 
Swedish  Government,  and  1 aak  for  permission  to 
publish  and  distribute  that  document,  and  I 
receive  a denial  . . . 

MR.  KOETHER:  But  that's  not  a policy.  He  makes 
a decision  of  either  disclosure  or.,, 

MR.  SILVER:  In  any  case,  the  result  is  the  same. 

MR.  KOETHER:  Yes,  but... 

MR.  CORREIA:  Well,  1 think  what  Fred  ij  bringing 
out,  Ed,  is  the  fact  that  the  Contracting  Officer 
is  preventing  you  from  making  any  disclosure  to  a 
foreign  government.  You  are  stopped  there.  That's 
really  what  you're  saying. 

MR.  SILVER:  I think  we're  in  agreement.  The 
results  would  be  the  same.  I *-eallze  that.  The 
point  I'm  trying  to  eiqphaslze  is  that  the  Con- 
tracting Officer  ends  up  with  more  power  than 
what  it  was  envisioned  he  would  have  when  the 
regulation  was  written. 

MR.  CORREjA:  Any  other  questions?  Yes. 

MR.  FLORENCE:  Bill  Florence,  Security  Consultant. 

In  my  contacts  around  Washington,  D.C.,  I llalsoned 
quite  closely  with  some  of  the  Congressional  Commit- 
tees interested  in  developing  legislation  to  sort 
of  pre-empt  some  of  this  other  classification  in- 
formation Mr.  Brown  mentioned.  1 have  a couple  of 
questions  of  Mr.  Brown.  I believe  his  answer 
should  be  of  interest  to  everyone  here. 

I have  in  mind,  Mr.  Brown,  the  suggestion  that  you 
made  that  there  should  be  more  of  a formal  estab- 
lishment of  long-range  planning  programs  involving 
the  research  and  development  of  objectives,  and 
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along  with  this  suggestion  you're  mak' ’» , I'm 
hearing  « great  deal  across  the  country  la  my 
contacts  these  days  of  objections  to  the  long 
time  practice  of  the  Department  of  Defense  of 
there  being  classifications  of  technical  Infor- 
mation on  a program-by-program  basis  resulting 
In  program  officers,  program  directors,  exercis- 
ing necessarily  a proprietary  interest  in  Infor- 
mation Involving  the  piograms,  and  applying 
what  you  might  call  a parochial-type  classifica- 
tion decision  on  technical  Information  which 
really  is  very  cotmaon,  and  the  suggestions  that 
I have  heard  that  are  being  made  recently  Is 
that  the  Department  of  Defense  should  reorient 
Itself  in  this  matter  of  classifying  technical 
information  and  classify  technical  Information 
and  technology  on  the  basis  of  the  value  of  the 
information  from  a technological  standpoint, 
rather  than  a program-by-program  basis. 

So,  I wonder  If  you  would  care  to  comment  on  the 
relative  merits  of  a development  of  policy  for  a 
technological  classification  where  classifica- 
tion Is  always  required,  rather  than  program-by- 
program  classification,  or  to  eliminate  some  of 
these  contradictions  that  you  referred  to  in 
these  two  programs? 

MR.  BROWS : I'm  not  sure  I completely  understand 
what  you're  saying. 

I think  you're  suggesting  that  there  be  a program 
on  a DD  254  on  a class  of  technology,  rather  than 
on  a program  and  the  technology  contained  therein. 
Is  that  what  you're  saying? 

MR,  FLORENCE:  The  point  I’m  making  was  the  Depart- 
ment of  Defense  policy,  their  classifying  to  deten- 
mine  the  need  for  classification  of  technology  so 
that  then  DD  Forme  254  for  particular  contract 
work  or  program  work  would  reflect  a requirement 
or  the  absence  of  a requirement  for  classifica- 
tion of  the  technical  Information  Involved,  rather 
than  for  a decision  to  made  on  a program-by- 
program  basis. 

For  example.  In  this  level-type  information 
technology,  we're  talking  about  accuracy,  you 
would  have  a classification  determination  from 
the  standpoint  of  the  development  of  technology 
to  be  applied  regardless  of  the  program  the  in- 
formation it  was  involved  in,  this  is  the  question. 

MR.  BROWN:  1 think  I may  have  misled  you.  The 
things  that  1 was  discussing  were  high  technology 
items  that  are  not  classified,  but  are  still 
within  the  ITAR  regulations  as  far  as  requiring 
export  approval,  and  because  of  the  fact  that 
some  are  developed  under  a military  program  or 
military-related  program,  It  goes  through  the 


same  coordination  cycle  as  classified  material 
does,  and  typically,  the  service  involved  will 
turn  it  down  because  of  their  knowledge  of  its 
having  been  developed  for  a military  application 
just  In  principle,  and  I'm  talking  about  conaoer- 
clal  applications  of  these  things. 

So,  again,  I'm  afraid  I don't  understand  your 
question  well  enough  to  answer  whether  thlnge  be 
done  on  a technology  basis.  I thunk  that  would 
be  difficult  to  administer  because  you  would  have 
to  go  to  the  Presidential  Scientific  Advisory 
Board,  something  like  that,  to  make  a determina- 
tion on  technology  per  se,  and  a lot  of  these 
things  are  just  know-how,  taking  fundamental 
principles  and  applying  them  to  a day-to-day 
solution  of  a problem,  but  with  military  origin 
and  from  a military  program  where  you're  tied 
into  the  ITAR  and  have  to  get  export  approval 
through  the  Office  of  Munitions  Control. 

MR,  FLORENCE:  Thank  you.  May  1 ask  one  ques- 
tion of  Mr.  Silver? 

I believe  Mr.  Silver's  comments  were  directed 
even  perhaps  more  specifically  to  restrictions 
on  this  export  of  Information  stemming  from  the 
existence  of  classification  assignments. 

In  relation  to  the  proposed  regulation  that 
committees  of  Congress  are  working  on  that  I 
alluded  to  in  the  beginning,  would  you  care  to 
comment  on  this,  whether  the  establishment  of  a 
hard  limitation  of,  say,  perhaps,  three  years 
duration  of  classification  for  strictly  techni- 
cal information  ae  such  would  tend  to  eliminate 
these  problems  that  you  have  expressed  so  strongly 
here  this  morning? 

Would  there  be  a time  limit  on  the  classifications 
warranted  for  your  technical  Information  that 
would  assist  you  in  furthering  the  export  trade 
you're  talking  about? 

MR.  SILVER:  Starting  in  reverse  order,  X guess  I 
would  have  to  say  yes,  it  would  help,  but  to  gen- 
eralize like  that  I think  Is  very  difficult. 

To  generalize  and  ssy  that  all  technical  data 
should  be  declassified  after  three  years  Is  an 
oversimplification. 

MR.  FLORENCE:  Well,  there's  no  program  that  I 
know  of  anywhere  in  the  country  that  all  techni- 
cal data  would  be  declassified  after  three  years 
with  no  exceptions. 

There  would  be  exceptions  allowed. 
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MR.  BROWN:  Thinking  a Little  further  about  your 
consent  or  your  question,  in  effect,  the  ITAR 
controls  technology  per  se  by  what  it  classifies 
as  eras,  and,  for  example,  conznercial  navigation 
equipped  with  anything  related  to  that  la  under 
ITAR  and  has  to  get  export  approval. 

MS.  CORREIA:  I want  to  thank  the  panel  that  I had 
here,  Mr.  Silver  and  Mr.  Brown  and  Mr.  Nehla.  I 
think  they  did  an  excellent  job  and  1 hope  It  was 
informative  to  you. 


A LOOK  AT  THE  ARMED  SERVICE  PROCUREMENT 

REGULATION 

BY 

CAPTAIN  (USN)  EDGAR  C.  CHAPMAN,  JR.  (Retired) 

Manager,  Contract  Adalniatratlon 

Teledyne  Ryan  Aeronautical 

The  first  thing  X would  like  to  do  is  apologize 
tor  making  you  delay  your  luncheon,  but  1 really 
do  appreciate  this  opportunity  to  cone  on  now. 

I arrived  in  tine  to  hear  some  of  the  panel  that 
was  juat  on  and  1 gather  that  like  most  members 
of  the  procurement  comunlty.  you  all  have  prob- 
lems. Maybe  in  the  course  of  my  discussion  of 
what  the  armed  services  procurement  regulation 
ASPR  is  all  about,  and  how  it  gets  written  you 
will  find  a key  to  help  solve  some  of  your 
problems. 

Let  me  describe  ASPR  first  and  give  you  a feel 
for  its  magnitude.  The  purpose  of  ASPR  is  to 
provide  uniform  policies  and  procedures  through- 
out the  Department  of  Defense.  In  other  words, 
it  tells  not  only  what  to  do,  but  how  to  do  it. 

In  theory,  It  is  not  supposed  to  be  further 
Implemented  down  by  the  various  Services  and 
Agencies  of  the  Department  of  Defense.  It  should 
stand  on  its  own  two  feet.  There  are,  of  course, 
exceptions  to  that,  but,  really.  Departmental  and 
Agency  implementation  ghoul-1  only  tell  who  in  an 
organization  does  something,  not  what  they  are  to 
do. 

ASPR  consists  of  twenty-six  sections,  which  I 
guess  you'd  normally  relate  to  a chapter  in  a 
book,  plus  fourteen  appendices,  two  manuals  and 
five  supplements . Altogether  they  total  well  over 
three  thousand  pages.  Fifty-four  thousand  copies 
of  ASPR  are  printed  by  the  Government  Printing 
Office.  About  half  of  these  go  to  DoD  purchasing 
offices,  and  the  rest  go  to  libraries,  contractors 
foreign  governments,  and  so  forth. 

ASPR  covers  almost  every  facet  of  procurement  that 
you  can  think  about.  Not  only  the  contracting 
side — although  it  is  aimed  primarily  at  the 


Contracting  Officer,  telling  him  what  he  has  to 
do  or  what  he  has  to  get  into  a contract— ASPR 
also  has  a lot  of  other  parts. 

I atartad  to  aay  earlier  that  when  you  put  a 
requirement  into  ASPR,  it  often  stakes  the  "experts" 
in  DoD  unhappy,  because  now  the  "system"  takes 
over  and  drives  what  goes  into  the  regulation. 

Often  the  technical  experts  in  a field  like  con- 
struction or  transportation  or  patents  or  what- 
ever lose  a great  deal  of  the  control  that  they 
previously  had  before.  But  I can  also  aay  that 
it's  a very  fine  way  to  get  things  done. 

1 can  remember  one  case.  I won't  tell  you  what 
the  subject  area  was,  but  one  of  the  officials 
in  the  office  of  the  Secretary  of  Defense 
(Controller)  put  out  a regulation  on  hov  to  do 
something,  and  it  was  a very  important  area. 

Two  years  later,  not  one  of  the  services  had 
done  a thing,  and  in  total  frustration,  the 
official  came  to  the  ASPR  cotmlttee  and  asked 
that  we  take  their  requirement  and  put  it  into 
ASPR.  I fought,  because  I really  didn't  think 
it  should  be  made  a responsibility  of  the  con- 
tracting officer.  Ultimately,  1 lost,  because 
my  boss,  the  Assistant  Secretary  of  Defense, 
l&L,  said  we  would  do  it.  And  we  did.  We 
revised  ASPR  and  now,  about  three  years  later, 
it's  a very  viable  program.  The  requirements 
are  getting  into  contracts  because  the  contracting 
officers,  and  the  standard  clauses  in  ASPR.  are 
putting  it  into  the  contracts,  and  know  the  Job 
is  getting  done. 

So  there  is  a way  to  get  things  done.  But  ASPR 
covers,  as  I said,  just  about  every  facet  of  pro- 
curement, the  kind  of  basic  things  like  small 
purchases,  formal  advertising  and  negotiation. 

I.  also  covers  specialized  areas  such  as  patents, 
dura,  copyrights,  bonds.  Insurance,  taxes, 
industrial  relations,  and  etc.,  etc.,  etc. 

The  one  thing  it  doesn't  cover  very  well,  inciden- 
tally, is  industrial  security.  In  fact,  I looked 
it  up  yesterday.  I couldn't  remember  a case 
during  the  four  years  that  I chaired  the  committee. 
And  I looked  at  the  current  ASPR  case  list.  I 
couldn’t  find  anything  on  industrial  security. 

I looked  at  ASPR  and  found  virtually  nothing  on 
industrial  security. 

Anyway,  to  summarize  it  all,  1 would  say  that  ASPR 
is  often  referred  to  as  the  Bible  for  procurement. 

1 can  tell  you,  particularly  since  1 have  been  in 
industry  and  have  looked  at  it  from  "the  other 
side  of  the  table,"  that  ASPR  ia  a Bible  to  the 
contracting  connunity.  They  do  follow  it.  In 
fact,  if  all  the  good  church  members  followed  the 
Bible  as  well  as  the  contracting  community  follows 
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ASPR,  I expect  there  vould  be  a lot  more  people 
In  church  every  Sunday. 

ASPR  goes  back  a long  vay.  It  goes  back  to  right 
after  World  War  II.  Before  World  War  II,  aleoat 
all  contracting  wee  dona  on  a formally  advertised 
basis.  That's  where  bide  are  submit ted  by  con- 
tractors. They're  opened  publicly  and  read  and, 
generally  speaking,  the  low  bidder  gets  the  job. 

During  World  War  II,  of  course,  a lot  of  that 
want  down  the  drain  and  they  negotiated  a lot  of 
contracts.  In  1947,  after  the  War,  the  Armed 
Services  Procurement  Act  euthorlxed  the  continu- 
ation of  the  use  of  negotiated  contracts.  At 
that  time  President  Truman  vrote  to  then  Secre- 
tary of  Defenaa  Forreatal,  emphasising  that  this 
bill  gave  unprecedented  freedom  to  make  procure- 
ments in  peace  Clue,  expressing  hla  concern  and 
saying  that,  "l  want  you  to  put  out  regulations 
which  will  control  the  activity  of  your  con- 
tracting types  to  make  sure  that  they  do  a good 
businesslike  Job."  From  that  evolved  ASPR.  That 
was  in  1947.  The  first  publication  that  appeared 
was  around  1950.  So  nearly  twenty-four  years  ago, 
ASPR  started.  The  ASPR  committee  system,  which  1 
will  try  to  describe,  has  remained  virtually  un- 
changed over  those  full  twenty-four  years.  That 
doesn't  mean  it's  a perfect  system.  It's  a long 
vay  from  being  perfect.  It's  only  that  nobody 
has  been  able  to  Invent  a better  wheel.  It's 
been  looked  at.  It's  been  cussed  and  discussed 
and  everything  else.  When  they  get  all  done, 
they  perpetuate  the  existing  system,  because  It 
is  pretty  good. 

Let  me  first  describe  the  ASPR  committee,  which 
is  responsible  for  writing  ASPR.  It  is  comprised 
of  nine  members  and  an  Executive  Secretary  The 
chairman  comes  from  the  office  of  che  Secretary 
of  Defenae  and  there  are  two  members  each  from 
the  Army,  Navy,  Air  Force  and  Defense  Supply 
Agency . 

One  of  those  two  members  from  the  military  depart- 
ments and  DSA  la  a lawyer;  one  Is  a contracting 
specialist.  They  are  all  required  to  have  exten- 
sive procurement  experience  and  at  least  three 
years  of  very  recent  experience  in  order  to  go  to 
the  committee. 

In  my  tine  there,  the  civil  service  members  were 
all  GS  15' a,  except  one  16,  and  the  military  were 
all  Navy  captains  or  colonels,  with  only  one 
exception  to  thet. 

They  are  also  required  to  serve,  once  they  go  to 
the  committee,  a minimum  of  two  years  and  a maxi- 
mum of  four.  We  don't  want  to  rotate  the  members 
every  day,  because  there's  too  much  continuity 


required.  At  the  aame  time,  about  four  years 
la  at  long  as  a member  can  do  southing  like 
that  and  not  become  a bureaucrat,  and  we  really 
try  not  to  have  bureaucrats  setting  the  policy. 
What  DoD  wants  is  people  who  have  Juet  been 
sitting  at  the  table  negotiating  live  contracts 
and  putting  their  experience  to  work. 

As  I said,  ASPR  is  soma  three  thousand  pages 
long.  A lot  of  that  came  about  because  It  la 
now  full  of  administrative  or  "how  to  do" 
requirements  as  well  as  policy.  This  very 
significant  and  explosive  development  took 
place  in  1963,  when  two  different  thlnge 
happened.  First  was  a reduction  In  implementa- 
tion program  in  which  they  tried  to  codify  all 
of  the  military  department  regulations. 

They  got  together,  wrote  one  regulation  and 
they  did  away  with  some  six  thousand  pages  of 
Army,  Navy  and  Air  Force  implementation.  So  it 
was  a pretty  good  effort.  ASPR  grew  by  shout 
800  pages — but  about  3,000  pages  of  departmental 
regulations  were  eliminated. 

At  the  same  time  under  Project  63  where  the  con- 
tract administration  services  were  set  up,  under 
the  ASPR  committee  they  had  s Contract  Adminis- 
tration Panel.  It  was  a mlni-ASPR  committee  and 
their  Job  was  to  put  Into  the  regulation  all  of 
the  things  necessary  to  provide  for  uniform  con- 
tract administration.  Included  were  such  mundane 
things  as  how  to  number  contracts.  You  can't 
believe  how  Important  that  becomes  when  you  have 
a whole,  lot  of  offices,  flowing  into  one  office, 
documents  which  they  have  to  administer. 

You  have  to  be  able  to  look  In  the  same  place  in 
the  contract  for  the  same  thing:  The  schedule, 
the  general  provisions,  the  special  provisions 
and  all  the  good  things  that  make  up  a crv. tract. 

The  end  product  of  the  ASPR  coomittee  is  recom- 
mended revisions  or  additions  to  ASPR.  All  these 
recommended  additions  and  revisions  are  given 
final  approval  either  by  the  Assistant  Secretary 
of  Defenae  for  Installation  and  Logistics  for 
major  policy — and,  believe  me,  he  personally  gets 
Into  It.  Incidentally,  on  anything  that's  major 
policy,  I can  also  assure  you  that  the  Assistant 
Secretary  of  the  service  involved,  Army,  Navy, 

Air  Ports,  would  be  personally  involved  and  the 
director  of  DSA. 

All  other  revisions  and  additions  which  are  not 
considered  to  be  major  policy  are  approved  by 
the  Deputy  Assistant  Secretary  of  Defense  for 
Procurement . 
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The  work  load  of  the  ASPR  committee  runs  some- 
thing like  this:  There  are  about  a hundred  and 
fifty  to  two  hundred  net!  "cases"  which  are  opened 
each  year. 

About  fifty  percent  of  these  come  from  within  the 
Department  of  Defense.  If  somebody  in  the  Depart- 
ment of  Defense  thinks  they've  got  a problem.  It 
flows  up  through  the  chain  of  command  to  the  ASPR 
committee  and  la  reviewed.  In  addition  to  that, 
there  are  many  Federal  laws  to  be  Implemented; 
ASBCA  and  Court  of  Claims  decisions  to  be 
effected  or  counteref fected.  Other  Federal 
agencies,  and  I think  particularly  of  the  Small 
Business  Administration,  Department  of  Labor, 

Equal  Opportunity  provisions,  and  the  General 
Accounting  Office  and  their  audits  of  procure- 
ment process  all  recommendations  which  are  taken 
under  consideration.  And  not  last  and  certainly 
not  least  are  Industry  Associations  recommenda- 
tions . 

There  are  some  eighteen  industry  associations 
that  the  ASPR  committee  Interphases  with;  such 
outfits  as  Aeronautical  Industry  Association, 
Electronics  Industry,  Shipbuilders  Council  Auto- 
mobile Manufacturers  Association,  and  the  Federal 
Executives  Institute.  Altogether  eighteen 
rather  significant  groups  that  represent  the 
general — the  total  spectrum  of  industry  in  the 
United  States. 

The  basic  work  force  of  the  ASPR  committee  is  its 
subcommittees.  At  any  point  in  time,  there  would 
probably  be  an  average  of  thirty-five  subcommit- 
tees working  on  ASPR  cases.  Their  members  would 
generally  come  from  Washington,  D,C.  However, 
they  would  come  in  from  operating  activities  all 
over  the  United  States  at  times. 

A subcommittee  can  have  as  few  as  three  or  as 
many  as  a dozen  members.  I think  of  one — if 
you're  familiar  with  the  cost  principles  of  ASPR-- 
that's  ttie  part  that  says  what  costs  are 
unallowable  aa  charges  to  Defense  contracts. 

On  that  subcommittee,  which  was  quite  eu  active 
one,  we  not  only  had  all  of  the  military  services 
and  DSA  represented,  but  alGo  the  Defense  Contract 
Audit  Agency  plus  NASA,  Atomic  Energy  Commission 
and  the  General  Services  Administration. 

1 counted  at  one  poin:  in  time  this  and  we  had  a 
membership  of  our  aubi  jmmittees  of  a hundred  and 
ninety  good  people.  And  I do  mean  good  people, 
because  I never  ceased  to  be  amazed  at  the 
quality  of  the  people  that  worked  on  our  problems. 


A typical  ASPR  caae,  and  this  is  awfully  hard 
to  define,  is  a very  lengthy,  a very  thorough 
process . 

A problem  la  presented  to  the  conmlttee  and  the 
committee  takes  a look  at  It  and  decides  yes.  It 
at  least  needs  to  be  looked  at.  It  doesn't  say 
we  have  a problem.  It  says  we  need  to  examine 
whether  there  Is  one.  This  "problem"  is  assigned 
to  a subcommittee.  The  subcommittee  is  given 
thirty  days  to  review  it,  identify  any  problems 
that  exist,  and  reconmend  the  solutions,  and 
propose  a draft  revision  to  ASPR. 

At  the  end  of  thirty  days  their  report  Is  circu- 
lated throughout  the  Department  of  Defense. 

About  a hundred  and  thirty  copies  are  spread 
throughout  the  OSD  headquarters,  the  Army,  Navy, 
Air  Force,  DSA,  Defense  Audit  Agency,  and  so 
forth.  They  are  given  three  weeks  to  review 
this  and  then  report  back  to  their  ASPR  committee 
member  what  they  think  of  the  case.  Incidentally, 
these  hundred  and  thirty  copies  of  t.he  subcommit- 
tee report  go  to  headquarters  level  personnel  and 
to  the  operating  negotiators  in  the  field,  so  that 
the  ASPR  committee  will  hopefully,  hopefully,  get 
a broad  spectrum  of  opinion  on  whether  there  Is  a 
problem  and  whether  the  subcommittee's  proposed 
solution  is  workable  or  necessary. 

Al  the  end  of  the  three  weeks,  the  ASPR  committee 
takes  Its  first  cut  at  the  proposed  problem 
solution.  They  review  It,  decide  where  they 
want  to  go  from  there.  Incidentally,  if  it's 
reached  that  far,  there  probably  is  a problem, 
and  probably  something  is  going  to  get  printed. 

At  that  point  in  time,  what  the  ASPR  committee 
has  then  developed  out  of  the  subcommittee  report 
is  circulated  for  two  months.  It  goes  to  four 
other  Federal  agencies:  NASA,  AEC,  General 
Services  Administration  and  the  General  Accounting 
Office,  and,  in  addition,  it  goes  to  the  eighteen 
Industry  associations  that  1 mentioned  earlier. 

At  the  end  of  that  two  months,  hopefully,  they 
have  quite  a number  of  comments  back  and  all  of 
these  comments — and  I've  seen  them  in  a single 
copy  stack  12  inches  high — on  a very  controver- 
sial case.  Sometime  they  don't  get  too  much 
interest,  and,  obviously,  they  don't  get  too  much 
response.  At  the  end  of  the  two  months  all 
comments  received  are  furnished  to  the  original 
subcommittee.  It's  their  Job  to  analyze  all  the 
comments;  either  accept  them  and  work  them  into 
a proposed  revision  or  reject  them  and  tell  the 
committee  why. 


They  were  universally  outstanding. 
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This  report,  quite  e lengthy  thing  usually,  la 
returned  to  the  ASPR  committee;  le  circulated 
throughout  the  Department  of  Defense  for  another 
three  weeks  for  comments.  Then  the  ASPR  commit- 
tee takes  a ttnal  cut,  and,  at  the  end  of  that 
time,  they  vote.  I'll  go  through  It  again.  A 
case  is  given  to  a subcommittee.  Their  report 
is  coordinated  throughout  DoD  for  three  weeks. 

The  ASPR  committee  considers  It,  decides  what 
they  think  they  might  want  to  do.  It' a then 
coordinated  with  other  Government  agencies  and 
industry.  The  subcomittee  takes  another  cut 
at  it.  The  ASPR  coamlttee  takes  another  cut  at 
It  and  It  Is  then  ready  to  be  voted  on  as  to 
whether  It  goes  Into  ASPR  or  net. 

At  that  point  In  time,  a majority  vote  rules. 
There  are  five  votes  on  the  committee,  one  for 
each  military  service,  ESA,  and  the  OSD  staff. 

As  I said,  so  majority  vote  rules,  except  in 
one  set  of  circumstances,  and  that  is  if  any 
one  of  the  services  or  OSD  feels  very  strongly 
that  they  cannot  live  with  the  majority  vote 
of  the  committee.  They  then  have  a right  to 
make  it  what  is  called  a "secretarial  Issue." 

A secretarial  lsaue  can  only  be  made  by  the 
Assistant  Secretary,  (I&L)  of  one  of  the 
services,  the  director  of  DSA,  or  one  of  the 
Deputy  Secretaries  of  Defense.  They  personally 
have  to  sign  a memorandum  to  the  Assistant 
Secretary  of  Defense  (l&L),  stating  their  objec- 
tions. At  that  point  in  time,  the  Assistant 
Secretary  of  Defense  (I6L),  calls  a meeting  of 
these  gentlemen  with  whom  he  coordinates  and 
it’s  cussed  and  discussed  again.  Usually,  it's 
the  chairman  of  the  ASPR  committee's  job  to 
present  both  sides  of  the  case,  and  then  the 
Assistant  Secretary  of  Defense  makes  a final 
decision. 

Whatever  he  says  then  becomes  law,  and  1 guess 
that's  really  not  a bad  description,  because. 

In  fact,  that's  just  really  about  what  it  amounts 
to. 

I think  you  can  see  the  ASPR  committee  process 
is  very,  very  thorough.  Does  that  mean  It 
doesn't  make  mistakes?  Heck,  uo.  They've  made 
lots  of  mistakes  and  they  come  back  to  haunt  you 
if  you  were  the  guy  that  put  It  in  there  origi- 
nally, 

Every  case  has  had,  in  the  aggregate,  hundreds 
of  people  looking  at  the  proposed  revision,  hope- 
fully making  cotsnents,  and  those  comments  X can 
assure  you  were  always  very  heavily  considered. 
Very  bluntly.  I'll  also  tell  you  however  that  our 
major  problem  in  the  ASPR  committee  was  lack  of 
Input.  We  put  out  a hundred  and  thirty  copies  to 


the  Department  of  Defense  and  you  were  darn  lucky 
if  you  got  six  replies.  That's  very  frustrating 
since  the  whole  name  of  the  game  Is  to  get  oper- 
ating Impact  Into  what  was  being  done. 

The  same  thing  was  true  of  Industry  associations. 
Associations  tend  to  put  forth  only  s single  point 
of  view  and  it  usually  lacks  hard  facts. 

We  always  found  when  1 had  the  ASPR  committee  that 
If  we  could  talk  to  Individual  company  representa- 
tives face  to  face  and  without  any  possible  retri- 
bution from  an  Irate  contracting  officer,  we  could 
get  a lot  better  story  than  we  often  got  from 
Industry  associations.  Notwithstanding  the 
problems,  It's  a very  good  process  and  1 think 
that  probably  la  why  the  committee  has  withstood 
the  test  of  time.  With  all  these  people  partici- 
pating, it  'a  pretty  hard  to  shoot  down  the  final 
product,  and  I think  it  la  also  probably  why  ASPR, 
over  the  years,  has  been  called  the  "model"  Federal 
regulation,  and  why  a number  of  agencies  have  copied 
thiB  method  of  regulation  development.  This  in- 
cludes the  General  Services  Administration  in  their 
development  of  the  Federal  Procurement  Regulation 
and  the  new  Coat  Accounting  Standards  Board,  and 
the  way  that  they  develop  cost  accounting  standards. 
There  are  many  examples  of  where  the  ASPR  system 
has  been  copied,  and  personally  think  rightfully 
so,  as  I look  back  on  my  four  years  as  chairman 
of  the  ASPR  committee.  Wow  T'll  enterraln  any 
questions  that  anybody  might  have  and  see  if  t can 
answer  them. 

QUESTIONS  AND  ANSWERS 

MR.  HOYLE:  Jim  Hoyle,  Lance  Project  Outfits, 

Atomic  Missile  Command. 

I have  one  question  that  hit  me  in  your  last  state- 
ment. If  the  ASPR  is  copied  and  may  be  fairly 
closely  with  some  of  the  other  services  of  Govern- 
ment agencies,  why  not  have  one  regulation  and  make 
it  composite? 

CAPTAIN  CHAPMAN:  As  you  know,  the.  NASA  procurement 
regulation  is  almost  a verbatim  copy.  There's  a 
couple  of  things  they  didn't  like  and  didn't  put 
in  there,  but  it's  so  close  you  can't  hardly  tell 
it.  The  Federal  procurement  regulation  is  a great 
deal  smaller,  but  where  they  cover  the  same  subject 
matter,  they're  identical.  AEC  is  probably  pretty 
much  the  same  way.  I see  no  really  good  reason 
why  we  can't  and  shouldn't  have  uniform  policy, 
but,  again,  remember  thac  I said  that  ASPR  not  only 
tells  you  what  to  do  but  how  to  do  it.  For  example, 
ASPR  has  become  a procedural  document  that  divides 
up  the  world  between  the  PCO  and  the  ACO.  However, 
none  of  the  other  Federal  agencies  have  an  organi- 
sation like  DCAS.  In  other  words  to  have  a single 
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publication,  you'd  have  to  have  something  else 
to  fill  that  procedural  gap.  I do  think  that 
probably  we're  going  to  get  to  a single  top 
level  policy  regulation  if  the  Office  of  Federal 
Procurement  Policy  ever  gets  established. 

MR.  RICHARDSON:  Dean  Richardson,  Texas  Instru- 
ments. 

Do  you  have,  or  can  you  tell  us  if  the  ASPR  is 
based  on  legislation  or  Executive  Order? 

CAPTAIN  CHAPMAN:  Well,  the  basis  of  ASPR  is 
legislation.  I ought  to  refer  you  to  my  old 
lawyer  over  here,  Murray  Marker.  Murray,  am  1 
right  in  saying  that  it  has  a basis  in  legisla- 
tion in  the  Armed  Services  Procurement  Act? 

MR.  MARKER:  Yes,  it  stems  from  the  Armed 
Services  Procurement  Act. 

CAPTAIN  CHAPMAN:  Although  the  Regulation  is 
bottomed  on  law,  a great  many  of  the  policies 
that  ere  in  it  are  purely  developed  by  the 
people  In  the  Department  of  Defense.  They  have 
no  basis  in  law. 

MR.  RICHARDSON:  Well,  the  reason  1 asked  the 
questlou,  if  I can  go  on,  is  if  it  is  based  on 
law,  then  It’s  really  out  of  the  Executive 
Branch.  Okay? 

Now,  the  next  question  la  if  we  have  conflicts, 
and  some  people  in  Interpretation  think  there 
are  conflicts — it  Just  depends  on  who  you  happen 
to  be  dealing  with — between  the  Industrial 
security  manual  and  the  ASPR,  which  is  to  super- 
cede which? 

CAPTAIN  CHAPMAN:  Well,  I guess  It  all  comes 
down  ultimately  to  how  does  a manual  become  in- 
volved? Remember  that  a contract  is  only  what's 
between  the  front  and  back  page  of  a contract. 
ASPR  itself  doesn't  really  govern  a contract  so 
much  as  it  does  the  people  In  the  Government 
who  write  contracts. 

ASPR,  as  a total  regulation  is  not  incorporated 
in  any  contract.  What  you  do  is  you  get  down  to 
all  the  elements  that  make  up  a contract,  the 
schedule,  the  specification  for  what  is  being 
bought,  and  all  of  the  clauses  that  are  put  into 
it,  including  many  which  are  standard,  required 
clauses  or  optional  clauses  out  of  ASPR.  If 
there's  a conflict  within  a contract,  the  con- 
tract provides  for  that,  too,  because  each  one 
haa  an  order  of  precedence  clause  which  says 
what  part  of  the  contract  take  precedence.  I 
don't  think  that  discrepancies  between  various 
parts  of  a contract  is  fatal. 


MR.  RICHARDSON:  Well,  it  can  be  fatal  to  a con- 
tractor. It  can  be  fatal  to  a contractor  cost- 
wise  if  the  ASPR  as  determined  by  our  contract 
administrators  says  this  and  they  come  to  me 
and  they  say,  "Okay,  let's  be  sure  thst  we're 
following  the  rules  acceding  to  the  ASPR,"  and 
how  is  this  interpreted  by  the  Government  when 
they  put  this  into  contracts,  and  they  say,  "This 
is  fine." 

Now,  my  interpretation  of  this  security  clause  In 
the  ASPR  is  this.  However,  when  that  gets  into 
the  DCASR  QA,  and  I'm  not  blaming  the  DCASR,  It 
could  Just  as  easily  be  the  PCO,  he  nay  read  it 
a little  differently  and  he  can  interpret  it  a 
little  differently,  so  what  he  can  really  say  to 
me  is,  "My  ASPR  is  based  on  law.  Yours  is  based 
on  Executive  Order;  therefore,  what  I say  in 
here  takes  precedence  over  your  industrial 
security  manual,  which  is  a DoD  directive. 


CAPTAIN  CHAPMAN:  Well,  yes,  again,  1 guess  I'd 
have  to  go  back  instead  of  trying  to  say  what 
ASPR  says — and  particularly  in  a case  like  this — 

I'd  have  to  go  back  to  what  the  contract  says, 
and  that's  what  the  contract  administrator  better 
be  interpreting.  No  two  people  read  clauses  the 
same  way.  That's  fox  sure.  I've  got  a contest 
going  with  our  DCAS  right  now  about  what  a clause 
says.  I think  1 know  what  it  says  and  they 
think  they  know  what  it  says  and,  obviously,  one 
of  us  is  wrong,  and  even  though  1 think  I'm  right, 

I think  I'm  going  to  lose.  (Laughter.) 

The  ultimate  place  to  get  o decision,  particularly 
when  it  relates  to  cost,  is,  of  course,  the  Armed 
Services  Board  of  Contract  Appeals  whose  job  it  is 
to  interpret  the  contract  and  what  the  contractor's 
obligations  are  when  there  is  a dispute  between  the 
Government  and  the  contractor.  Of  course  this 
takes  time  and  costs  a heck  of  a lot.  That's  why 
I think  I think  it's  a lousy  way  to  go,  but  some- 
times it's  the  only  way  you  can  get  a decision 
that's  meaningful.  Yes,  ma'am. 

MS.  ALEXANDEP,:  Colleen  Alexander,  Convair  Libraries. 

As  an  acquisitions  librarian,  we  are  required  to 
purchase  all  of  the  ASPR  for  the  entire  company. 

About  how  often  do  you  anticipate  basics  will  be — 
come  out  on  this,  or  will  they  be  continued  on  a 
revision — 

CAPTAIN  CHAPMAN:  No,  I noticed  in  the  last  defense 
procurement  circular  that  the  ASPR  committee  has 
finally  decided  to  print,  totally  reprint  and  you 
will  pay  for  ASPR  each  year.  If  you  have  the  1973 
edition  though,  you  will  be  entitled  to  a 1974 
edition  without  additional  cost. 


No  question,  just  a comment. 
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MR.  CHELIUS:  I'm  advised  that  in  the  near  future 
the  Dot)  safety  manual  for  contractor's  facilities 
will  be  incorporated  into  ASPR,  or  at  least  I've 
heard  rumors  to  this  effect.  Rased  upon  that, 
would  you  then  say  that  there  might  be  a possi- 
bility that  the  Industrial  security  manual  would 
be  incorporated  into  the  ASPR? 

CAPTAIN  CHAPMAN:  Again,  1 would  have  to  say 
that  before  the  Industrial  security  manual  would 
be  incorporated,  it  would  be  because  thoae  in 
OSD  who  are  responsible  for  this  area  want  it 
there  and  request  that  it  be  there.  The  ASPR 
committee  isn't  going  to  go  out  and  pull  it  in. 

MR.  CHELIUS:  Thank  you  very  ouch.  Other  ques- 
tions from  the  floor,  please.  Are  there  other 
questions  from  the  floor? 

CAPTAIN  CHAPMAN:  Thank  you  very  much. 

MR.  CHELIUS:  Thank  you  very  ouch  for  appearing. 

I think  we've  all  appreciated  the  interchange  of 
discussion. 


TRENDS  & DEVELOPMENTS  IN  INDUSTRIAL  SECURITY 
BY 

R.  E.  GREEN 

Chief,  Programs  end  Systems  Division 

Office  of  Industrial  Security,  CAS 

It  is  always  an  honor  and  a pleasure  to  attend  a 
National  Classification  Management  Society 
Seminar  (NCMS)  to  meet  with  old  and  new  friends 
and  to  share  for  this  brief  time  our  mutual  con- 
cern, achievementa  and  problems  in  the  oft-times 
perplexing  business  of  Classification  Management. 
As  some  of  you  are  aware,  I have,  in  the  past, 
addressed  this  society  as  a representative  of 
the  Department  of  the  Navy,  and  I am  grateful 
for  those  opportunities.  This  year,  however,  I 
wear  a different  coat,  but  cut  from  the  same 
cloth;  our  mutual  and  abiding  dedication  to  the 
proper  management  of  classified  information 
wherever  it  is  generated  or  held. 

I consider  it  an  additional  privilege  this  year 
to  represent  the  Chief,  Office  of  Industrial 
Security,  Defense  Supply  Agency,  more  familiarly 
known  t<  you  as  DCAS.  Colonel  Clark,  whose  staff 
I Joined  last  November,  has  asked  mo  to  convey  to 
the  society  hia  regret  that  other  commitments 
made  it  Impossible  for  him  to  be  with  you  today, 
to  offer  congratulations  on  your  10th  anniver- 
sary, and  to  assure  you  that,  as  you  launch  the 
next  decade  of  progress  for  the  NCMS,  you  have 
the  best  wishes  of  the  entire  staff  of  the  Office 
of  Industrial  Security.  We  thank  you,  indivi- 
dually and  collectively,  for  your  past  contribu- 


tions to  the  Defense  Industrial  Security  Program 
and  we  look  forward  to  continued  progress  to- 
gether. I would  like  to  take  a moment  of  your 
time  to  introduce  the  other  members  of  the  DCAS 
family  who  are  in  attendance  and  participating 
in  your  program.  From  the  headquarters  staff, 

Mr.  Rae  Nehla,  Field  Management  Division,  whom 
you  heard  earlier  today  as  a member  of  the 
International  Security  Panel.  From  our  academic 
branch.  Major  John  O'Leary,  U3AF,  Assistant 
Commandant,  Defense  Industrial  Security  Institute 
at  Richmond,  Virginia  who  will  give  you  a rundown 
on  the  new  Information  Security  Management  Course. 
Last,  but  by  no  means  least,  the  guys  and  gale 
who  can  be  of  most  immediate  help  to  you,  the 
Classification  Management  (CM)  Specialists  from 
some  of  our  DCAS  Regions:  Bob  Coon — Chicago, 

Betty  Mowry — Cleveland,  Victor  Seyen— Dallas , 

Lou  Sibiga — Detroit,  Leo  Sharkey — San  Francisco, 
and  Charles  Klcelli — St.  Louis.  I strongly  urge 
you  to  establish  a first  name,  running  dialogue 
with  them.  Only  in  this  way  can  they  fully 
assist  you  in  resolving  CM  problems. 

As  I reviewed  some  of  the  achievements  of  the 
NCMS,  I became  aware  that,  in  many  ways,  the 
formulation  and  growth  of  NCMS  parallels  that 
of  the  Office  of  Industrial  Security.  Some  of 
the  problems  you  have  experienced  over  the  years, 
we  have  shared,  some  of  the  same  concern  for 
the  future  is  evident  in  both  organizations. 

Let's  take  a moment  for  some  comparisons;  a sort 
of  "Did  you  know?"  session.  For  example,  did 
you  know  that  in  the  Spring  of  1963  while  a 
bunch  of  your  boys  were  whooping  it  up  at  the 
Weapons  Contractors  Classification  Conference 
in  Kansas  City,  a bunch  of  our  boys,  known  as 
Task  Force  #12  oE  Project  60,  were  doing  the 
same  at  Cameron  station.  I don't  know  much 
about  Kansas  City,  but  if  you  can  believe  that 
about  Cameron  Station,  you'll  believe  anything. 

In  your  case,  the  idea  of  a professional  society 
devoted  to  security  classlf iiation  management 
was  conceived.  In  ours,  the  concept  of  a single 
manager  for  the  highly  fragmented  Industrial 
Security  Program  was  born  and  tr  ok  the  form  of 
recommendations  to  the  Secretary  of  Defense.  In 
the  fall  of  1963,  your  resolve  created  the  NCMS 
as  an  active  group.  Only  a month  earlier  the 
Secretary  of  Defense  had  approved  the  Project  60 
recommendation  and  established  a "Pilot  Test" 
for  consolidation  of  Contract  Administration 
Services , including  industrial  security,  in  the 
Philadelphia  region.  Then,  in  the  Spring  of  1964, 
the  NCMS  was  Incorporated  and,  thereby,  legally 
came  into  being.  Only  a few  months  later,  in 
October,  the  Secretory  of  Defense  assigned 
responsibility  for  administration  of  a consoli- 
dated DoD  Industrial  Security  Ptcgram  to  the 
Director,  Defense  Supply  Agency;  so,  in  s sense, 
the  OIS,  DCAS  legally  came  into  being. 


1 

] 

.1 

1 


I 

I 


And,  did  you  know  that  «van  out  publication* 
track  togathar?  Tha  first  revised  1SH  and  ISM 
under  the  consolidated  concept  ware  issued  In 
March  of  1965.  The  first  Journal  of  the  NCMS 
is  dated  Spring  1965.  The  nature  of  our  publi- 
cations is  obviously  quite  different,  but  it  ia 
Important  to  note  that  your  journal  has  gained 
wide  acceptance  as  an  authoritative,  if  not  the 
authoritative  aourcc  of  Information  on  the  con- 
cepts, problem*)  and  experiences  in  administer- 
ing CM  programs  in  both  Government  and  Industry- 
The  1SR  and  LSM,  being  directive  in  nature,  have 
a captive  audience;  however,  1 would  not  care  to 
speculate  on  whether  they  are  more  frequently 
consulted  than  your  journal.  Statistics  do 
support  the  fact  that  the  ISM  la  a No.  1 b‘2Rt 
seller  and  la  frequently  out  of  stock  at  the 
Superintendent  of  Document^  Gl'O,  where  It  is 
on  public  sale. 

The  important  thing  la  that  these  publication*, 
yours  and  ours,  are  viable  documents  recording 
the  history  and  the  progress  and  pointing  the 
way  to  the  future  of  this  most  complex  security 
program  and  its  most  difficult  element,  Glassi- 
fication Management, 

There  are  also  parallels  in  our  lass  formal  news- 
letter publications,  the  CM  Bulletin  and  the 
Industrial  Security  Letter  and  Bulletin. 

One  of  our  most  commonly  shared  concerns  cantors 
on  recognition  of  CM  aa  the  keystone  of  the  Doll 
security  program,  and  while  the  society,  through 
both  the  Government  and  Industry  members , was 
diligently  working  to  establish  the  CM  function 
as  a viable,  believable  and  eosentlal  part  of 
the  11  OCAS  Regional  Offices  of  Industrial 
Security.  These  positions  provide  a vaLuahle 
service  to  the  contracting  officer  and  to  the 
contractor  as  an  on- the- a cent1  monitor  reviewing 
t ho  ciaHsif lest  ion  guidance  furnished  by  the 
contracting  activity  to  the  contractor  and, 
acting  on  bin  own  initiative  or  at  the  request 
of  the  contractor,  idem  H ying  inconsistc»nc it*s 
and  potential  problem  areas  and  obtaining 
clarification  or  resolution  from  the  contracting 
activity.  In  related  areas,  the  CM  Specialist 
can  be  ol  service  in  helping  to  resolve  problems 
in  the  retention  of  classified  material  and  In 
expediting  requests  for  public  release  oi  in- 
formation related  to  classified  contracts.  In 
vst ah l lulling  these  posit lonn,  DC AS  faced  the 
two  major  problems  comaxi n wherever  there  in  u 
CM  function;  (11  identifying  and  obtaining  the 
e lass! i Jest  Ion  guidance  applicable  to  each 
classified  contract  nml  (2)  slatting  the  posi- 
tions with  personnel  who  were  knowledgeable  and 
experienced  in  CM  matters.  In  the  tJrst 
instance,  we  had  to  assemble  a base  tile  and 


establish  a review  system,  literally  by  manual 
means , for  many  thousands  of  classified  contracts 
As  an  example,  one  of  the  11  DCAS  regions  a Ion? 
has  a total  of  2700  classified  contracts  under 
security  cognizance.  Without  detracting  from 
the  need  for  the  review  and  its  supporting 
tickler  system,  you  can  appreciate  the  manpower 
drain  In  such  a manual  operation.  Much  to  our 
regret,  it  has  precluded,  to  some  extent,  the 
kind  of  attention  we  would  like  to  give  to  sub- 
stantive and  comparative  review  of  classifica- 
tion guidance  being  given  to  industry.  In  the 
near  future  the  system  of  indexing  and  tickling 
annual  review  of  the  PI)  Form  254  will  bo  mech- 
anized in  all  Regions,  thus  relieving  the  situ- 
ation somewhat.  In  this  connection,  we  believe 
that  the  need  for  OCAS  to  monitor  compliance 
with  the  annual  review  requirement  has  been  over- 
taken by  events  and  could  be  dispensed  with. 

This  would,  of  course,  eliminate  the  negutlve 
reporting  requirement  which  has  been  an  adminis- 
trative burden  on  nil  concerned  and  in  t He  light 
of  other  monitoring  capability  is,  in  our  opinion 
no  longer  cost  effective.  We  have  Initiated  dis- 
cussions with  Mr.  Lieb ling's  office  to  that  end 
and  hope  for  an  early  and  favorable  decision. 

With  respect  to  staffing  CM  positions,  we  both 
face  the  same  problems.  Initially,  wl*  had  little 
practical  experience  in  CM  matters  and  ho  we 
1 earned  by  doing  and  vc  leaned  a little  on  the 
NCMS  and  its  members  for  education  and  consulta- 
tion, Now  that  we  have  experienced  personnel  in 
these  posit  ions  ve  face  an  aging  workforce  that 
is  eligible  or  nearing  eligibility  lor  retire- 
ment. As  you  know,  this  has  also  been  a matter 
of  serious  concern  to  the  society  for  several 
years.  Within  the  DC AS  organization,  45Z  of  out 
prolesNional  personnel  will  be  eligible  tot*  full 
retirement  within  the  next  5 years.  This  does 
not  Include  those  who  may  opt  for  early  retire- 
ment under  incentive  and  cost  of  living  annuity 
IncreaNeN.  With  losses  of  this  magnitude  will 
go  much  of  the  knowledge  and  experience  we  have 
built  up  over  the  years.  This  situation  is 
common  throughout  the  security  community. 

Now  for  « final  comparison--!)  look  «*t  our  total 
growth  for  thoHc  first  ten  years.  1 don't  need 
to  ask  "Did  you  know?"  whore  NCMS  stands  today. 
KcleVl'ir.g  to  growth  in  the  more  important  con- 
text of  "stature"  rather  than  Lhe  common  measure 
of  "also,"  NGMS  can  be  very  proud  oi  its  place 
In  the  security  community.  Specializing  in  the 
most  difficult  element  of  the  program,  GM,  you 
have  been  foremost  in  shaping  the  development  ot 
CM  program*  in  both  industry  and  Government. 
Through  your  membership  and  your  publ icat Ions , 
you  have  counselled,  guided,  encouraged  and,  in 
/i  sense,  trained  many  ot  the  GM  specialists 
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currently  in  the  program.  Hour  influence  in 
the  field  of  CM  and  the  stature  you  have  attained 
are  epitomized  by  your  recent  contributions  to 
and  requested  appearances  before  Congrasalonal 
committees  working  on  legislative  and  national 
policies  related  to  the  classification  of  offi- 
cial information  and  the  availability  of  such 
information  to  the  general  public.  It  la  an 
enviable  record  and  a credit  to  each  of  your 
members  who  made  it  possible. 

Since  1 am  a relative  newcomer  to  the  organiza- 
tion, 1 can  speak  of  DCAS  achievements  without 
being  accused  of  immodesty.  It  is  a difficult 
task  to  form  a new  organization  as  you  did  in 
1963,  even  with  common  Ideas  and  purpose.  It 
la  infinitely  more  difficult  to  mold  several 
existing  organizations  with  their  regulations, 
procedures  and  personnel  into  a single  cohesive 
unit  working  under  u single  sec  of  groundrules. 
This  task  is  more  complicated  when  It  Is  accom- 
plished while  providing  continuous  service  to 
the  customer,  l.e..  User  Agencies,  and  maintain- 
ing a single  face  to  industry.  But  that  is  what 
DCAS  faced  and  It  was  done  and  the  thousands  of 
working  level  problems  were  solved.  We  feel  that 
today  DCAS  (the  OIS  particularly)  functions 
smoothly  and  constructively  as  the  middleman 
between  industry  and  Government  In  the  area  of 
classified  procurement.  Success  Is  hard  to 
measure,  particularly  when  you  try  to  measure 
your  own,  but  several  things  encourage  ua  to 
believe  that  we  are  satisfying  our  responsibil- 
ities effectively  and  economically.  FirRt  and 
foremost,  we  know  of  no  loss  or  compromise  of 
classified  Information  In  these  10  years  which 
can  be  attributed  directly  to  a policy  or  proce- 
dural flaw  In  the  Industrial  Security  Program. 
Secondly,  we  have  reduced  manpower  resources 
from  1534  billets  at  the  time  of  consolidation 
to  the  current  7^8,  while  the  scope  of  our 
functions  has  greatly  Increased.  This  whs 
accomplished  primarily  by  streamllulng  operations 
and  cutting  from  the  program  those  cleared  facil- 
ities and  personnel  of  record  whose  services  were 
no  longer  required  to  meet  procurement  needs. 

With  respect  to  Increased  functions,  the  basic 
charter  of  the  Office  of  Industrial  Security  has 
been  limited  to  the  protection  of  classified 
information  in  the  hands  of  Industry.  More 
recently,  that  charter  has  been  expanded  in 
several  areaa  which  do  not  involve  classified 
Information  or  t.  ifeguarding  oi  such  infor- 
mation in  Indus'  For  example,  the  Defense 
Industrial  Facilities  Protection  Program,  which 
is  designed  to  encourage  industry  to  develop 
plane  and  countermeasures  to  protect  the  defense 
production  capability,  Is  now  auolnlsteted  by 
the  OIS.  We  have  an  Interim  taBk  of  insuring 
proper  safeguards  for  arms,  ammunition,  and 


explosives  in  the  hands  of  industry,  it  appears 
that  this  task  will  be  formalized  In  the  next  30 
to  60  days.  Also,  we  have  been  tasked  by  DoD  to 
present  as  a part  of  the  D1S1  curiiculum,  a 
course  on  Information  Security  Management  for 
DoD  Security  Managers.  You  know  from  the  agenda 
that  Major  O'Leary  will  speak  on  tills  subject  a 
little  later.  This  again  Is  outside  of  the  scope 
of  the  Industrial  Security  Program. 

We  like  to  think  that  tb*”';  additional  tasks 
which  are  not  solely  within  our  basic  charter  are 
manifestations  of  confidence  in  our  knowledge  of 
the  total  security  program,  and  our  ability  to 
get  the  job  done  with  minimum  delay  and  minimum 
resources.  We  consider  that  to  be  our  measure  of 
success . 

Finally,  I would  like  to  address,  from  my  personal 
and  objective  viewpoint,  what  1 consider  to  be  a 
key  factor  In  the  Industrial  Security  Program,  In 
all  of  its  parts.  Over  the  paBt  ten  years,  there 
has  evolved  from  the  basic  concept,  a true  joint 
venture  operation  between  Industry  and  Government 
to  insure  that  official  Information  la  properly 
classified  and  safeguarded.  Industry's  role  In 
both  the  formulation  and  implementation  of 
Industrial  security  policy,  once  minimal,  is  now 
substantial  and  growing.  The  management  philosophy 
of  encouraging  and  seeking  Industry's  ldeae  and 
opinions  has  never  been  more  evident,  on  the  OIS 
staff  than  it  is  today.  We  recognize  and  value 
these  inputs  and  we  have  a high  degree  of  confi- 
dence In  industry’s  ability  to  take  a more  active 
role  in  designing  and  implementing  security  mea- 
sures for  the  industrial  environment,  Those  of 
you  who  are  1 ami liar  with  the  ISM  may  have  recog- 
nized in  recent  changeB  the  greater  responsibility 
being  placed  on  industry,  and  there  are  more  such 
changes  in  the  planning  stages. 

This  team  concept  certainly  includes  NCMS  and 
other  professional  societies  whose  comments  and 
recomoendat ions  greatly  assist,  ua  in  arriving  at 
balanced  judgments. 

In  conclusion,  from  this  brief  review  of  our  two 
organizations,  you  can  see  that,  in  the  words  of 
a popular  Madison  Avenue  slogan,  "We've  come  a 
long  way,  baby."  To  which  you  might  add  words 
from  an  old  song--"But,  baby,  you've  still  got 
a long  way  to  go!" 

VJe  accept  that  challenge  and  look  forward  to  an- 
other 10  years  of  parallel  growth  and  development 
with  the  NCMS.  We  know  chat  changing  times, 
standards  and  needs  will  force  us  to  keep  the 
program  viable.  As  long  as  we  can  meet  like  tills 
to  exchange  our  views  and  foster  the  joint  venture 
concept,  the  Industrial  Security  Program  will 
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continue  to  improve.  And,  after  all,  that  Is 
precisely  why  we  are  here! 

Thank  you  very  much. 


NEW  INFORMATION  SECURITY  MANAGEMENT  COURSE 
BY 

MAJOR  JOHN  R.  O'LEARY,  USAF,  Assistant  Commandant 
Defense  Industrial  Security  Institute 

Cord  afternoon,  ladies  and  gentlemen.  On  behalf 
of  the  staff  and  faculty  at  the  Industrial 
Security  Institute,  It  is  an  honor  and  privilege 
to  be  with  you  here  today  to  discuss  a new  infor- 
mation security  management  course. 

Personally,  I'm  also  happy  to  be  here  for  a num- 
ber of  reasons.  It  has,  first  of  all,  afforded 
me  the  opportunity  to  participate  in  a truly 
outstanding  seminar.  Secondly.  It's  given  me  an 
opportunity  to  review  some  old  friendships  as 
well  as  meet  many  of  the  friends  and  alumni  of 
the  Institute. 

In  a lighter  vein,  the  weather  here  18  everything 
chat  they've  said  about  It,  Southern  California 
is  beautiful  and  those  of  you  who  have  been  in 
Richmond  during  July  or  August  know  how  chat  can 
be,  and,  lastly,  certainly  in  Richmond,  you  can- 
not buy  any  Coors  beer. 

Historically,  speakers  always  shun  away  or  try  to 
avoid  this  hour  right  after  lunch  because  of  the 
drowsiness  that  sometimes  sets  In  In  an  audience. 
However,  l think  we've  got  an  advantage  In  this 
particular  subject  that  we're  going  Co  discuss 
today. 

First,  because  of  the  advance  billing  chat  was 
received  from  Mr.  Llebling  and  Mr.  VsnCook  yester- 
day, it's  created  a little  interest,  we  hope. 
Additionally,  the  course  does  represent  a signifi- 
cant step  in  the  information  security  management 
program,  and  in  that  line,  it's  a course  that  all 
of  us  are  involved  in,  interested  in,  to  see,  to 
show,  to  create  this  new — and  make  it  a meaning- 
ful step  forward  for  all  of  us. 

Additionally,  we  have  departed  Just  a slight  bit. 
from  the  normal  presentations  that  have  been 
given  up  here.  Basically,  aa  Mr.  Green  described, 
I'm  going  to  give  you  Just  a brief  thumbnail 
sketch  of  some  of  the  background. 

:iow  did  this  course  get  started;  go  into  some  of 
the  objectives;  then  Mr.  Daigle  will  get  up  and 
give  industry's  viewpoint  of  the  course.  He  was 
In  attendance  during  the  pilot  course  in  June, 


followed  by  Mr.  Larsen,  who  will  give  the  Govern- 
ment's standpoint  or  viewpoint. 

Following  that.  I'll  get  back  up  and  maybe 
summarize  and  give  an  overall  evaluation — a 
kind  of  overall  evaluation  of  the  course  from  a 
standpoint  of  the  Institute,  and  some  of  the 
things  that  we  can  look  forward  to,  we  can  en- 
vision in  the  future  of  the  course  becoming. 

I think  we  all  agree  that  the  Issuance  ol  Execu- 
tive Order  11652  and  the  subsequent  problems 
resulting  from  its  implementation  pointed  out 
the  need  for  a formal  course  of  classroom  train- 
ing for  industry  managers,  or  for  security  man- 
agers and  other  officials  responsible  for  the 
proper  implementation  of  this  Order.  The 
changes  brought  about  by  the  Executive  Order 
relating  to  authority  and  accountability  of 
classifiers  also  pointed  to  formal  training  as 
the  only  logical  means  of  attaining  an  organized 
and  standardized  approach  among  the  various 
diverse  agencies  authorized  to  classify  official 
information  in  the  interests  of  national  security, 
but  the  question  may  remain  in  some  of  our  minds 
as  to  how  did  this  start,  when  did  this  start? 

We.  can  trace  it  back  to  the  13th  of  April  1973. 

A memorandum  from  the  Deputy  Assistant  Secretary 
tor  Defense  Security  Pulley  was  sent  to  the 
Departments  of  the  Army,  Navy,  Air  Force,  and 
the  Defense  Supply  Agency. 

The  purpose  of  this  memorandum  was  to  bring  the 
addressees  up  to  date  on  the  possible  develop- 
ment of  a course  of  training  in  information 
security  management. 

The  memorandum  requested  their  cooperation  in 
assigning  experienced  personnel  in  this  field 
to  a Department  of  Defense  task  force  which  was 
being  established  to  develop  the  initial  mate- 
rials necessary  to  establish  such  course  of 
instruction. 

OSD's  expressed  desire  was  the  establishment  of 
a formal  course  of  classroom  training  in  the  in- 
formation security  management  covering  all  facets 
of  the.  information  security  program,  including 
classification,  downgrading,  declassification, 
marking,  safeguarding,  personnel  security 
clearances,  and  other  aspects  of  physical  and 
administrative  security. 

The  memorandum  further  directed  that  t he  course 
be  instructed  so  as  to  permit  it  to  be  given  in 
two  distinct  segments.  Each  segment  would  be 
approximately  one  week  in  length.  The  first 
week  covering  the  classification,  downgrade, 
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declassification  aspects  that  could  he  made 
available  to  security  managers  in  industry. 

The  training  to  be  supplied  was  to  be  designed 
to  meet  the  needs  of  the  training  needs  of 
security  specialists  who  have  varying  degrees 
of  administrative  and  managerial  responsibility 
relating  to  the  information  security  program. 

Accordingly,  the  requested  task  force  waa  formed 
and  chaired  by  the  office  of  the  Assistant  Secre- 
tary of  Defense  Security  Policy.  It  was  com- 
prised of  representatives  from  the  Army,  Navy, 

Air  Force,  Defense  Supply  Agency,  and  the  Insti- 
tute. 

This  group  met  at  Cameron  Station,  Alexandria, 
Virginia,  for  three  days  in  June,  1973. 

During  this  period,  the  initial  course  require- 
ments and  program  of  instructions  was  prepared 
and  later  approved  by  OASD,  Basically,  the  pro- 
gram of  ir  struct ion  established  that  the  purpose 
of  the  course  was  to  provide  a comprehensive 
understanding  and  interpretation  of  the  Depart- 
ment of  Defense  information  security  program, 
with  particular  emphasis  on  the  proper  classifi- 
cation of  information  in  the  interest  of  national 
security,  progressive  downgrade  and  declassifica- 
tion action,  and  safeguards  to  classified  infor- 
mation against  unauthorized  disclosure. 

Further,  to  assist  personnel  in  implementing  and 
monitoring  the  Industrial  security  regulation  at 
the  individual' 8 command  or  organizational  level, 
and  in  satisfying  command  and  supervisory  respon- 
sibilities for  effective  compliance  with  program 
requirements. 

Also  established  at  this  task  force  meeting  were 
the  prerequisites  for  the  course  as  being  de- 
signed for  military  and  civilian  personnel  where 
assigned  to  or  selected  for  duties  involving 
responsibilities  in  administering  the  DoD  infor- 
mation security  program  within  the  command  or 
organization  to  which  he  is  assigned.  The  course 
is  of  particular  interest  to  those  persona 
serving  aa/or  selected  for  security  managers' 
positions  within  the  meaning  of  DoD  Directive 
52100.  .1-R. 

The  course  material  is  designed  for  mid  end  upper- 
level  managers.  However,  others  with  comparable 
duties  and  responsibilities  may  attend.  The 
course  is  available  in  port  on  a quota  basis  to 
Industry  personnel  assigned  responsibility  under 
the  industrial  security  management  for  effective 
application  of  classification,  downgrade,  de 
classification,  marking  requirements,  as  esti i- 
llBhed  by  the  Government. 


In  a broad  sense,  the  scope  of  the  course  was 
to  provide  the  student  with  a general  knowledge 
of  the  history,  policies,  and  implementation 
and  management  of  the  industrial  security  regu- 
lation in  a fundamental  working  knowledge  of 
all  program  elements.  As  a result  of  the 
determined  efforts  of  the  task  force,  a decision 
was  made.  First,  that  the  proposed  course  could, 
in  fact,  be  conducted,  and,  secondly,  the  res- 
ponsibility to  conduct  the  course  was  assigned 
to  the  Defense  Industrial  Security  Institute 
there  in  Richmond,  Virginia.  However,  it  must 
not  be  overlooked  that  before  the  first  course 
could  be  conducted,  we  at  D1SI  had  a formidable 
task  to  accomplish. 

For  instance,  we  did  not  have  sufficient  class- 
room space,  nor  instructional  staff  to  accom- 
modate this  new  course.  Nonetheless,  the  wheels 
kept  turning,  and  in  January  of  1974,  the  first 
two  of  our  instructors  for  this  course  arrived. 
The  third  did  not  arrive  until  the  middle  of 
March . 

A special  note  here  should  be  made  that  in  less 
than  a year  from  the  meeting  of  the  „ar’  force 
to  formulate  DOl,  the  pilot,  our  first  course 
of  Instruction,  was  actually  present  d. 

This  reflects  the  outstanding  support  and 
cooperation  that  we  have  received  from  all 
agencies  concerned,  and  a lot  of  hard  work  on 
the  part  of  the  instructors. 

At  the  present  time,  we  still  do  not  have 
sufficient  dedicated  classroom  space.  However, 
construction  funds  have  been  programmed  and  we 
should  have  better  facilities  within  the  fore- 
seeable future.  Until  then,  we  will  conduct 
our  courses  in  the  existing  classroom  wherever 
possible. 

In  those  caaea,  whore  this  is  not  possible,  we 
have  been  assured  that  we  can  use  the  commander's 
conference  room  at  the  Defense  General  Supply 
Depot. 

In  view  of  the  rather  compressed  time  frame,  the 
pilot  course  was  conducted  at  the  Defense 
Industrial  Sec.urlt,  Institute  during  the  period 
3 through  14  June  1974. 

As  previously  indicated,  the  course  was  divided 
into  two  distinct  segments,  each  one  a week  long. 


The  first  week  basically  addressed  the  classifi- 
cation downgrading,  declassification  and  marking, 
as  you'll  see  in  this  slide  and  the  following 


Could  1 have  the  first  slide,  please? 


slide.  These  sixteen  topics  were  the  bulk  o f 
the  material,  or  the  subject  matter  that  was 
covered  during  that  first  week. 

During  the  second  week,  these  are  some  of  the 
topics  that  also  were  addressed.  In  addition 
to  the  five  representatives  from  industry  who 
were  invited  to  attend  the  pilot  course,  fifteen 
representatives  from  the  Department  of  Defense 
agencies,  the  Department  of  State,  the  National 
Security  Agency,  and  the  National  Aeronautics 
and  Space  Administration,  also  participated. 

From  the  very  valuable  constructive  criticism 
offered  verbally  during  this  course,  we  have 
greatly  benefited,  and  I'd  like  to  take  this 
opportunity  certainly  for  the  five  industry 
representatives  and  the  Government  representa- 
tives during  that  course,  we  certainly  want  to 
thank  them  for  their  assistance  in  this  area. 

During  the  course,  we  also  requested  written 
critiques  or  comments  submitted  by  these  atten- 
dees . There  was  general  agreement  that  the 
course  addresses  all  aspects  of  the  Information 
security  program,  and  with  some  refinement  and 
periodic  revision,  will  prove  to  be  a valuable 
tool  In  training  new  security  managers  and 
effectively  stimulate  the  exchange  of  ideas 
between  security  managers. 

This,  you  might  say,  concludes  the  first  part  as 
far  as  background  and  a slight  overview,  as  far 
as  the  objectives  of  thi6  new  course.  At  this 
time.,  I'd  like  to  turn  the  podium  over  to 
Mr.  Fred  Daigle,  who  will  give  us  again  that 
viewpoint  of  the  industry  regarding  the  course 
and  his  view  of  It . 


INDUSTRY  VIEW  OF  INFORMATION  SECURITY  MANAGE- 
MENT COURSE 
BY 

FREDRICK  J.  DAIGLE  


It  was  with  a great  deal  of  pride  and  apprecia- 
tion that  we,  representing  both  Industry,  our 
own  companies  and  the  society,  received  invita- 
tions to  attend  the  first  week  of  the  two-week 
pilot  course,  and  this  Is  another  one  of  the 
examples  of  the  society  and  DCAS  working  to- 
gether as  hso  been  so  ably  described  by  Bob  Green. 
1 would  be  remiss  if  I didn't  take  a quick  aside 
here  to  extend  the  appreciation  of  the  entire 
society  to  Bob  Green  for  the  many,  many  kind 
things  he  said  about  us  during  his  presentation. 

Those  Invited  from  the  society  by  the  commandant 
of  the  school  were  Jim  Buckland  of  Martin- 


Marietta  of  Orlando,  Florida,  our  NCMS  Vice- 
President,  myself.  Jack  Robinson,  from  the 
Center  of  Naval  Analysis,  editor  of  the  NCMS 
Bulletin,  and  a member  of  the  Board  of  Directors, 
Lyn  Satterfield,  Westinghouse , Baltimore,  an 
immediate  past-member  of  the  Board  of  Directors, 
Gene  Suto,  General  Research  Corporation,  McLean, 
Virginia,  and  now  President-elect  of  NCMS.  In 
addition  to  the  above  were  the  fifteen  people 
from  Government  who  Major  O'Leary  mentioned. 

As  an  interesting  sidelight;  of  the  twenty 
course  attendees,  twelve  were  members  of  NCMS 
and  two  more  joined  during  the  week.  You  had 
to  show  your  NCMS  card  to  get  a drink  at  the 
bar.  One  joined  yesterday,  Mr.  Rae  Nehls;  and 
all  the  instructors  indicated  their  interest  and 
the  intention  to  Join  with  us  in  the  society. 

Prior  to  presenting  a viewpoint  relative  to 
course  content  and  its  conduct,  thera  is  a pre- 
lude that  must  be  discussed  for  the  benefit  of 
the  NCMS  membership  This  is  in  regard  to  the 
advance  publicity  that  we  of  the  society  have 
been  hearing  for  well  over  a year  as  a result 
of  presentations  at  our  seminar,  our  mid  year 
mlnl-semlnars  and  at  gatherings  of  other  classi- 
fication and  security-related  groups. 

The  general  theme  of  this  publicity  was  that  the 
DISI  school  was  going  to  conduct  a course  of  in- 
struction for  classification  management  personnel 
in  both  industry  and  Government. 

This  particular  course  is  not  designed  for  that 
purpose  as  has  been  described  so  aptly  by  Bob 
and  by  John  O'Leary. 

Now,  to  the  course  itself.  It  was  obvious  that 
there  had  been  much  preparation  for  the  course, 
and  we  cannot  say  enough  of  the  dedication  and 
th"  enthusiasm  of  the  staff  of  DXSI  and  the  In- 
structors . 

The  content  of  the  Instructional  blocks  was 
detailed  and  thorough  even  though  it  was  subject 
to  much  analysis.  Recommendations  were  made  for 
elimination  of  some  what  we  considered  unneces- 
sary material,  a lower-key  approach  to  certain 
facets  of  classification,  updating  of  text,  and 
a need  to  place  greater  emphasis  on  certain 
other  factors. 

These  cotmnents  were  all  shared  in  the  most  part 
by  the  knowledgeable  attendees. 

At  the  outset,  it  became  apparent  that  some  of 
the  attendees  had  no  industrial  exposure  whatso- 
ever in  dally  work  requirements  and  as  a result 
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could  not  understand  the  rather  overwhelming 
comments  and  suggestions  made  by  the  Industrial 
NCMS  attendees.  Thanks  to  Bob  Green,  who  was 
also  in  attendance,  and  who  very  carefully  re- 
stated the  purpose  of  the  pilot  course  Indi- 
cating that  Industry  and  NCMS  had  been  Invited 
to  insure  that  their  views  were  made  known,  be- 
cause among  other  reasons.  Government  security 
managers  do  at  some  time  in  their  careers  inter- 
face with  Industry  in  some  manner , and  to  provide 
with  Industry  in  some  manner,  and  to  provide 
these  managers  with  the  ability  to  interface 
knowledgeably  was  one  of  the  objectives  of  this 
course . 

After  the  second  dey  and  after  the  foregoing 
opportunity  to  clarify  the  various  participa- 
tions, the  critiques  were  most  comprehensive 
and  Informative.  There  is  little  value  in  dis- 
cussing the  individual  items  of  the  critiques, 
as  all  attendees  were  informed  by  the  school 
that  these  were  well  received  and  would  be  in- 
corporated into  the  first  regular  session  of  the 
course,  which  is  going  on  right  now. 

The  Institute  has  assured  me  that  the  next  year's 
schedule  will  be  such  that  it  will  not  conflict 
with  our  Washington  seminar  dates,  thereby  per- 
mitting the  instructors,  as  well  as  the  potential 
attendees,  to  attend  the  seminar  if  they  wish. 

The  single  critique  item  that  was  agreed  upon  by 
all  attendees  und  worthy  of  reporting  here  was 
that  although  all  the  information  was  primarily 
factual,  generally  complete  and  well  presented, 
it  did  not  completely  meet  the  primary  purpose 
of  the  course,  that  being  relating  this  wealth 
of  data  to  the  responsibilities  of  Government 
security  managers  in  implementing  the  informa- 
tion security  program. 

This  aspect  was  discussed  in  depth  with  the 
attendees,  instructors,  and  the  school  adminis- 
tration, and  there  was  no  disagreement  with  the 
observation. 

The  second  week  of  the  course,  that  dealing 
with  physical  security,  was  to  be  restructured — 
over  the  weekend,  I might  say — with  the  Govern- 
ment security  manager's  responsibilities  in  mind, 
and  1 expect  Mr.  Larsen,  who  la  your  next  speaker, 
will  give  the  Government’s  viewpoint  and  will 
address  this  change  in  procedure. 

In  summary,  we  concur  the  material  gathered  for 
the  course  be  modified  as  recoanended  and  when 
reoriented,  to  the  responsibilities  of  the 
Government  security  manager,  will  provide  a very 
beneficial  course  of  instruction  for  many  an 


upper-level  management  personnel,  and  is  the 
first  solid  step  taken  to  formally  present  any 
classification  management  training. 

Hopefully,  It  will  make  our  lives  easier  by 
giving  our  bosses  a better  insight  into  what  we 
are  trying  to  do. 

However,  we  additionally  recommend  that  the  role 
of  members  of  industry  that  are  Invited  be  speci- 
fically defined  and  stated  In  the  invitation  and 
In  the  opening  remarks  introducing  each  course. 

Further,  we  submit  the  observation  that  we  still 
feel  a dire  need  for  j course  in  classification 
management  both  for  Government  and  Industry 
classification  management  trainees  where  they 
commingle  and  learn  from  each  other. 

We  have  long  felt  this  need  aa  being  the  first 
one  that  required  fulfillment.  When  the  classi- 
fication management  specialists  have  been  taught, 
then  a review  of  what  they  were  taught  would  be 
most  beneficial  not  only  to  Government  security 
managers,  but  also  the  first  and  second  level 
industrial  security  managers. 

GOVERNMENT  VIEW  OF  INFORMATION  SECURITY  MANACE- 

MENT  COURSE 
BY 

MR.  FRANK  LARSEN  (Navy-CNO) 

This  appearance  is  a two-fold  privilege — not  only 
to  have  the  valuable  platform  time  at  this 
national  seminar,  but  also  to  represent  the  twelve 
government  departments  and  agencies  which  vere 
represented  at  the  two  week  "pilot"  course  on  the 
DoD  information  security  management  program.  In 
addition  to  the  cogent  remarks  of  Mr.  Daigle  about 
the  course,  it  has  been  apparent  the  grapevine 
worked  very  well  an-*  most  of  you  have  received 
individual  if  not  collective  reaction  first  or 
second  hand.  It  may  be  of  interest  for  you  to 
know,  however,  that  a meeting  wes  held  in  Mr. 
VanCook'e  office  in  OSD  on  3 July  1974,  at  which 
time  several  of  the  pilot  course  participants  from 
the  Government  essentially  gave  an  overall  critique. 
There  was  general  agreement  within  this  adhoc  com- 
mittee on  several  points  which  I'd  like  to  relate 
to  you  now.  I'm  reminded  at  this  point,  of  that 
great  biblical  guidance — "For  God  so  loved  the 
world,  he  didn't  send  a coiaaittec" — none-the-leae , 
the  Interest,  dedication  and  expressed  desire  to 
improve  and  promote  this  course  on  the  part  of  D1SI, 
DCAS  and  Mr.  VanCook  himself  created  a very  evident 
singleness  of  purpose. 
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for  this  panel)  and  I blame  it  all  on  Dr.  Kissin- 
ger, really,  for  since  he  has  been  promoted  to 
Secretary  of  State,  it  has  become  rather  fash- 
ionable, or  the  ln-thing  to  do,  to  have  someone 
with  a foreign  accent  on  a panel  or  on  a commit- 
tee. 

Of  course,  he  tried  to  get  Dr.  Kissinger,  and 
when  he  failed  in  doing  so,  he  went  through  the 
NCMS  roster  and  found  that  I was  the  only  one 
who  filled  the  bill.  It  is  remarkable,  you  know, 
that  even  in  SAMSO  today,  1 am  suddenly  being 
called  "Doctor." 

In  any  case,  I'm  very  glad  that  George  asked  me 
to  be  here  with  you  this  afternoon. 

Being  with  the  Government  and  also  being  a 
relative  newcomer  to  the  NCMS,  somehow  I feel 
that  there  is  a lack  of  comprehension  on  the 
part  of  some  people  as  to  the  inner  workings  of 
the  classification  management  office  at  the  User 
Agency  level. 

Briefly,  we  at  the  working  level  have  to  imple- 
ment and  interpret  the  many  directives  and  regu- 
lations emanating  from  higher  headquarters.  We 
have  to  rationalize,  use  good  judgment,  and, 
finally,  develop  and  publish  a meaningful, 
classification  guide. 

To  me,  development  of  the  guide  begins  the  day 
the  project  officer  or  the  program  officer  comes 
in  and  says,  "We're  going  to  let  an  RFQ,  a re- 
quest for  bid  in  three  months,  or  six  months,  or 
a year,  3nd  we'll  need  a classification  guide 
as  soon  as  possible. 

At  that  time,  the  contracting  officer,  the 
program  officer  and  the  classification  manage- 
ment office  start  to  work.  The  development  of 
a guide  takes  a considerable  amount  of  time,  and 
many  times  it  never  end  ,.  t r seems  like  when  a 
contract  has  been  comp!  cud  .n  three  or  four 
years,  we  still  get  telephone  calls  on  the 
Interpretation  of  the  clan:  Ifieatlon. 

Before  I turn  this  meeting  over  to  the  panel,  I 
would  just  like  to  say  one  word,  that  I believe 
that  classification  is  born  at  the  User  Agency 
level.  If  you  have  any  problems  on  classifica- 
tion, 1 would  advise  you  first  to  come  to  the 
classil icatlon  office  that  is  indicated  in  your 
guide.  If  you  have  complaints,  you  way  go  to 
headquarters,  but  they  come  back  to  us  anyway, 
and  we  will  face  the  problem. 


We  are  indeed  fortunate  this  afternoon  to  hAve 
three  representatives  from  Government  who  repre- 
sent many  years  of  experience  and  knowledge  in 
many  facets  of  security  classification.  The 
members  of  the  panel  will  speak  on  their  own 
background  and  from  their  own  experience. 

Mr.  Murray  Marker,  who  speaks  on  procurement 
activities  and  contracts;  Colonel  Gviesmer  will 
touch  upon  the  role  of  a program  manager  in  the 
research  and  development  environment,  while 
Mr.  Joseph  Care  will  address  himself  on  the 
subject  of  preparing  and  issuing  a cli.  siflcatlon 
guide. 

Our  first  panelist  this  afternoon  will  be  Mr, 
Marker.  He  received  his  law  degree  from  Columbia 
University  and  after  a number  of  years  of  private 
law  pvactlce,  he  Joined  the  Federal  Security 
Agency  in  1939.  There  he  was  appointed  to  the 
Department  of  Commerce  for  International  Trade, 
and  since  1957,  he  has  been  Regional  Counsel  to 
the  11th  Naval  District  in  l.ong  Beach. 

1 had  the  good  fortune  of  listening  to  Murray 
before,  and  I believe  that  he  is  one  of  the  fore- 
most authorities  on  Government  contracts  and 
procurement . 

PRESENTATION  BY  MR.  MARKER 

1 expected  to  be  the  last  speaker.  1 don't  know 
what  to  say  now. 

Everybody  else  has  said  how  delighted  they  are 
to  be  here,  and  l think  I'd  be  keeping  the  truth 
from  you  if  1 didn’t  say  that  J feel  the  same 
way  about  it . 

I had  the  opportunity  as  Gene  told  you  to  talk  to 
the  California  group  two  years  ago.  1 didn't  know 
whether  they  enjoyed  it,  but  I certainly  had  a 
hell  of  a good  time,  but  I've  been  told  thev 
liked  it,  and  I'm  just  going  to  tell  you  the  same 
thing,  too,  they  liked  it  very  much. 

I'm  here  under  false  pretenses,  really.  I <*m  not 
truly  the  representative  of  what  you  call  the 
User  Agency. 

The  Naval  Regional  Procurement  Office  is  the 
centralized  purchasing  for  procurement  office  in 
Southern  California,  but  by  the  time  we  get  a 
request  to  contract  for  materials  or  services  or 
for  research  and  development  operations, a large 
part  of  the  work  that  comes  from  you,  ladles  and 
gentlemen,  has  already  been  done. 


The  technical  people  and  the  requirements  people 
at  the  requiring  activity  have  gotten  together 
with  security  personnel.  They've  agreed  upon  or 
they  have  worked  out  what  they  think  the  security 
requirements  are,  the  classification  requirements 
are,  and  that's  including  the  requisition  which 
comes  down  to  us,  so  that  we  get  from  you  some- 
thing that  plays  a part  in  what  we  do. 

He  don't  participate  in  any  of  the  decisions 
which  are  made  on  the  security  classification 
level.  Captain  Chapman  told  you  about  the  armed 
services  procurement  regulations  and  how  the 
committee  works  and  told  you  that  the  armed 
services  procurement  regulations — what  it  is  and 
how  you  do  it  sort  of  thing,  and  1 think  perhaps 
I might  sort  of  fill  out  the  picture  by  describ- 
ing to  you  how  we  operate  under  the  ASPR,  and 
maybe  when  you  get  to  the  questioning  period, 
if  we  get  to  the  questioning  period , you  can  try 
to  place  into  perspective  how  what  we  do  impacts 
on  you,  and  vice  versa. 

X think  the  first  thing  to  point  out  to  you  is 
that  the  basic  concept  of  the  operations  that 
fall  under  the  armed  services  procurement  regu- 
lation is  to  follow  the  legal  requirements  for 
entering  into  a contractual  arrangement  with  a 
contractor  to  either  provide  the  services,  the 
activities  or  to  furnish  the  materials  or  the 
supplies  of  the  activity. 

There  are  two  ways  of  doing  this.  The  first, 
for  the  time  being,  anyway,  and,  traditionally, 
the  classical  way,  is  by  advertising.  Advertis- 
ing— formal  advertising — for  bids  does  not  fit 
the  kind  of  operation  that  involves  you,  because 
if  you  have  classification  requirements  with 
regard  to  any  part  of  contract  performance, 
there  is  an  exception  in  the  ASPR  which  permits 
you  to  negotiate  a contract,  rather  than  to 
advertise  it,  and  so  unless  there  is  some  rare 
exception,  and  I'm  not  too  familiar  with  what 
they  would  be,  there  Is  very  little — practically 
no  connection — between  those  instances  where  the 
procurement  is  of  a firm  specification  procure- 
ment for  purchase  of  supplies  or  services  with- 
out any  classification  requirement  on  it,  so  let 
me  talk  only  about  the  second  type  of  negotiation 
contract. 

Without  detailing  the  sections  or  the  language  or 
the  specific  requirements  of  the  armed  services 
procurement  regulation,  we  start  with  the  procure- 
ment request,  the  requisition  that  comes  from  the 
procurement  activity,  and  this  tells  us  what  it 
is  they  want,  how  much  of  it  they  want,  for  what 
period  they  want  it.  The  specifications  will  be 
either  performance  specifications  which  say,  "We 


want  a black  box  that  will  do  the  following," 
or  it  will  be  a technical  spec  which  will  spell 
out  specifically  what  the  black  box  is  to  dc . 

What  is  the  security  classification  required  to 
provide  the  safeguards  against  some  technical 
advance  getting  out  and  becoming  known  in  areas 
through  sources  not  too  known  that  should  not  be 
permitted  to  know? 

What  are  the  areas  in  which  the  services  will  be 
performed,  so  that  there  might  be  access  to 
classified  documents  or  drawings,  or  informa- 
tion of  one  kind  or  another,  or  to  classify 
security  areas  where  performance  by  the  Navy 
people,  or  the  Air  Force,  or  Army  people,  the 
same  difference,  should  not  be  observed  by  people 
not  properly  cleared? 

We  receive  this  requisition,  as  I've  indicated 
to  you,  and  we  analyze  it  from  the  point  of  view 
of  what  kind  of  sources  we  have  to  go  to. 
Ordinarily,  the  requisition  itself  does  indicate 
some  sources,  and  we  are  required — assuming  that 
there  is  no  security  classification — we  are 
required  to  synopsize;  that  is,  to  publish  in 
the  Congress  Business  Daily,  which  is  published 
by  the  Department  of  Commerce,  a synopsis 
summary  of  what  it  is  we  are  in  the  market  for, 
so  that  interested  companies  can  notify  us  of 
their  interest  and  seek  a copy  of  the  solicita- 
tion when  it  is  issued,  so  that  they  can  compete. 

If  there  Is  a security  classification  problem 
involved  and  this  comes  to  us  in  the  form  of 
the  attached  DD  254,  we  do  not  synopsize.  In 
most  cases,  there  are  some  Instances  where  a 
synopsis  is  Issued  for  the  purpose  of  finding 
out  whether  there  are  any  companies  in  this 
field  capable  of  undertaking  the  particular 
operation,  but  it  would  be  an  extremely  general 
statement,  one  which  would  not  be  in  any  way 
indicative  of  what  the  security  problem  is  or 
precisely  what  it  is  we  want. 

It  could  be  a general  description,  for  example, 
of  certain  electronic  requirements,  if  you  need 
an  electronic  finger,  but  without  detailing 
what  the  requirements  would  be  for  performance. 

Assuming  no  security  classification  problems, 
we  do  synopsize.  Assuming  the  classification 
problem,  we  do  not  ordinarily  synopsize,  but  we 
seek  out  those  companies  we  know  have  a capa- 
bility. 

To  companies  which  have  been  cleared,  companies 
that  ask  for  copies  of  the  solicitation  Ji  order 
to  compete,  would  have  to  satisfy  the  security 
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people  of  their  clearance,  and  in  that  case  I 
believe  it's  DCASR  that  does  this  for  us. 

Assuming  then  that  we  have  a sufficient  number 
of  companies,  or  company — in  many  instances,  we 
deal  with  the  sole  source — we  have  the  companies 
that  are  being  solicited.  They've  been  properly 
cleared.  The  matter  is  taken  care  of  within  the 
rules  of  the  security  requirements  that  you've 
aet  up . 

We  solicit  proposals  from  them,  and  if  the 
proposals  are  to  address  themselves  to  the  classi- 
fied material,  they,  of  course,  must  be  classi- 
fied. 

I'll  proceed  now  and  cut  it  short.  In  every 
instance  I mentioned  something  that  has  to  be 
done.  Bear  in  mind  that  if  there  is  a security 
classification  problem,  that  has  to  be  done 
within  the  security  requirements. 

Technical  proposals  and  cost  proposals  are  sub- 
mitted to  the  technical  activity  for  evaluation 
as  to  technical  adequacy  and  acceptability,  and 
are  analyzed  and  evaluated  by  our  office  as  to 
cost . 

You  receive  a technical  evaluation  trom  the 
activity  Indicating  what  companies  have  submitted 
proposals  wiich  appear  to  be  satisfactory  and 
acceptable  and  can  do  the  job  or  are  marginally 
acceptable,  but  can  be  made  acceptable  by  some 
corrections  or  filling  in  of  some  omission,  and 
all  those  companies  which  have  submitted  com- 
pletely unacceptable  proposals  in  the  technical 
aspect. 

This  determines  what  we  have  come  to  know.  This 
determines  the  competitive  range,  that  is,  those 
companies  that  are  now  within  the  range  of 
possibility,  probability  of  acquiring,  achieving, 
being  given  an  award,  being  successfully  the 
winner  of  the  contract  competition. 

Negotiations  then  follow  with  these  companies  to 
correct  deficiencies,  beef  up  whatever  seems  to 
be  Inadequately  treated,  to  clarify  those  areas 
which  are  not  too  clear,  which  are  ambiguous, 
and  also  to  negotiate,  to  improve  the  ptice,  the 
cost.  We  then  request  a final  offer  which  gives 
the  company  an  opportunity  to  now  revise  their 
proposal  to  Include  what  had  been  agreed  upon  or 
negotiated  because  of  the  discussions,  to  improve 
their  competitive  position. 

Now  we  have  two  different  problems  no  consider. 

In  those  instances  where  what  we  need  is  an 
article  or  services  which  meet  the  requirements 


at  the  minimum  level — that  is,  they  will  satisfy 
even  though  they  can  be  done  better — we  determine 
the  winner  on  the  basis  of  the  lowest  price  among 
those  who  have  come  in  with  a proposal  which  meets 
our  minimum  acceptable  requirement. 

In  most  instances  of  the  type  of  work  we  deal  with, 
the  research  and  development  or  developmental  work 
whicn  la  on  the  borderline,  perhaps,  of  research  and 
and  development,  where  more  than  minimum  acceptable 
position  is  sought,  where  we  need  the  best  skills, 
where  we  need  what  we  can  get  in  the  sense  of  the 
most  experience  and  the  most  likelihood  of  achiev- 
ing some  advance,  some  improvement  in  what  we  know 
exists  or  what  we  believe  may  be  done. 

The  choice  may  be  made  on  the  basis  of  a scoring 
which  will  rank  the  best  technical  proposal  at  a 
higher  level  than  others,  even  though  the  others 
may  be  at  a lower  cost,  so  that  we  may  make  a wall 
of  higher  cost  arrangements  in  order  to  achieve  the 
best  technical  results. 

You  can  believe  me  when  I tell  you  that  that  area 
is  the  one  that  is  most  productive  of  disputes, 
protests,  and,  generally  speaking,  the  kind  of 
heartburn  and  headaches  that  we  go  through,  but  we 
do  it. 

It  is  legal.  It  is  accepted  and  within  the  regula- 
tions. It's  sustained,  and,  generally  speaking, 
is  approved  by  the  GAO  in  cases  where  a protest 
haB  been  made . 

Once  the  award  has  been  made  and  once  the  contract 
has  been  executed,  of  course,  the  security-problems 
again  have  to  be  taken  care  of.  They  are  now  con- 
tract administration  problems,  and,  except  in  those 
instances  where  the  PCO  retains  contract  adminis- 
tration, they  are  the  responsibility  or  they  become 
the  responsibility  of  the  DCASR. 

Even  in  those  instances  where  we  retain — so  to 
speak — where  the  procuring  contracting  officer 
retains  the  administrative  responsibility  for  con- 
tract, it  is  usually  delegated  to  the  technical 
activity  so  that  if  we  let  a contract  or  some 
developmental  feature  for  one  of  the  laboratories, 
that  would  require  some  specific  skills  or  the 
background  and  experience  of  the  particular  indi- 
viduals who  have  the  cognizance  of  the  technical 
requirements  of  this  particular  problem  in  the 
laboratory. 

The  laboratory  will  be  the  delegated  administra- 
tive officer. 

Then  there's  midway  where  the  administration  has 
transferred  the  DCASR  with  technical  personnel 
made  part  of  the  team. 


Now,  that,  generally  speaking,  le  the  process  of 
procurement  that  we  handle  for  the  User  activi- 
ties. Now,  I am  not  too  familiar,  frankly,  with 
the  preparatory  work  that  you  do  before  it  gets 
Into  the  purchase  request,  but  a little  more 
familiar  with  what  happens  after  the  contract  Is 
executed  and  becomes  an  administrative  matter, 
because  If  there  Is  a dispute,  of  course,  then 
the  administration  comes  back  to  us  usually  In  a 
claim  or  contract  appeal. 

PRESENTATION  BY  COLONEL  GRIESMEK 

I’ve  always  had  the  impression  that  security 
classification  In  the  intelligence  and  operations 
fields  was  lot  more  straight  forward  and  had 
fewer  problems  than  In  the  research  and  develop- 
ment business.  1 have  to  say  It's  my  impression 
because  all  of  ray  experience  for  the  past  seven- 
teen years  has  been  as  an  R&D  officer.  I do 
know  one  thing  for  certain;  they  don't  have 
Aviation  Week  working  their  side  of  the  street. 
Buc  seriously,  1 do  believe  R&D  has  problems  not 
common  to  other  areas.  DoD  Regulation  5200.1 
has  little  more  than  general  guidelines  for  the 
R&D  manager  who  must  develop  a new  security 
classification  guide  or  whose  program  is  under- 
going rapid  changes.  It  tells  him  he  must 
develop  a guide  in  accordance  with  established 
policies  and  procedures  and  that  the  guide  should 
cover  the  transition  through  research,  develop- 
ment, test,  procurement  and  the  other  phases  In 
the  R&D  cycle.  It  tells  him  to  consider  the 
issues  of  net  national  advantage,  lead  time 
advantage  and  cost  before  making  classification 
decisions.  But  these  are  pretty  abstract  and 
they  get  even  more  abstract  when  you  have  some 
specific  issue  at  hand  and  try  to  apply  them. 

Then  too,  the  program  manager  generally  has  a 
more  mundane  set  of  problems.  He  is  worried 
about  the  cost,  schedules  and  performance  of 
whatever  it  is  he  is  crying  to  get  built  or  buy. 
He  probably  looks  at  security  problems  In  the 
same  light  as  the  "ilities,"  reliability,  safety, 
etc.  He  knows  they  cost  money,  but  add  nothing 
in  the  way  of  technical  performance.  It  Is 
probably  safe  to  say  that  the  average  program 
manager  spends  little  If  any  time  insuring  that 
hia  program’s  security  classification  guide  is 
complete,  up-to-date  and  cost  effective.  I am 
sure,  it  rarely  gets  the  same  kind  of  attention 
that  his  budget  does  and  yet,  unless  his  program 
is  completely  unclassified,  the  costs  of  security 
are  in  every  line  item  of  his  budget.  While 
classification  requirements  probably  do  not  in 
moat  cases  represent  a large  cost  factor  in 
individual  programs,  it  is  none-the-lese  signifi- 
cant when  viewed  in  the  light  of  classification 


costs  to  the  DoD  as  a whole.  But  it  can  be 
significant  in  Individual  programs  too.  I'll 
give  you  a couple  of  examples.  I was  Involved 
in  one  situation  in  a satellite  program  office 
where  a classified  computer  printout  of  satel- 
lite ephemeria  data  wa9  being  accumulated  at  an 
overseas  tracking  station  at  a rate  of  an  inch 
per  hour.  Operations  analysts  planned  to  save 
these  runs  for  diagnostic  purposes  for  several 
months.  It  very  rapidly  became  apparent  that 
storage  and  destruction  facilities  would  be 
overwhelmed  unless  drastic  actions  were  taken. 

The  station  commander  had  pleaded  for  a ship- 
ment of  safes  from  the  states.  The  people  who 
wanted  the  data  were  told  to  find  a cost  effec- 
tive solution.  They  quickly  came  up  with  a few 
changes  to  the  software  program  that  eliminated 
the  classified  portions  and  retained  the  useful 
data.  It  turned  out  to  be  a solution  someone 
should  have  thought  of  to  begin  with.  This 
same  program  was  a Special  Access  Required 
program — covered  by  the  old  Air  Force  Regulation 
205-23 — for  long  after  it  should  have  been. 
Resources  at  contractor  facilities  as  well  as 
government  install stlons  were  needlessly  con- 
sumed trying  to  follow  the  briefing,  debriefing 
and  record  keeping  rules  long  after  the  program 
had  grown  too  big  to  be  afforded  any  real  pro- 
tection under  this  system.  While  the  program 
office  recognized  the  situation  and  recommended 
changes  to  higher  headquarters,  approval  was  a 
long  time  coming. 

Approval  was  finally  obtained  and  contrccts  were 
subsequently  renegotiated  to  reflect  the  change 
in  security  requirements.  The  total  savings  to 
the  program  as  a result  of  this  change  was  In 
excess  of  $130K,  with  a $105K  reduction  on  one 
contract  alone.  And,  I believe  1 can  say — Gene 
Klein  can  verify  this — that  the  change  did  not 
result  in  any  reduction  in  the  protection  afforded 
to  the  sensitive  aspects  of  the  program  that  did 
require  careful  classification.  As  a matter  of 
fact  I know  the  change  allowed  concentration  on 
the  truly  sensitive  elements  by  deemphasizing 
the  bookkeeping  operations.  AFR  205-23  finally 
got  to  the  point  that  it  was  serving  to  focus 
attention  on  programs  rather  than  offering  them 
any  "protection."  Recognition  of  that  was  a 
long  time  in  coming.  I think  the  lesson  to  be 
learned  is  that  security  practices  and  classifi- 
cation need  to  be  continually  reviewed  to  Insure 
that  they  are  protecting  what  really  needs  to  be 
protected  in  the  most  cost  effective  manner. 
Regulations  ought  to  be  changed  or  eliminated 
when  they  don’t  do  the  job  intended. 

Which  brings  me  to  my  next  point  and  that  is  the 
need  for  program  managers  to  find  some  method,  a 
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method  that  suits  their  own  program's  needs,  to 
Insure  regular  review  and  updating  of  their 
program's  security  classification  guide.  The  Air 
Force  tries  to  make  users  aware  of  the  need  for 
this  on  a continuing  basis  with  a paragraph  in 
all  guides  which  solicits  constructive  comments 
from  users  in  the  event  classification  imposes 
requirements  for  protection  that  prove  impracti- 
cal, progress  of  a program  necessitates  classifi- 
cation changes,  or  some  other  problem  arises. 

From  experience  I've  found  that  few  users  took 
the  time  to  respond  to  that  invitation.  We  would 
hear  from  a user  in  the  event  classification 
requirements  suddenly  generated  a major  problem. 
However,  in  general,  the  less  pressing  and  far 
more  common  instances  of  net  very  clear  language 
on  certain  entries  in  a guide,  over  or  under 
classification,  for  example,  were  rarely  brought 
up  unless  the  program  office  took  some  specific 
action  beyond  the  standard  request  printed  in 
the  guide  itself. 

A technique  which  we  used  in  the  satellite  pro- 
gram office  I referred  to  earlier  and  which  did 
surface  needed  changes,  was  to  hold  regular, 
two  to  three  times  a year,  meetings  to  hammer 
out  changes — and  1 use  that  verb  advisely. 

Program  office  personnel  chaired  these  meetings 
that  were  attended  by  contractors , the  Commands 
using  and  supporting  the  system  as  well  as  classi- 
fication management  specialists.  With  every 
Interested  agency  involved  in  developing  accept- 
able language,  I think  we  ended  up  with  a better — 
but  more  important — a more  useful  produce.  I 
don't  think  this  was  a dilution  of  the  govern- 
ment's responsibility  to  properly  classify 
national  security  Information;  on  the  contrary, 

I think  everyone  left  with  a better  idea  of  why 
certain  information  had  to  be  classified  and 
equally  important,  the  right  words  in  the  guide 
to  assist  proper  application  of  classification 
guidelines.  These  sessions  took  time,  but  they 
were  productive.  I found  the  contractor  people 
particularly  cost  conscious;  they  pointed  out 
many  areas  of  over  or  unnecessary  classification. 
This  was  quite  a dynamic  program  where  I think 
this  technique  was  necessary  to  quickly  surface 
and  effect  necessary  changes;  other  programs  may 
not  need  this  sort  of  concentrated  activity,  but 
every  program  should  have  a formal  and  regular 
mechanism  for  reviewing  and  updating  guides. 
Letters  to  users  for  example,  could  take  the 
place  of  meetings.  On  my  present  program,  the 
Advanced  ICBM  Technology  or  MX  program,  we  have 
begun  e review  of  the  present  classification 
guide  to  eliminate  over  classification.  I 
don't  believe  in  the  general  ground  rule  that 
since  this  piece  of  equipment  or  data  might  some- 
day be  part  of  an  operational  system  that  It  must 


necessarily  be  classified  for  that  reason. 

There  is  a tendency  to  always  be  on  the  safe 
side,  but  that  does  cost  money  and  after  a 
little  probing  I have  generally  found  rationale 
for  classification  lacking. 

The  classification  management  staff  at  our 
SAMSO  Headquarters  spurs  the  program  managers 
with  an  annual  review  of  all  guides.  They  push 
the  program  offices  to  insure  uniformity  and  of 
course  their  acrosa-the-board  coverage  of  all 
programs  does  contribute  significantly  to  keep 
the  quality  of  our  guides  high.  1 have  found 
all  of  these  useful  In  keeping  guides  for  which 
I was  responsible  as  current  as  possible. 

One  problem  that  I've  frequently  encountered 
with  classif ication  guides  involves  specific 
vs  general  entries.  On  one  hand  the  guide  may 
cover  many  specifics  in  great  detail;  in  the 
opposite  situation  the  references  in  the  guide 
are  so  vague  as  to  be  of  little  assistance  in 
proper  classification.  There  is  a danger  with 
the  too  specific  approach  too;  if  the  user 
doesn't  find  the  specific  detail  he  is  looking 
for  he  naturally  assumes  It  is  unclassified 
since  the  guide  goes  into  great  detail  on  many 
other  points.  In  both  of  these  situations  the 
user  isn't  helped  very  much  by  the  guide.  I 
don't  really  have  a good  answer  for  this  situa- 
tion. From  my  experience  1 think  we  tried  to 
make  our  guide  as  specific  as  possible,  but 
still  leaving  some  room  for  interpretation  to 
encourage  users  to  use  their  heads.  Even  with 
all  the  guidelines,  classification  is  still 
mostly  common  sense  and  we  need  to  keep  remind- 
ing users  of  that  fact.  There  just  isn't  any- 
way to  cover  every  conceivable  question;  common 
sense  in  many  Instances  has  to  be  the  ultimate 
arbiter. 

One  aspect  of  updating  guides  that  has  always 
bothered  me  is  how  to  get  the  new  Information 
to  all  the  holders  of  the  guide.  For  guides 
classified  SECRET  this  is  probably  not  too 
challenging  as  they  are  individually  controlled. 
But  SECRET  guides  are  probably  a minority.  For 
uncontrolled  guides  and  especially  where  local 
reproduction  of  guides  is  authorized,  1 have 
never  been  certain  that  updates  get  to  all  the 
agencies  having  guides  or  to  all  the  individual 
copies  within  each  agency. 

1 have  tried  to  enumerate  a few  of  the  problems 
I've  encountered  as  a program  manager  in  the 
area  of  security  classification  and  how  1 dealt 
with  them,  hoping  that  ray  experiences  might  be 
beneficial  to  others.  I do  want  to  return 
briefly  to  a point  I tried  to  make  in  the 


beginning  and  that  is  that  the  R&D  manager  him- 
self must  in  most  cases  decide  what  needs  to  be 
classified,  at  what  level  and  for  how  long. 

Higher  headquarters  may  approve  guides  but  it  is 
really  the  R&D  organization  itself,  with  able 
assistance  from  the  classification  management 
specialists,  that  decides  on  the  gut  classifica- 
tion issues.  This  is  often  difficult  with  only 
abstract  guidelines  to  follow,  but  it  is  the 
organization  that  knows  the  data  best  and  in  the 
long  run  the  organization  that  has  to  do  the  Job. 

PRESENTATION  BY  MR.  CARE 

It  is  truly  an  honor  to  be  invited  to  sit  with 
this  panel  and  to  discuss  with  you  some  of  the 
User  Agency  functions  and  problems.  My  comments 
will  be  brief  In  order  to  allow  ample  time  for 
questions. 

Before  we  get  into  User  Agency  functions  let  me 
give  you  a brief  rundown  on  the  Naval  Underwater 
Systems  Center.  We  are  a DoD  shore  activity 
under  the  Command  of  the  Chief  of  Naval  Material. 
Center  Headquarters  is  located  in  Newport,  R.l. 
under  the  Command  of  Captain  M.  C.  McFarland. 

The  Center  operates  facilities  in  Newport,  Rhode 
Island;  New  London,  Connecticut;  Andros  Island, 
Bahamas;  The  Azores;  Tudor  Hill,  Bermuda;  Fishers 
1 land,  New  York;  Seneca  Lake,  New  York;  Dodge 
Pond,  Hiantic,  Connecticut;  Millstone  Quarry, 
Waterford,  Connecticut;  and  Field  Stations  in 
Fort  Lauderdale,  Florida  and  one  here  on  Harbor 
Drive  In  San  Diego.  Some  of  the  skills  we 
utilize  at  the  Center  are  physics,  acoustics  and 
hydrodynamics;  electromagnetics;  applied  mathe- 
matics; metallurgy  and  materials  research; 
organic,  inorganic,  and  physical  chemistry; 
electronic  signal  processing;  servo  mechanics; 
miniaturization  and  Instrumentation;  mechanical, 
chemical  and  electronic  engineering  of  consider- 
able depth;  operations  research;  computer  science 
and  oceanography. 

The  Center  is  currently  involved  in  some  several 
hundred  projects,  eighty  percent  of  which  are 
classified.  A sizeable  portion  of  our  research 
is  contracted  to  industry.  That  is  what  X am 
here  to  talk  about,  our  role  as  a User  Agency. 
Problems  associated  with  NUSC  as  a User  Agency 
begin  at  the  beginning. 

Let's  take  a look  at  a case  In  point.  A NUSC 
project  engineer  has  been  talking  to  a competent 
well  known  independent  engineer  about  a certain 
problem.  He  determines  that  this  engineer  has 
the  expertise  to  help  solve  this  certain  problem. 
He  also  knows  that  the  independent  engineer  was 
previously  associated  with  a cleared  industrial 


firm  that  did  considerable  research  in  the  current 
problem  area.  The  NUSC  project  engineer  then  dis- 
cusses a contract  arrangement  with  the  independent 
engineer.  Suddenly  he  realizes  that  he  must  look 
into  the  security  status  of  hiB  prospective  con- 
tractor. The  two  engineers  arrive  at  the  Security 
Office,  both  sure  of  one  thing:  Our  prospective 
contractor  needs  a clearance  for  access  and  some- 
body will  wave  « magic  wand  and  PRESTO!  Secret 
Clearance.  After  the  storm,  we  settle  down  to  a 
standard  request  to  the  cognizant  DCASR  for  a 
Facility  Clearance  for  this  on-the-spot,  newly 
formed  Research  Corporation.  The  request  indicatea 
the  level  of  clearance  and  stowage  capability  re- 
quired, the  address  of  the  Corporation,  and  most 
important  of  all  it  reflects  an  urgency  for  an 
interim  clearance  so  that  we  may  commence  contrac- 
tual activity  almost  immediately!  Does  that  sound 
like  a full  afternoon?  It  is!  And  we,  believe  it 
or  not,  respond  and  provide  the  service  as  expedi- 
tiously as  we  can.  Is  it  poor  planning?  Not  nec- 
essarily. Our  engineers  get  a task  assignment  and 
they  start  digging  for  the  best  way  to  provide  the 
fleet  with  the  tools  and  knowledge  they  need  as 
soon  as  possible,  and  that  "as  soon  as  possible" 
might  very  well  be  the  only  lead  time  we  have  in 
this  particular  area  over  a potential  adversary. 

It  is  TIME  that  we  are  buying,  and  it  is  TIME  that 
classification  buys  us,  nothing  else. 

Most  of  our  classification  actions  are  derivative 
rather  than  original.  Therefore,  the  guidance  we 
provide  a contractor  for  the  most  part  is  based  on 
guidance  we  receive  with  each  task  assignment  from 
such  DoD  Components  as  NAVSHIPS  and  NAVORD  that  have 
now  combined  operations  and  are  identified  as  NAVSEA 
NAVELEX:  ARFA:  CNO:  et  cetera.  From  this  basic 
guidance  we  develop  DD  254 's  for  those  portions  of 
NUSC's  task  assignments  that  are  let  out  for  con- 
tract. If  the  scope  of  the  contractor  portion 
warrants  it,  we  Include  the  original  guidance  aa  an 
enclosure  to  the  DD  25! , Some  problems  crop  up 
along  the  way.  There  are  occasions  when  neither 
the  cognizant  engineer,  nor  the  Classification 
Manager  can  agree  on  the  appropriate  level  of 
classification  or  the  proper  downgrading  designa- 
tion that  should  be  applied  to  a contract  task. 
Interpretation  of  the  original  guidance  is  generally 
the  problem  area  and  that  Is  soon  resolved  by  con- 
tacting the  originator  of  the  guidance.  Another 
problem  here  is  that,  unfortunately,  there  are  still 
those  among  us  that  interpret  guides  to  their  ex- 
tremes and  classify  forever.  1 use  that  term 
"forever"  because  I feel  that  in  some  areas  30 
years  is  "forever."  Some  valuable  assistance  came 
into  being  recently  via  OPNAV1NST  5510.132  dated 
April  10,  1974  entitled  "Preparation  of  Security 
Classification  Guidance."  What  is  most  encouraging 
is  outlined  in  paragraph  3 under  "Classification 
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Philosophy"  and  I quote:  "Classification  deci- 
sions should  not  be  made  based  on  "gutty"  or 
"spur  of  the  moment  feelings."  Somebody,  Cod 
Bless  him,  finally  hit  the  nail  on  the  head. 
Paragraph  3 continues  and  goes  into  what  I con- 
sider an  intelligent  approach  to  the  preparation 
of  classification  guidance.  One  of  our  other 
major  problems  as  a User  Agency  is  the  release 
of  documents  to  industry.  WHO  CAN  HAVE  WHAT  and 
for  HOW  LONG  and  WHY  CAN'T  HE  HAVE  IT  are  the 
subjects  of  a great  deal  of  correspondence.  The 
easiest  way  to  respond  to  a request  for  documen- 
tation is  to  deny  the  request.  Somewhere  one 
can  find  a reason  for  denial,  but  we  all  know 
this  isn't  the  answer.  Release  of  contract 
related  documents  to  industry  is  very  necessary 
and  the  temporary  or  permanent  custody  of  any 
such  documents  by  industry  la  not  expected  to 
result  in  the  total  downfall  of  the  National 
Security.  Here  at  NUSC  all  requests  for  docu- 
mentation are  routed  via  our  newly  formed 
Distribution  Center  for  processing.  The  proce- 
dure that  has  been  established  insures  that  the 
prospective  recipient  of  classified  material  has 
a facility  clearance  with  proper  stowage  capa- 
bility and  a need  certification.  Each  outgoing 
document-  is  also  checked  for  possible  down- 
grading or  declassification  and  other  necessary 
security  markings  prior  to  its  departure. 
Unclassified  material  is  checked  for  distribu- 
tion limitations,  if  any,  with  emphasis  on 
releasing  with  Distribution  Statement  "A" 
whenever  possible. 

The  protection  of  classified  material  is  still 
our  biggest  worry.  The  TIME  element  places  a 
great  deal  of  pressure  on  both  Contractor  and 
User  Agency  personnel.  This  in  turn  encourages 
shortcuts  or  by-pass  of  security  systems  by  both 
parties.  As  I stated  previously,  TIME  is  what 
it's  all  about  and  to  compromise  an  entire  pro- 
ject by  shortchanging  security  requirements 
defeats  the  whole  purpose. 

In  conclusion,  I would  like  to  parrot  some 
remarks  by  Past  President  Jim  Bagley  that  he  made 
at  the  1972  seminar  that  are,  in  my  opinion,  an 
answer  to  many  of  our  problems: 

The  most,  urgent  priorities  should  be: 

(1)  The  establishment  of  Job  standarde  for 
classification  management  personnel. 

(2)  The  development  of  education  and  training 
programs  at  all  levels. 

(3)  The  recruitment  of  new  people,  hopefully 
younger,  into  classification  management. 


(4)  Steps  to  establish  courses  at  the  college 
and  university  levels. 

(5)  Bring  into  the  field  of  Classification 
Management,  information  and  technical 
information  specialists  who  are  also  con- 
cerned with  information  which  may  be 
released  and  information  which  must,  for 
a time,  be  protected. 

QUESTIONS  AND  ANSWERS 

MR.  TITKO:  I'm  Mr.  Tltko.  1 have  a question 
for  Colonel  Criesmer. 

Colonel,  at  what  phase  of  the  development  process 
do  you  put  a security  classification  guide  into 
practice? 

Ideally,  I suppose  it  would  be  when  254's  are 
being  generated,  but  that  in  many  cases  is  not 
feasible.  Now,  operational  phases,  operational 
tests,  development  tests,  pre-lTR  or  ITR. 

COLONEL  CRIESMER:  Well,  I've  had  experience 
with  guides  that  were  written  for  exploratory 
development  programs,  for  example,  and  I'm  sure 
there  are  some  that  probably  ought  to  be  written 
before  they  even  get  to  that  state. 

1 really  don't  think  there's  a universal  unswer. 

I think  it  depends  on  the  particular  area  that's 
involved.  But  we  have  6.3  programs  and  6.2 
programs  within  the  Department  of  Defense,  both 
of  which  were  security  classification  guides, 
so  1 think  it  depends  very  much  on  the  type  of 
information  you're  trying  to  protect. 

In  many  cases,  a guide  tnay  be  required  to  go 
through  the  whole  lifetime  of  the  system.  The 
system  may  spend  many,  many  years  in  the  early 
R&D  stage  before  it  goes  into  production  and  a 
guide  may  be  necessary  in  the  early  years.  The 
guide  will  change  as  different  things  are 
important  in  different  periods  of  time.  In 
summary,  each  program  must  determine  the  what 
and  when  based  on  its  individual  needs. 

MR.  KLEIN:  I have  a question  for  Murray.  I'd 
like  to  know  how  you  go  back  and  estimate  the 
security  costs  on  your  program  in  setting  up  a 
contract?  How  is  that  done? 

MR.  MARKER:  That  would  be  the  function  of  the 
proposal  and  its  evaluation  by  both  the  technical 
people,  the  classification  people,  as  to  the 
rates  involved,  the  overhead,  and  so  forth.  It 
would  be  a key  method,  but  not  necessarily  com- 
bined. It  might  be  a sequential  operation. 
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MR,  KLEIN:  Is  that  negotiable? 

MR.  MARKER:  The  cost  may  be  negotiated  In  the 
sense  that  perhaps  the  provision  for  the  meeting 
of  the  security  requirement  may  be  overemphasized. 
It  is  not  In  the  main  negotiable.  It's  a firm 
requirement  that  has  to  be  met. 

MR.  CHELIUS:  Colonel  Griesmer,  you  now  have 
offices  like  in  your  MX  Program.  You  have 
offices  also  at  the  headquarters  level  and  the 
AFC  levels.  Do  you  find  that  the  guides  are 
widely  distributed  within  the  program  offices 
at  higher  levels? 

COLONEL  GRIESMER:  I'm  probably  more  familiar 
with  the  guides  on  the  program  I was  on  before. 

I know  they  were,  and  they  were  distributed  to 
Air  Force  Headquarters  as  well  as  OSD. 

I'm  pretty  sure  that  program  officers  or  the 
monitors  up  in  headquarters  have  guides  for  their 
programs,  but  beyond  that  within  the  headquarters, 

I doubt  it  very  much. 

That's  probably  a good  point. 

MR.  DAVIS:  Henry  Davis,  LTV  Aerospace.  I'd  like 
the  panel  to  address  the  question  of  what  the 
contractor  should  do  when  he  gets  the  DD  254 
written  in  1974  that  is  still  spelling  out  the 
old  Executive  Order? 

MR.  CARE:  Send  it  back. 

I'll  tell  you,  you'll  soon  find  out  what  to  do 
when  DCAS  makes  an  inspection. 

MR.  DAVIS:  They  did,  and  did  nothing. 

MR.  CARE:  Well,  I'm  sorry  to  hear  that,  but 
we've  had  this  problem  and  they  get  away  from  it 
once  in  a while.  We  don't  profess  to  be  perfect, 
but  I'd  send  it  all  the  way  back. 

MR.  BOWERS:  My  name  is  Bowers,  from  Westinghouee, 
Annapolis,  Maryland. 

Basically,  my  question  is  to  Mr.  Care  about  the 
point  for  reviewing  for  retention.  What  criteria 
do  you  use  for  determining  authorization  tc  retain 
and  Just  what  steps  do  your  people  go  through  to 
make  this  determination? 

MR.  CARE:  Sir,  we  don't  usually  deny  continued 
retention  after  the  Contract  expires.  The  Manual 
allows  a retention  period  of  three  years  after 
expiration  of  the  Contract.  Even  at  the  end  of 
the  three  year  period,  if  a continued  need  to 


know  exists  we  allow  further  retention  for  a 
specific  period.  We  look  into  WHY  you  need  it. 
Generally  we  find  that  the  Contractor  ia  doing 
work  in  another  related  field.  Based  on  this, 
a need  to  know  can  be  justified  for  a certain 
period  of  time.  Unfortunately,  we  ennnot 
authorize  retention  forever. 
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PRESENTATION  BY  HR.  PENNI CON 

Good  morning.  Our  panel  this  morning  Is 
Protecting  your  Proprietary  Information,  and 
as  all  of  you  have,  1 have  been  Involved  in 
security  for  many  years,  but  my  exposure  has 
been  with  general  security,  not  any  specific 
area,  however,  due  to  many  instances  too  numer- 
ous to  relate  here,  I've  found  myself  more  anJ 
more  involved  In  the  subject  of  this  panel. 

Even  though  I consider  myself  a neophyte,  1 was 
very  pleased  when  I was  invited  to  moderate 
this  panel,  and  before  I introduce  our  first 
speaker,  I would  like  to  say  that  we  are  start- 
ing late  and  we  had  very  little  time  in  the 
first  place,  and  each  one  of  our  panelists  has 
been  allotted  a certain  amount  of  time,  so  at 
the  end  of  all  the  presentations,  we  will  take 
questions  and  try  to  answer  them. 

PRESENTATION  BY  MR.  HEALY 

The  information  I'm  going  to  discuss  is  taken 
from  a book,  "Protecting  Your  Business  Against 
Espionage"  published  by  the  American  Management 
Association,  written  by  Timcthy  J,  Wnlsh  and  me. 
If  any  of  you  are  interested  in  obtaining  the 
book  it  is  generally  available  in  your  public 
library. 


Industrial  espionage  and  ih«  |»rnlKt  ion  of  in- 
formal ton  Isn't  now.  It  goo#  back  to  the  silk 
arn'M  that  the  l-hlnen«  developed  about  live 
thousand  years  ago.  As  you  may  know,  the 
(’.litnoMc  wove*  responsible  lot'  actually  developing 
Milk  and  tl\oy  kept  t ho  process  a toy«l  moo  ret 
for  rt  tnnitn  ot  three  t housnnd  years.  They  kept 
H within  i hr  royal  family  because  it  war  an 
import ant  to  tho  count vv.  Actually  no  Inside 
Job  wan  responsible  lot  tho  Iohr, 

It  happened  that  ono  ot  | ha  nil  ova  ol  tho  country 
non rby  mikoil  tho  Kniporof  ol  t'lilun  1 1 ho  could 
hnvo  Homr  maloti al  to  make  silk.  Ho  war,  ot 
e cuv m«p , refused,  hut  ho  |rio«l  another  lactic. 

The  Kmppvor  had  a daughter,  and  ho  asked  the 
Kmporoi  it  ho  could  marry  bin  daughter.  Tho 
Kmperor  agtoed. 

The  out  aldo  ruler  than  sent  an  emissary  to  talk 
to  tho  daughter  and  suggested  to  hor  that  they 
il  I dn  * I have  a i Ik  In  hi*  country.  $h*  was  told 
she  would  h.*o*e  to  wear  goat  hair  and  other  rough 
in/i in  1 a l when  aho  arrived  union*  she  b* ought 
mm  or  la l n»  make  at  IV  with  hor.  So,  aho  con- 
cralod  nilk  woiro*  and  mi l harry  plantings  In  hor 
hi-flddtoMM  when  aho  loft  tho  country.  She  later 
cu It i vat od  tho  a 1 Ik  worm*  In  hoi  now  homeland 
and  l hi  a U tho  way  tho  silk  secret  Rot  out  of 

OhfnA. 

Thin  WttN  1 ur t before  thr  birth  of  ('.hr  I at  . no 
they  wovo  able  to  keep  the  secret  a nja’ter  ot 
throe  t houaaiul  yearn  helot  o it  got  out  ol  the 
count i y , 

They  were  rather  Revere  about  protecting  the 
secret.  Il  anybody  icvoalod  tin  hoc ret . It  was 
ileal  h hy  totture.  They  oven  developed  a covet 
story  that  they  reloaaod  tlnoughont  the  world 
in  1 hose  c4.yn . They  te leaned  Internal  Inn  that 
t hoy  hat!  develojed  a process  ot  making  will  b* 
putting  wool  out  in  tho  sun*ih1nc  and  th%»n  at  ter 
apt  inkling  water  on  It  and  combing  It,  it  he- 
came  a l 1 k , 

You  can  imagine  the  tear arch  and  development  that 
nniRt  have  gone  in  an  oil  oil  to  capture  the 
riect  rt  . TMh  !m  Just  to  Indicate  that  the  pro- 
tection of  aerreta  la  not  a iww  problem,  but  one 
that  ha  i'  exlsl  ml  lor  years.  Vo  have  it  impe- 
rially lu  i he  world  today  because  ol  reseat  eh 
and  dove lopmcnl 

We  Ate  told  that  in  the  i rural  ch  develop- 

ment o.  thin  country  wn*  woith  only  ninety 
million  doPniH.  Thin  had  tnc loaned  to  twenty- 
a lx  hilt  Ion  by  l^b^,  and  the  next  elide  will 
idiow  v hat  It  had  increased  to  twenty- nine  billion 


In  1^/2.  Furt hot  , that  in  1V7J  it  waa  $.11 
billion.  So,  it  Bfi'fflu  obviouN  that  research  and 
development  in  the  country  i«  a very  valuable 
commodity  and  one  we  mum  safeguard. 

We  none  Ilmen  do  not  realise  how  many  new  pro- 
duct* have  come  onto  the  market  in  the  last  2^ 
yearn , Many  product*  have  changed  our  way  of 
1 i I r auch  a*  TV. 

Let  ur  firm  take  n look  and  ae<  what  might  be 
considered  target  informal  too  oi  that  which 
other  people  would  like  to  have. 

Flint  there  is  reneat'ch  and  development  infor- 
mal Ion.  The  aecoiul  la  ptoductlon  data,  marketing 
inf  omwit  ion  is  third,  and  l 1 unity,  general  busl- 
iithh  data,  VJo  will  examine  each  ot  these  area* 

In  ( h«*  time  lei  t to  un . 

The  flint — research  and  deve Inpmrnl — can  be 
found  in  every  orgsnlgat ton,  regardless  ot  the 
kind  ol  biial  ne*(H.  A fan  it  or  el  can  lug  company 
ot  a guard  company,  tor  example.  Knelt  has 
rertearch  lntoimatlou  developed  to  help  make  a 
bet  ten  product  or  to  noli  the  It  product*  better. 

It  hart  been  said  that  anv  organ l sat  Ion  that  doe* 
not  have  Information  to  protect  1h  not  competi- 
tive. 'I’hetetoru,  research  and  development  infor- 
mation lit  every  organisation  In  important. 

An  example  ot  the  limit  ot  research  in  what  1 
like  t o refer  to  as  tin*  great  Aries  enpet . 

V»r.  Aries  wan  a t cache  i at  the  Brooklyn  Poly- 
technic Institute.  Hi*  was  quite  a bitlltani 
roan.  He  illd  wmit  ing  work  tor  the  Government 
and  many  < dim  i.;f*ant mil  tons;  he  held  some  litty 
patents;  he  had  three  degrees,  a lav  degree;  a 
degree  in  chemist ry;  and  a business  degiee.  You 
can  se«'  ho  was  well  equipped  educationally.  He 
wan  also  in  ‘’Who's  Who"  and  had  a worldwide 
reput  at  Ion . 

lie  was  tea»lilng  night  classes  at  Brooklyn  Poly- 
technic Institute  and  he  had  a number  ot  engineers 
and  scientists  in  his  class.  He  would  May  to 
these  people  in  his  clans,  "Now,  1 don’t  want 
J un t culinary  information  that  you  deal  with  on 
a il/il  ly  bawls  when  you  write  your  papers.  I 
want  you  to  tell  me  about  Intel  eating  things. 

Il  yo»  give  me  the  light  information,  you  can 
ho  sure  of  a good  grade."  As  a l esuU  , he  hog.  * 

I**  collect  tnf  o nmi  t ion  from  t he  wo  student  a,  amt 
lu  this  way  obtained  very  valuable  Ini oi mat  ion . 

In  this  way  be  obtained  inloimst ion  from  three 
i-oinpau  leu — Spi  ague  Kleclilc,  Metck  and  Rohm  and 
Hans,  Merck  Mini  t ownd  out  about  this  piohlom 
when  they  heard  that  Aries  had  given  . lecture 


iii  Toronto,  Canada,  and  tnlkOxl  about  a brand-new 
formula  that  he  had  developed  lo  neutral  i?.e  a 
chicken  disease  that  had  Wan  wiping  out  chicken 
I locks  all  ovff  I hr  world  tov  many  years.  Merck 
regAtdod  this  as  About  a t want y ml l l ton  dollar 
business  a vear.  Also,  Merck  bad  spent  about  a 
bundled  million  doll  at  a on  this  lesearch  over  a 
period  of  many  yearn. 

The  Monk  official**  couldn't  figure  out  bow  Aries 
bad  arrived  at  the  name  formula  developed  by 
the it  company . At  about  that  time  they  bought  a 
French  co mj! any , and  in  the  assets  ol  this  French 
company  was  thin  name  formula.  The  Melik  pev'ple 
natural  l v naked  ’’Where  did  you  get  thin?'1  The 
roply--”Wo  bought  it  from  Avion." 

Merck  began  an  investigation  immediately  and  when 
they  looked  at  thin  formula,  they  tound  the 
formula  wan  a cop\  %'f  a Merck  Company  document  . 

It  hadn’t  been  changed.  They  concluded  that 
Alien  had  access  to  Moick  research  and  develop- 
ment tutor  mat  ion.  Finally  it  waa  determined  that 
an  engineer  who  wan  not  even  in  the  gtou|  that 
developed  the  I ormolu  had  gotten  into  the  labo- 
ratory whole  thin  formula  wan  being  developed. 

He  had  stolen  the  formula  an  well  an  cult  urea 
and  sold  all  the  mat  pi  1 a l to  Art  oh*  Ai tea  had 
also  promised  him  a royalty  lot  the  worldwide 
distribution  ot  (tie  formula  and  so  be  could  have 
obtained  a gieat  deal  ot  money  t tom  bis  at  tenge 
went  . 

Merck  then  Immediately  slatted  criminal  proceed- 
ings against  Aries  and  also  filed  a civil  suit. 
However.  Ai ies  skipped  the  count iv  and  is  lepotled 
to  he  living  on  the  Riviera  on  the  southern  coast 
ot  France.  He  ts  a millionaire  h remise  of  all 
the  money  he’s  gotten  tvom  his  activities, 

Merck  Company  was  awarded  a sin  million  six 
hundred  and  thirty  eight  thousand  dollar  Judgment 
against  At  lea.  Met ck  ot tic  inis  leport  t hey  have 
ilir  Judgment  i ranted  In  the  boatd  loom  and  it’s 
worth  exactly  the  amount  of  the  paper  It’s  wiltten 
on.  They  have  never  been,  able  to  collect  a dime 
1 t om  Ai  ies . 

Aries  also  obtained  a formula  l von  Spi ague  Kl Pe- 
lvic, and  Sprague  got  an  eight  million  six  hundred 
thousand  dollar  Judgment  against  him.  Kohm  and 
liana  goi  a nix  million  dollar  Judgment  because  ot 
data  they  lost  to  Alien.  Those  three  companies 
obtained  Judgments  o!  more  thru  twenty  million 
against  All* a but  none  ol  t hem  hove  been  able  to 
coiled  anything. 

l.aat  yeat  there  was  an  article  in  "Newswrek" 
stating  Alien  is  now  tiling  company  names  in 


foreign  countries,  tine  of  the  names  was  ’’Exxon” 
in  various  countries  throughout  the  world. 

Kxxon  spent  millions  in  developing  tills  new 
t i ademark . They  may  now  have  to  pay  Arles  to 
use  that  name  in  a numhei  of  countries. 

let  us  next  consider  production  information. 
There  are  certain  production  techniques  that 
ate  very  valuable.  Voi  example,  Coca-Cola  has 
one  ingtedlent  in  their  production  that’s 
called  ”X.”  Fiom  time  to  time  a couple  of  the 
vop  people  In  the  company  mix  up  the  basic 
mat evlal . 

Next  1«  marketing  Information.  A striking  case 
of  tbett  of  market  Information  Involved  a man 
named  Mayfield.  Mayfield  was  a young  trainee 
with  Froctov  and  Cambio  in  Cincinnati.  Mayfield 
elected  to  leave  Pioetoi  and  Camble  and  go  to 
aiiot  her  company  but  before  he  left,  be  obtained 
t>\e  marketing  plan  lor  the  next  year  for  Crest 
toothpaste,  Fix'd  or  and  Camble  valued  the  plan 
at  about  twenty  million  dollars. 

May  field  then  called  an  acquaintance  ol  bis 
with  Col  gat e-Falmol 1 ve  in  New  Turk  and  offered 
to  self  the  marketing  plan  tot  twenty  thousand 
dnllaia.  The  man  from  Colgate  reported  this 
to  his  top  people  and  they  in  turn  reported  It 
t o U\o  VH1  . The  FBI  indicated  thev  should  gx> 
ahead  and  make  the  arrangement.  Twenty  million 
dollaiw  worth  *'1  information  for  twenty  thousand 
dol  1 ai  s — a very  good  bargain. 

Mavtield  arranged  t \>  meet  his  com  act  from  Col- 
gat  e in  the  men’s  restroom  at  Kennedy  aivpoit 
in  New  York.  He  also  developed  the  code  names, 
Mr.  Crest  and  Mr.  ColgAto,  because  1 guess  be 
thought  you  have  to  do  that  in  this  kind  ot 
business.  When  they  arrived,  they  Identified 
themselves  as  Mi.  Crest  and  Mr.  Colgate.  May- 
field  then  directed  bis  contact  t x>  g*'  Into  one 
booth  while  bo  went  into  an  adjoining  booth, 
lie  then  told  bis  contact  to  pass  him  the 
twenty  thousand  dollais  and  Me  pants  undot 
the  booth.  In  let  mn  he  handed  the  plan  tv' 
the  contact.  As  noon  as  he  got  the  plan.  May  - 
field  van  out  with  the  money  and  the  pants 
into  the  waiting  arms  of  t lie  FBI.  He  was 
characterised  hv  the  Judge  in  the  criminal 
pioccedlugs  that  ft' l lowed  as  Just  a toolish 
young  man.  He  got  piobatlon  and  then  vlls 
appealed  1 1 om  the  scene.  Spies  ate  not  that 
stupid,  oidtnaitty.  There  are  some  voiv  clevet 
fellows. 

The  next  at  ea  ts  business  InfoimatUm.  This 
can  he  dead  ibed  hv  tour  F ’ n-*-Vl  ans  , IVrioimance 
Pi  lies  And  Fioblems.  It  you  know  any  one  ol 


■V-WluMi^  • 


YJ 


87 


these  things  a bo  at  what  your  compe  t It  or 1 a doing* 
you  could  be  pretty  safe  In  competing  with  him 
and  giving  him  a lot  of  trouble. 

Next  are  the  throats  that  we  have  to  deal  with. 
There  are  really  two.  There's  the  external 
threat  and  the  internal  threat.  First,  the 
external  threat. 

The  external  threat  la  personified  by  the  Indus- 
trial spy.  The  individual  who  is  really  Intent 
on  getting  information. 

The  industrial  spy  may  uae  an  undercover  operator. 
The  spy  will  probably  not  come  into  a company  him- 
self to  get  the  Information,  but  he’ll  probably 
hire  somebody  to  get  information.  He  will  put 
the  undercover  operator  in  the  company  in  the 
area  where  he  want*  to  get  information,  Then  he 
will  collect  the  information  He  wants  over  a 
period  of  time. 

These  fellows  are  clever.  They  will  not  *ak  the 
undercover  operator  right  away  for  the  informa- 
tion they  want.  They  will  ask  him  tor  useless 
information.  Sandwiched  in  between  the  viaeleHs 
information  will  be  the  real  intorraatlon  the  spy 
wants.  The  idea  here  is  that  the  undercover  man 
never  knows  what  he  has  stolen  if  he  Is  caught. 

Another  method  Is  to  use  a patsy.  The  spy  will 
locate  a disgruntled  employee  or  a financially 
troubled  employee,  He  will  then  approach  him  to 
determine  if  he  can  obtain  information  from  him. 

Ah  with  the  undercover  employee,  he  asks  him  for 
useless  information  but  mixed  with  the  useless 
information  will  be  the  information  he  really 
wants.  If  the  patNy  is  ever  discovered,  ho  does 
not  know  what  be  has  given  to  the  spy. 

Another  technique  util iced  by  the  spy  la  trespass. 
He  may  also  pose  as  a customer  or  vialtor. 

l.la'.euing  la  another  technique.  The  olive  and 
the  martini  has  gotten  a largo  amount  of  pub- 
licity over  the  years*  However,  the  effective 
spies  will  tell  you  that  the  last  thing  they 
want  to  do  is  practice  eavesdropping  and  wire- 
tapping. It’s  too  difficult  to  do.  There  are 
Just  too  many  olhei  ways,  as  you  can  see  to 
obtain  Information. 

Trash  and  ho  rap  Is  another  method.  Intelligence 
people  the  world  over  utilize  the  technique  of 
sotting  trash  and  scrap  to  obtain  valuable  inter- 
mat lun  that  has  been  discarded.  There's  one 
story  abnni  an  indusiiial  spy  that  attempted  to 
bribe  a Janitor  ho  he  could  obtain  the  tiaah  and 
scrap  of  a particular  organisation.  He  lo  .iui 


out  that  another  spy  had  already  made  arrange- 
ments for  the  vault  material.  So,  we  should 
remember  chat  material  in  handwritten  form 
which  has  been  discarded  Just  as  valuable 
as  the  material  that  finally  comes  out  in  a 
perfect  copy. 

Another  technique  Is  the  use  of  the  applicant 
interview  and  resume.  This  is  a very  easy  way 
to  get  Information.  The  spy  may  also  make  up 
a survey  and  aund  it  around  to  target  people. 
These  would  be  people  he  knows  hav&  the  infor- 
mation he  want.:.  He  may  ask  for  a large  amount 
of  useless  inform* 'ion  but  included  with  the 
useless  information  will  be  a request  ‘or  the 
area  of  value  to  him. 

With  regard  to  the  applicant  intewiuw,  the 
Industrial  spy  will  put  an  ad  In  t.  paper  and 
advertise  a position  involving  a particular 
skill.  Hopeful  1 •*  he'll  get  an  applicant  frou. 
a particular  coivit.iy  that  he  war.ts.  He  can 
then  interview  the  applicant  at  great  length. 

It  he  doesn't  have  the  capability  of  conducting 
a technical  interview,  be  may  bring  somebody 
that  can.  Ot  course,  \ applicant  is  always 
willing  to  make  tha  beat  poHslble  impiaarion 
and  will  be  anxious  to  supply  Information  to 
prove  his  qua l if l cat  Ions . The  epy  may  also 
ask  him  to  write  the  Information  down  in  detail. 

The  applicant  is  <n?vr*a»ad  lu  impress  tug  rhe 
interviewer,  of  course,  bec  :*^-;-  ; V, * Job  is 
always  made,  most  attractive. 

Another  technique  obtaining  Information  ie 
through  a rnetger  offer.  Again,  {Vae 
been  some  unethical  companies  in  the  pt.at  who 
have  ottered  to  merge  with  « compare/  in  vhK  i 
they  wanted  Informal  Ion.  As  a part  of  th* 
merger  negotiation  access  to  the  hooky  of  a 
company  will  be  obtained.  Altar  »ha  \ v.~  o;  tan- 
lion  wanted  has  been  » hi  a In*  •* . n.y;'M 
will  terminate.  'irs  'Thui  Meet*?  /out «?•*!** 
repotted  last  year  : h«l  vov  wanv  vow-  c.nicb 
will  not  deal  directly  wl*h  auo'.tter  o»  i ei  ivg 
r.  merger.  instead,  m'.  get  fetich  will  h«.  done 
through  an  st  c>vna)  v.r  a out  ueuV-it;  party. 

Reverse  engineering  l».  *\>:  ti\*-.i  »*•  unique. 

This  is  legal.  It  i.  in  i»ec*.  ••  ported  that  the 
first  General  HototM  ?irr  the  line  in  bet  toil 
is  bought  by  Ford  ana  . »p  tr  t to  ere  vt»ai 
they've  done  that  Is  dlflvce*  and  new.  Utiu 
1h  also  done  by  the  othet  .-.aunt acini ei s , Then 
an  ‘ f fort  Is  made  to  engineer  uc<*uud  intent*. 

Subeont  rac l ora  Hh,'%«iu  not  be  -.iv«n  looked  . 
may  be  inside  as  veil  is  on  the  out  aid**. 
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reproduction  facility  Is  being  used,  it  should 
be  remembered  that  valuable  material  may  be  sent 
out  to  be  reproduced.  There  was  a case  reported 
last  year  which  Involved  data  belonging  to  the 
Monsanto  Chemical  company.  A sensitive  Monsanto 
report  from  a reproduction  facility  was  obtained 
by  a meat  salesman  who  went  to  a competitor  and 
offered  the  report  for  five  thousand  dollars. 

It  turned  out  that  Monsanto  valued  the  informa- 
tion at  half  a million  dollars.  The  thief 
couldn't  believe  it  when  he  learned  the  value  of 
the  data.  It  vas  reported  that  the  meat  salesman 
had  a friend  working  in  the  reproduction  facility 
who  gave  him  the  report.  He  was  a salesman,  so 
he  tried  to  sell  the  report. 

Then  there  is  observation.  This  can  be  done  in 
any  number  of  ways.  A rather  striking  incident, 
involved  a case  in  Texas.  DuPont  was  building  a 
new  plant  there  and  the  configuration  of  the 
plant  had  a great  deal  to  do  with  the  manufactur- 
ing process.  A competitor  hired  a photographer 
to  fly  over  the  plant  site  from  time  to  time  and 
take  pictures.  Apparently,  he  flew  too  low  and 
the  DuPont  people  got  auspicious.  They  got  court 
injunction  when  they  found  out  pictures  were 
being  taken. 

The  various  aspects  of  external  threat  have  been 
covered. 

Next,  we  might  consider  the  internal  threat.  The 
internal  threat  Is  personified  by  employees, 
generally.  The  disloyal  employee  is  certainly  a 
threat,  He  may,  for  one  reason  or  another  feel 
that  he's  being  mistxeoted  hy  the  company. 

One  particular  caBe  involved  a chemirt  by  the 
name  of  Fox  at  American  Cyanamid.  Fox  became 
disgruntled  because  he.  thought  that  he  had  not 
hem  promoted  adequately  and  that  his  salary 
'.n-jtvase  was  inadequate.  So  ha  decided  to  steal 
from  the  coropanv. 

formed  hi  a own  company.  He  eventually  was 
able  to  obtain  enough  data  bo  that  he  was  able 
to  quit.  hater  be  sold  his  company  to  an  Italion 
covnpony.  His  activities  were  uncovered  because 
lie  1 i locd  some  ot  the  people  working  in  Cyanamid 
who  were-  caught. 

The  oobila  employee  la  also  a potential  threat. 

In  there  days,  part. uoJariy  in  tie;  scientific 
an  tar  an  individual  car.  go  acre the  atrect 
and  get  n twcnry-flve  dollar  a week  I vise  without 
any  p'oblem  itt  el!  . tie  have,  a mobile  Bociety,  ro 
we  must  tie  careful  of  the  people  chat  in  reiving 
fioi.i  compart  co  company.  They  may  bn  doing  this 
piuposely  lolli'rt  lnfotc.’ tier,  that  can  later 
be  soli! 


Also,  there  is  the  moonlighting  employee.  These 
days  many  individuals  are  required  to  moonlight 
to  make,  ends  meet. 

Marketing  employees  are  also  vulnerable. 

Marketing  people  are  naturally  aggressive,  out- 
going, and  they  want  to  make  a good  impression 
on  potential  customers.  How  much  and  the  kind 
of  information  they  give  out  may  be  important . 

Another  area  is  purchasing.  The  employee  in 
purchasing  may  be  buying  material  for  the  company. 
He  wants  to  get  the  best  buy  for  the  company  as 
well  as  tne  correct  material  so  he  should  be  in- 
structed to  be  careful  that  he  does  not  give  too 
much  information  to  the  vendor.  The  vendor  may 
then  go  down  the  street  and  give  the  information 
to  a competitor. 

There  are  a number  of  miscellaneous  employees. 

This  includes  the  employee  that  runs  the  projector 
in  the  Board  room,  the  secretary  who  knows  ae  much 
about  her  boss's  business  as  he  does,  and  the 
Janitor,  who  may  be  working  in  sensitive  areas 
when  no  one  is  around. 

Consultants  are  ethical,  in  general,  but  they 
should  be  considered  a potential  problem  and  be 
included  in  the  information  protection  program. 

The  publications  area  can  also  be  troubleaome. 
Seminars  and  trade  shews  should  be  considered. 
Control  of  material  going  into  publications  such 
as  sales  brochures,  etc.,  1b  essential. 

When  an  individual  attends  a seminar  he  will  try 
to  make  good  impressions  for  hts  company.  He  may 
want  to  talk  about  his  work  to  other  attendees. 

In  summary,  then,  we  have  outlined  the  various 
types  of  information  that  may  be  vulnerable  to 
loss.  Wc  next  discussed  how  sensitive  data  may 
be  lost — through  the  two  types  of  threats,  inter- 
nal and  external.  The  next  phase  of  a presenta- 
tion such  as  this  would  be  to  outline  safeguards 
that  should  be  adopted  to  protect  data.  However, 
we  do  not  have  time  for  such  a discussion. 

PRESENTATION  BY  MR.  BARDIN 

TRADE  SECRETS 

1 . Nature  and  Definition 

A.  Widely  Accepted  Definition — 

"a  trade  secret  may  consist  of  any  formal n, 
pattern,  device  or  compilation  of  information 
which  Is  uBed  In  ore's  bualnesB,  and  witch  gives 
him  an  opportunity  to  obtain  an  advun*  over 
competitors  who  do  not  know  or  use  1 


B.  Typical  Categories  of  Trade  Secrets 

1.  Formulas 

2.  Methods  of  Manufacture 

3.  Processing  Techniques 

4.  Prototype  or  Sample  Items  (not  yet  publicly 
released) 

5.  Compilations  of  Technical  Information  (e.g., 
drawings  reflecting  dimensions  and  toller- 
ances  and  other  results  of  engineering 
effort) 

6.  Source  of  Supply 

7.  Business  Plans  (e.g.,  introduction  date  of 
new  product) 

8.  Sales  Information  (e.g.,  lists  of  customers, 
contract  Information  and  the  like) 

9.  Key  Employee  Information  (e.g.,  salaries  and 
benefits) 

10.  Computer  Programs 

11.  Scripts  of  Plays  and  Motion  Pictures 

II.  Legal  Basis  of  Trade  Secret  Rights 

A.  Protection  Against  Breach  of  Trust  or  Faith 

B.  Confidentiality  Obligation  May  Be  Based  on 
Express,  Oral  or  Written  Contract  (e.g.,  employ- 
ment agreement),  Implied  (e.g.,  under  employment 
relationship),  or  by  State  Statute  (e.g.,  Calif. 
Labor  Code) 

C.  Improper  Means  of  Discovery 

D.  Criminal  Statutes 

III.  Patent  and  Trade  Secret  Rights  Distinguished 

A.  The  protection  accorded  to  a trade  secret 
holder  la  against  disclosure  or  unauthorized  use 
of  the  secret  by  those  to  whom  the  secret  has 
been  confided  under  express  or  Implied  restric- 
tion of  non-disclosure  or  non-use-  It  also  pro- 
tects against  disclosure  or  use  when  knowledge 
of  the  aecret  is  gained  by  some  "Improper"  means 
(e.g.,  wire  tapping).  Mo  protection  if  afforded 
against  discovery  by  fair  and  honest  meins  (e.g., 
from  sales  literature  or  other  technics  litera- 
ture, Independent  creation,  accidental  disclosure 
or  reverse  engineering.  Novelty  in  a patent 
sense  la  not  required,  but  a trade  secret,  accord- 
ing to  the  prevailing  view,  must  exhibit  some 
minimal  degree  of  novelty. 

B.  Patents  ore  granted  under  the  Federal  Patent 
Act  which  has  Its  basis  in  the  Constitution. 
Patentable  subject  matter  la  limited  to  a 
"process,  machine,  manufacture,  or  composition  of 
matter,  or  ...  improvement  thereof."  Novelty, 
utility  and  non-obvlouanese  are  required.  A 


limited  right  to  exclude  others  for  the  statu- 
tory period  of  17  years  is  granted  once  the 
patent  Issues.  Independent  creation  Is  no 
defense. 

III.  Loss  of  Rights 

A.  Subject  Matter  Becomes  a Matter  of  Public 
Knowledge  or  of  a General  Knowledge  In  the  Trade 
or  Business 

1.  Disclosure  in  a Patent  or  Other  Publication 

2.  Disclosure  Inherent  in  the  Item  Sold  (sub- 
ject to  reverse  engineering) 

3.  Disclosure  at  Trade  Shows 

B.  Disclosure  of  a Trade  Secret  to  Another  In 
Confidence  or  Under  an  Implied  Obligation  Not 
to  Use  or  Disclose  Does  Not  Divest  Rights 

1.  Disclosure  to  Employees  Having  a Need  to 
Know 

2.  Disclosure  to  Licensee 

3.  Disclosure  by  Customer  to  a Vendor 

4.  Disclosure  to  Potential  Investor 

IV.  Practical  Effect  of  Trade  Secret  Rights 

A.  Protects  Against  Discovery  by  Unfair  or 
Unlawful  Means 

1.  Breaking  and  Entering 

2.  Compromising  Employees 

3.  Aerial  Surveillance 

4.  Industrial  Espionage 

B.  Protection  Against  Misuse  by  Those  Who  Have 
Lawfully  Acquired  Knowledge  (Most  Common 
Problem  Area) 

1.  Employee  or  Agent 

2.  Consultant 

3.  Licensee 

V . Litigation 

A.  Legal  Theories 

1.  Breach  of  Contract 

2.  Breech  of  Trust 

3.  Interference  with  Advantageous  Business 
Relationships 

4.  Unfair  Competition 

5.  Conspiracy 

6.  Anti-Trust 

7.  Improper  Means  of  Discovery 

B.  Course  of  Suit 
1.  Complaint 
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2.  Restraining  Order  and  Preliminary  Injunction 

3.  Discovery 

4.  Trial 

5.  Judgment 

a)  Damages 

b)  Injunction  (perpetual,  or  limited,  based  on 
headstart  theory) 

6.  Contempt  Proceedings 

C.  Settlement 

1.  High  Percentage  of  Controversies  Settled 

D.  Inherent  Problems 

1.  Plaintiff  Must  Carry  the  Burden  of  Proof 
(difficult  to  show  that  subject  matter  is, 
in  fact,  secret) 

2.  Risk  of  Further  Disclosure  of  Secrets  of 
Both  Plaintiff  and  Defendant 

a)  Protective  Order 

VI . Factors  Tending  to  Influence  Courts 

A.  Taking  of  Documents  and  Other  Physical  Items 

B.  Effort  Made  by  Plaintiff  to  Protect  Informa- 
tion (e.g.,  use  of  employment  agreements,  visitor 
control,  limited  access  at  plant  areas,  briefing 
of  employees  on  confidentiality) 

C.  Time  Interval  between  Former  Employment  and 
Introduction  of  New  Product  or  Start-Up  of  New 
Business . 

D.  Efforts  of  Defendant  to  Compete  Fairly 

E.  Strong  Public  Policy  Favoring  the  Right  of 
Individual  to  Practice  hia  Chosen  Profession 

VII.  Areas  of  Common  Misconception 

A.  Ho  Written  Employment  Agreement  is  Required 
in  Order  for  an  Employee  to  be  Under  a Confi- 
dentiality Obligation 

B.  Trade  Secret  Protection  Extends  to  Both 
Information  that  Is  in  Writing  and  that  Which  Is 
Not  in  Writing 

C.  Provisions  In  Agreements  Restraining  Former 
Employees  from  Working  for  a Competitor  are  Vctd 
in  California  and  Many  Other  States,  Except  Under 
Special  Circumstances  (e.g. , in  connection  with 
the  sale  of  a business) 


D.  Inventions  Conceived  During  Period  of  Employ- 
ment but  Later  Reduced  to  Practice  Likely  Belong 
to  Former  Employer. 

PRESENTATION  j»  MR.  MC  CONNELL 

When  I was  asked  to  make  a presentation,  1 wasn't 
quite  sure  what  1 could  contribute  in  addition  to 
these  two  very  prominent  gentlemen  who  preceded 
me.  They've  give.n  you  Just  about  everything  that 
you  could  possibly  want  to  learn  on  the  subject. 

But  I thought  it  might  be  of  interest  to  you  to 
know  specifically  what  one  company  does  in  the 
way  of  trying  to  protect  corporate  information, 
so  that  you  might  compare  this  information  with 
how  you  organize  to  protect  your  proprietary  in- 
formation. Figure  1 gives  you  an  idea  of  how  the 
functions  are  clustered  at  System  Development 
Corporation.  Our  company's  business  is  informa- 
tion technology;  for  example,  we  furnish  services 
in  the  development  and  manipulation  of  large  data 
systems,  and  In  training  people  to  use  such 
systems;  we  also  operate  such  systems.  So,  infor- 
mation is  a very  important  commodity  to  us,  and 
over  the  years  we've  found  it  makes  a lot  of  sense 
in  terms  of  our  internal  business  operations  to 
gather  all  of  the  corporate  information  control 
functions  under  one  manager.  Nut  only  military 
security  classifications,  but  functions  of  propri- 
etary information  control  are  found  there.  /Iso, 
the  corporate  policy,  procedure  and  forms  func- 
tions work  nicely  for  us  combined  in  the  same 
organization. 

We  have  a system  for  document  review  which  per- 
tains to  all  aspects  of  information  control. 

Figure  2 illustrates  a universal  form  which  enables 
us  to  put  a document  through  any  kind  of  informa- 
tion review  process  desired — be  it  for  export, 
copyright,  military  classification,  or  trade 
secret  control.  There  is  a section  at  the  top  of 
the  form  that  indicates  various  actions  that  one 
might  want  to  request — from  initial  'publication" 
to  "dissemination,"  to  "classification"  or  "other" 
review.  We  have  a section  midway  down  on  the.  form 
for  "clsssif icatlon,"  and  there  are  two  types: 
"military"  and  "corporate,"  Documents  being 
reviewed  for  whatever  purpose — initial  publication 
or  outside  release  are  looked  at  from  the  stand- 
point of  the  proprietary  value  to  the  company  as 
well  as  possible  military  classification.  For 
example,  if  it’s  a document  that  someone  wishes 
to  release  to  the  public,  we  consider  whether  it 
should  be  copyrighted  or  not.  So,  we  attempt  to 
take  all  possible  information  controls  Into  con- 
sideration at  the  same  time  in  a single  review 
process. 
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Figure  3 ahows  a page  out  of  one  of  our  policies 
and  procedures  which  outlines  the  various  SDC 
document  review  processes  required.  I simply 
want  to  make  the  point  here  that  we  consider  it 
Important  to  have  published  procedures  that  tell 
people  precisely  what  reviews  are  required  with- 
in the  company. 

1 think  Dick  Bardin  mentioned  that  if  you're 
going  to  try  to  protect  trade  secrets,  it's 
important  that  you  have  some  kind  of  system  that 
makes  it  reasonable  to  believe  that  you  will 
really  protect  your  trade  secrets.  In  this 
regard,  we  think  that  it's  important  to  have  a 
good  corporate  documentation  system  which  people 
understand.  We  define  a documentation  system  as 
is  indicated  in  Figure  A,  Some  of  our  documents 
are  intended  strictly  for  internal  consumption; 
we  have  a particular  aeries  of  documents  called 
Notes  and  we  encourage  people  to  write  all 
preliminary,  rough,  working  technical  informa- 
tion  in  this  series — with  the  understanding  that 
their  Notes  will  not  be  disseminated  outside  of 
the  company.  This  encourages  the  entry  of  many 
"uncut  diamonds"  into  a system  where  protection 
Is  possible. 

We  have  another  series  of  documents  which  we  call 
TMs,  written  with  the  understanding  that  they 
might  well  and  probably  will  be  distributed  out- 
side. TMs  receive  greater  editorial  attention 
and  more  extensive  review. 

Now,  1 didn't  realize  this  when  we  established 
our  documentation  system,  but  Dick  Bardin  pointed 
out  to  me  later  that  our  document  series  serves 
our  patent  function  also,  in  that  it  serves  a 
function  similar  to  the  engineering  notebook.  If 
you  have  a corporate  series  of  documents  with 
reliable  functions  for  central  recording  and 
archives,  then  that  kind  of  docs  what  your  engi- 
neering notebook  does.  I was  very  pleased  to 
learn  that  because,  as  you  know,  it  Is  often 
difficult  to  get  engineers  to  write  everything 
in  their  engineering  notebooks.  Some  people  who 
have  teen  with  u«  for  years  and  terminate  turn  in 
blank  notebooks.  But  they  have  written  Notes,  so 
we  do  retain  technical  infortnaticn  In  that  manner. 

An  outline  of  the  elements  of  our  proprietary 
Information  control  program  are  shown  in  FI;  ire 
5 — the  front  page  of  our  Policy  and  Procedure 
Directive  on  Protection  of  Corporate  Information. 

As  I've  sold,  at  SDC  we're  very  much  concerned 
with  the  protection  of  proprietary  information . 
We've  examined  possible  ways  to  protect  computer 
programs,  for  example.  We've  looked  at  the 
possible  opportunities  of  patent  or  copyright 
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protection  for  computer  programs  and  we've  pretty 
much  concluded  that  these  aren't  very  effective. 
These  may  not  even  be  available  protections  under 
the  law.  Also,  patent  protection  doesn't  seem  to 
be  a good  idea  for  computer  programs.  I'm  sure 
you've  all  seen  telescoping  shopping  carts  in 
the  markets;  someone  who  got  the  idea  to  do  that 
has  the  patent  on  it;  the  invention  is  out  there 
for  everyone  to  see  and  it  would  be  quite  obvious 
to  the  Inventor  or  the  owner  if  anyone  started 
infringing.  But  with  a computer  program,  it’s  a 
different  thing.  You  can't  see  it  or  touch  it. 

It's  invisible  electronic  bits  of  information. 

If  someone  steals  your  computer  program,  puts  it 
on  his  computer  and  uses  it,  it  isn't  at  all 
obvious  to  the  general  public  that  it  exists.  In 
other  words,  it  is  very  hard  to  detect  the  theft 
and  the  unauthorized  U9e. 

We  have  therefore  concluded  that  it  is  best  to 
rely  on  the  trade  secret  method  of  protection  for 
most  of  our  things.  We  do  patent  a few  items  and 
we  employ  copyright  protection  for  our  published 
documents;  but  trade  secret  is  our  most  important 
means  of  protection. 

Another  area  that  I don't  think  we've  touched  on 
yet,  but  which  1 think  deserves  attention  is  the 
area  of  protection  of  information  required  to 
prevent  intrusions  of  privacy.  Some  of  you  may 
have  been  following,  as  1 have,  legislation  which 
has  been  Introduced  regarding  proposed  controls 
ovet  the  use  of  private  information.  (I  happened 
to  see  un  article  in  the  June  26th  issue  of 
Coropucer  World  which  describes  legislation  being 
introduced  in  the  area  of  privacy.)  There  are 
thousands  of  information  files  throughout  the 
country — in  credit  bureaus,  government  agencies, 
etc-,  containing  various  Items  of  information  on 
Individuals.  Until  recently,  1 guess  there 
hasn't  been  a lot  of  concern  over  this,  because 
these  files  have  been  existing  with  certain  natural 
"dividers"  such  as  geographic  and  administrative 
separation  in  metal  or  wooden  cabinets;  the  infor- 
mation has  been  on  paper  stuffed  in  a drnwer  some- 
where; and,  usually,  the  agency  that  has  the  in- 
foimation  has  it  for  a particular  purpose  and  uses 
it  for  that  purpose,  and  only  once  in  a while  it’s 
shared . 

Things  are  changing  a lot  now.  With  computer  data 
banks,  information  about  you  or  1 which  may  be 
collected  now  or  may  have  been  collected  ten  years 
ago  and  is  on  a piece  of  paper  in  that  file  and 
can  now  be  put  Into  a computer  bank  and  the  infor- 
mation In  the  computer  bonk  can  be  collected,  can 
be  compiled,  can  be  accessed  and  very  quickly. 


Dick  Mealy  pointed  out  in  his  presentation  on 
Industrial  espionage  that  there  are  lets  of  ways 
to  get  information.  It's  obviously  mote  conve- 
nient to  get  at  information  when  it  is  neatly 
compiled  in  a central  computer  bank.  Therefore, 
computer  secrecy  is  a very  important  area,  and 
I would  encourage  the  society  to  address  itself 
to  this  issue. 

I’m  always  encouraging  members  of  the  society  to 
expand  their  horizons  and  to  get  into  other  areas. 
I hope  we  don't  channel  our  vision  too  narrowly. 


and  I think  that  classification  managers  can 
and  ought  to  be  (and  1 think  many  of  us  are) 
more  than  just  dcfenai  information  specialista 
and  Industrial  Security  Manual  specialists. 

We  ought  to  be  concerned  with  the  totality  of 
information  protection.  Then  we  are  true  pro- 
fessionals. 

These  are  some  of  the  things  that  I wanted  to 
share  with  you:  what  we  do  at  SDC  and  some  of 
the  things  1 think  our  society  ought  to  involve 
itself  with  in  the  future.  Thank  you  very  much. 
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PUBLICATION  REVIEW 
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2.  Copy  No. 

3-  Dat*  of  R«qu«it: 
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PUBLICATION 
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table  i.  minimal  review  amp  approval  oh  form  1125  requests 


ACTIOS  REQUESTED 

MINIMAL  REVIEW 

OPEN  PUBLICATION 

: 

• 

News  releases 

i) 

Division/Department /Program  Manager 

■ 

Articles  for  trade  newspapers  and  magazines 

2) 

Corporate  Relations  Office 

• 

General  corporate  brochures 

3) 

Vice  President,  Corporate  Development 

• 

Corporate  advertisements 

; 

Vice  President,  Finance  (for  financial 

statements) 

5) 

President 

6) 

Corporate  Information  Control  (CIC) 

• 

Marketing  brochures 

1) 

Division  Manager  or  designee 

2) 

Goroorate  Relations  Office 

3) 

President 

4) 

Corporate  Information  Control  (CIC) 

Not  contract  related: 

1) 

Division  Manager  or  designee 

9 

TMs 

2) 

Corporate  Relations  Office 

9 

SPs 

3) 

Vice  President.  Corporate  Development 

9 

Oral  presentation  and  papers 

4) 

President 

• 

Articles  for  professional  journals 

5) 

Corporate  Information  Control  (CIC) 

Contract  related: 

1) 

Division  Manager  or  designee 

• 

TMs 

2) 

Corporate  Information  Control  (CIC) 

• 

SPs 

OUTSIDE  RE1’  ASE  OF  INFORMATION  NOT  CLEARED  FOR 

OPEN  PUBLICATION 

Contract  deliverable:  1 

1) 

Division/Department/Program  Manager  or 

• 

TMs 

designee 

• 

SPs 

2) 

Security  Office  (only  If  classified)* 

• 

FNs 

3) 

CIC  (for  foreign  releases  only) 

Not  contract  deliverable; 

1) 

Division/Departmcnt/Progrsm  Manager  or 

• 

TMs 

designee 

• 

SPs 

2) 

Security  Office  (only  if  classified)* 

• 

FNs 

3) 

Vice  President,  International  Division 

(for  foreign  releases  only) 

4) 

Corporate  Information  Control  (CIC) 

Proposals  or  related  materials 

1) 

Divlsion/Department/Program  Manager  or 

! 

designee 

| 

2) 

Contracts  Management 

3) 

Security  Office  (only  if  classified) 

4) 

Vice  Precidcnt,  International  Division 

(for  foreign  releases  only) 

3) 

CIC  (fot  foreign  releases  only) 

*If  address  Is  listed  in  PIR  System,  does  not  require  Security  Office  approval. 
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FILE  DATA 

Prepared  by  L.  F.  V.cConuell,  Coroorate  Information 
Control 

5 Octobrr  1973  Pegs  1 of  2^ 

This  relaaue  replaces  the  following  PPGa t 

a 901/210/02,  Protection  of  Corporate  Information 
a 901/212/00,  Protection  of  SDC  Private  Business 
Information 

Materiel  In  the  above  PPGa  has  bean  rewritten  and 
conaolldeted  In  thlr,  PPD.  Greater  e^hetls  la 
placed  on  trade  secret  form  of  protection.  Descrip- 
tion* of  patent,  copy right  and  trademark  protactlona 
are  rewritten  and  rxrentlM.  The  Patent,  Copyright, 
Disclosure  Agreement  for*  CA-1022)  la  revised  to 
include  the  bvalnean,  products,  setvicee  or  projects 
of  subsidiaries. 
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QUESTIONS  AND  ANSWERS 

MR.  HOYLE:  I've  got  a question  for  Mr.  Bardin. 

How  much  legal  protection  do  we  have  under  what 
we  know  or  the  data  protection  or  the  propri- 
etary-type notice  which  la  in  all  documents? 

MR.  BARDIN:  It  serves  as  an  Indication  of  intent 
and  should  be  considered  with  other  facts  and 
circumstcnces . if  the  document  Is  transferred 
to  somebody  under  circumstances  wehre  they  know 
or  should  know  that  they  are  under  a confiden- 
tiality obligation,  that  kind  of  a notice  Is 
helpful,  but  It  Is  not  controlling.  Fcr  example, 
if  you  put  It  In  an  Instruction  manual  of  the 
type  that  is  distributed  freely  with  an  item  you 
sell  to  a customer,  you  can  put  "CONFIDENTIAL" 
or  anything  else  you  want  on  It  and  it  won't 
change  the  character  of  what  otherwise  is  obvi- 
ously a disclosure  of  a nonconf idential  nature. 

So,  in  answer  to  your  question,  they  are  cer- 
tainly helpful  in  the  right  circumstances. 

On  the  other  hand,  this  is  one  of  the  areas 
where  companies  frequently  tend  to  error  by 
often,  say,  putting  such  a notice  on  every  single 
document  they  send  out.  In  my  view,  that  tends 
to  hamper  your  ability  to  protect  anything  in 
that  it  shows  that  it's  merely  a formal  act 
rather  than  a decision  that  somebody  has  made  on 
the  basis  of  looking  at  that  particular  document 
and  information. 

MR.  BACLE.Y;  Mr.  Bardin,  could  you  give  me  the 
citation  on  the  Supreme  Court  decision? 

MR.  BARDIN:  The  landmark  decision  is:  Kewanee 
Oil  Co.  v.  Blcron  Corp,,  416  US  470  (1974). 

MR.  RICHARDSON:  Dean  Richardson,  TI.  Mr.  Bardin, 
before  you  sit  down,  let  me  ask  you  another 
question.  Have  you  been  following  the  IBM  case 
that's  been  going  on  for  the  laat  three  years 
concerning  their  lo3s  of  the  patentable  informa- 
tion due  to  this  inability  or  apparent  lack  of 
proper  handling  of  their  Information?  Would  you 
care  to  comment  on  that? 

MR.  BARDIN:  Well,  are  you  speaking  of  the  liti- 
gation with  the  three  hundred  fifty  million 
dollar  Judgment? 

MR.  RICHARDSON:  Yes. 

MR.  BARDIN:  Well,  essentially,  as  X understand 
that  case,  the  Judge  acknowledged  that  he  had 
applied  Lhe  wrong  damage  criteria.  Ti  other 


words,  in  awarding  damages  against  IBM  he 
really  hadn't  done  it  right. 

Now,  I believe  that  that  award  has  been  cor- 
rected to  be  reduced  somewhat,  but  the  case  is 
still  very  actively  involved  in  appeal  and  I'm 
not  sure  Just  where  it  is  as  far  as  the  loss  of 
rights  through  inadvertence  or  otherwise. 

I'm  Just  not  familiar  with  the  facts  enough, 
really,  to  comment,  and  any  reliance  on  the 
decision  would  be  risky,  in  chat  appeal  is  of 
course  very  likely. 

MR.  RICHARDSON:  Thank  you. 

MR.  ARNELSON:  Mr.  Bardin,  Bob  Arnelson,  Rock- 
well International. 

When  we  give  briefings  that  contain  proprietary 
data,  if  the  briefing  is  going  to  be  published, 
printed,  and  distributed,  it  then  has  an  appro- 
priate patent  legend  or  marking  put  on  it. 

However,  in  an  oral  presentation  where  nothing 
is  printed  or  distributed,  there  is  no  patent 
or  trade  secret  restriction  put  on  the  presen- 
tation, on  the  premise  that  you  cannot  hold  a 
captive  audience  responsible  for  acceptance  of 
proprietary  information. 

Very  recently  we  had  a case  where  an  attendee 
at  a briefing  being  given,  which  did  contain 
quite  a bit  of  proprietary  data,  but  which  is 
not  printed,  had  a recorder.  Under  circumstances 
like  that  where  the  information  is  going  to  be 
reproduced — in  this  case,  in  that  form — would 
it  not  be  appropriate  to  make  a lead  chart  or 
statement  implying  or  stating  the  proprietary 
nature  of  the  material? 

MR.  BARDIN:  Absolutely.  In  fact,  one  of  the 
things  that  I try  to  encourage  is  that  at  sales 
conventions  and  other  conventions,  even  internal 
company  ones,  is  that  there  be  a very  clear-cut 
warning  statement  given  that  such  and  such  in- 
formation, which  you're  going  to  present,  is  of 
a confidential  nature. 

One  of  the  things  that  we  like  you  to  do  if  you 
propose  to  make  a disclosure  to  a vendor,  the 
ideal  situation  both  from  the  standpoint  of 
knowledge,  alerting  him  and  binding  him,  is  to 
get  him  to  sign  a confidentiality  agreement. 

That  is  quite  common.  Vendors  will  do  that  in 
most  instances.  There  are  some  companies  that 
have  a horrible  aversion  to  them.  Perhaps 
some  of  you  represent  them  here,  but  it  has  been 
ray  experience  that  if  they  want  your  business 
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bad  enough,  if  It's  important  enough,  by  and 
large,  they  will  take  it  in  confidence. 

Now,  conversely,  if  you  have  a group  of  people 
come  into  a meeting  and  you  make  a sales  presen- 
tation— particularly  if  you're  the  vendor — and 
you  make  a sales  presentation  and  you  submit  the 
information  larer  on  and  it's  got  proprietary 
information  stamp — particularly,  the  trade 
secret  kind — l don’t  chink  that's  going  to 
protect  you.  The  vendee  is  unlikely  to  know 
when  he  is  at  the  presentation  that  he  is  under 
a confidentiality  obligation,  and  unlike  the 
the  emplover-employce  relationship,  the  circum- 
stances wouldn't  suggest  it. 

So  it  is  a touchy  area,  and  oftentimes  you  just 
have  to  make  the  disclosure  and  lose  potential 
trade  secret  rights,  because  the  business  people 
tell  me,  "We've  got  to  deal  in  business  and  if 
our  legal  problem  was  the  controlling  factor, 
we  couldn't  operace." 

LT.  COL.  JONES:  I'm  Lt,  Col.  Jones  from  the 
Army  Training  and  Document  Command,  I'd  like  to 
address  an  area  which  hasn't  been  touched  on 
directLy  and  I'd  like  to  address  my  question  to 
anybody  who  can  answer  it. 

Within  the  defense  establishment,  there  are 
several  thousand  foreign  liaison  officers 
accredited  in  the  United  States.  They  operate 
under  different  tetms  and  are  allowed  access  to 
classified  information. 

One  of  my  concerns  Is  to  see  that  the  informa- 
tion released  to  the  people  In  the  Training  Docu- 
ment Command  is  cortect  within  the  regulations. 
Sometimes  it's  not  always  clear.  I'd  like  to 
know  if  anyone  has  any  indication  that  industries 
in  friendly  foreign  countries  have  through  this 
means  of  procurement  of  information  gained  any 
sort  of  an  edge  over  any  of  our  firms  in  the 
world  markets  for  military  equipment? 

MR.  BARDIN:  l think  they  have  commercially,  but 
I’m  unaware  of  it  through  military  channels.  I 
might  say  in  chat  regard,  strangely,  many 
foreign  countries  nowadays  are  more  cooperative 
and  favorable  to  proprietary  rights  than  we  are 
here  in  the  United  States,  We  have  a trade 
secret-type  suit  going  in  England  and  I've  had 
a little  experience  in  Japan,  and,  surprisingly 
enough,  they  look  on  it  more  favorably  in  those 
countries,  and  if  there  Is  a problem,  1 would 
suspect,  without  knowing,  that  it  would  be  easier 
to  cure  perhaps  than  here  in  our  own  country. 

But  1 have  no  direct  knowledge  of  Information 
having  been  acquind  through  liaison  officers. 
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Ladles  and  Gentlemen,  1 would  first  like  to 
express  our  appreciation  to  the  Program  Commit- 
tee of  this,  the  Tenth  National  Seminar  of  our 
Society,  for  the  opportunity  to  address  you 
today.  This  presentation  ia  the  by-product  of 
over  five  years  of  effort  devoted  to  establish- 
ing and  implementing  a classified  information 
management  program  at  the  Santa  Barbara  Research 
Center  (SBRC).  Our  program  development  started 
about  one  month  after  1 joined  SBRC  as  Security 
Officer.  At  that  point  I was  adviBed  that  our 
present  efforts  to  comply  with  DOD  security 
requirements  were  really  not  what  they  should 
be.  This  advice  came  in  the  form  of  a team 
inspection  which  resulted  in  some  twenty  seven 
(27)  — -jor  and  minor  deficiencies.  Recognizing 
that  prior  to  Joining  SBRC  1 had  had  very  little 
contact  with  the  DOD  program,  you  can  under itand 
why  1 asked  myself,  "What  have  1 gotten  myself 
Into  this  time?” 

From  that  beginning  in  mid  1969,  our  program 
progressed  to  the  point  where  we  were  nominated 
and  selected  for  the  Jenes  S.  Cogswell  award 
for  1973.  When  1 speak  of  we,  with  rrspect  to 
the  Cogswell  award,  1 refer  to  the  company 
management  which  permitted  us  to  implement  some 
innovative  procedures;  the  scientific  and  oper- 
ating personnel  who  adapted  their  operations  to 
these  new  procedures;  the  Santa  Barbara  DCASR 
personnel,  vho  did  not  always  agree  with  our 
new  approaches  but  were  always  helpful;  and, 
of  course,  our  security  staff.  Wo  liked  to 
refer  to  our  efforts  ns  a team  effort  and  later 
so  named  our  ln-house  uecuilty  bulletin.  1 1, 
cose  you  are  wondering  why  I am  telling  this 
saga,  1 feel,  now  looking  back,  that  one  of  the 
moat  significant  accomplishments  was  the  I act 
that  we  reafl irmed  that  the  DOD  security 
program  can  bo  a workable  and  an  effective 
program.  That's  not  to  say  it  couldn't  at  ami 
some  improvement;  however,  we  uo  not  need  panic 
changes,  in  my  opinion.  1 say  this  primarily 
alter  reviewing  some  of  the  prndlng  legislation 
now  before  the  Congress. 


MR.  ROBERT  E.  BON EON 

Senior  Member,  Contracts  Staff 

Santa  Barbara  Research  Center 

75  Coromar  Drive 

Coleta,  California  93017 

PRESENTATION  BY  MR.  TIPPIT 


I can  remember  very  vividly  those  first  few 
months  when  on  many  occasions  I sought  guidance 
and  assistance  from  many  of  my  associates  and 
found  abundant  help  in  the  areas  of  physical 
and  personnel  security.  However,  when  the  sub- 
ject of  retention,  DD  254's  and  such,  came  up 
X found  mostly  negative  remarks.  Suffice  it  to 
say,  if  I had  believed  and  followed  some  of  chose 
remarks,  I would  still  be  trying  to  explain  why 
we  had  some  2,000  secret  documents  without  proper 
retention.  It  seems  to  ms  that  we  in  industry 
still  have  not  accepted  the  fact  that  the  Infor- 
mation Security  Program  is  a program  which,  at 
least  in  my  opinion,  could  never  be  successful 
as  a totally  automatic  program.  It  Js  rather  a 
program  that  will  function  effectively  only  when 
its  designers,  practitioners  and  monitors  will 
remember  and  follow  three  basic  principles: 

(1)  Nothing  is  perfect,  thus  requiring  changes 
now  and  then;  (2)  two  or  three  heads  are  better 
than  one  - that's  what  NCMS  is  all  about;  and 
(3)  all  change  is  not  bad  - give  all  ideas  a 
fair  hearing. 

The  objectives  of  our  presentation  this  morning 
are  to  (1)  share  with  you  the  results  of  our 
efforts  which  have  led  ua  to  recommend  the 
establishment  of  a direct  contract  charge  rela- 
tionship for  contractor  conducted  Classification 
Management  activities,  lie  have  gone  one  step 
further  than  to  ju6t  suggest  such  a relationship; 
we  have  identified  what  we  feel  could  serve  as  a 
vehicle  for  developing  this  relationship  - that 
being  the  use  cf  the  Department  of  Defense  Data 
Management  Program  (DOD  Instruction  5C10.12). 

The  operation  of  this  program  will  be  discussed 
in  detail  by  Mr.  Bonson  a little  later  in  our 
presentation,  and  (2)  to  recommend  the  establish- 
ment of  a joint  committee  made  up  of  representa- 
tives from  the  National  Classification  Management 
Society,  the  National  Contract  Management  Associ- 
ation and  the  Department  of  Defense,  to  study  our 
proposal  in  detail  end  deliver  its  findings  as 
soon  as  reasonable. 

At  this  point  I will  take  a minute  or  two  to 
explain  how  this  idea  got  started.  Aa  mentioned 
earlier,  we  had  a Classified  Information  Manage- 
ment Program  at  SBP.C  that  we  were  having  great 
success  with.  Our  total  progrem  continued  to 
yield  deficient  free  "696"  inspections,  except 
for  the  normal  human  failures  that  exist  in  any 
program.  Then  the  predictable  happened;  we  had 
a business  slump  and,  as  Is  normal,  we  were 
asked  to  evaluate  our  oeprations  for  possible 
manpower  savings.  I,  aa  did  other  managers,  had 
to  ask  myself  the  question,  "What  can  I cut  out? 
What  is  really  not  necessary?"  To  answer  these 
questions  I sat  down  with  my  staff  and  discussed 
the  situation.  During  the  next  few  days  we 


99 


fonnd  that  much  of  our  daily  effort  was  sp.;nt  on 
tasks  that  were  not  required  cs  part  of  the  DDL' 
program.  Most  of  these  efforts  involved  our  pro- 
cedures for  the  obtaining,  applying  and  reviewing 
of  classification  guidance,  as  well  aa  negotiating 
classified  tjaterial  disposition  during  the  contract 
life.  Granted,  these  efforts  did  wonders  for  our 
program,  but  when  we  got  right  down  to  it,  very 
little  -van  required.  The  punch  ' ine  came  when  1 
went  r.o  out  plant,  manager  and  explained  the  situ- 
ation. He  said,  "Let's  not  change  out  program, 
but  it  would  be  a lot  easier  if  it  was  ;i  direct 
charge  program."  That  efutement  stuck  with  me 
and  led  to  sty  decision  to  tackle  this  project. 

My  first  tasfc  woe  to  establish  the  extent  of  whet 
a contractor  la  required  to  do  in  the  area  of 
Classification  Management  by  his  Department  of 
Defense  Security  Agreement,  DD  fom  *V1 , and  its 
attachment,  the  Industrial  Security  Manual  for 
Safeguarding  Classif  l id  In'/  omation,  dated  April 
1976.  The  purpose  for  this  b.:ing,  of  course,  that 
as  established  under  Section  VT  of  the  DD  Form 
441,  "the  Govonuent  shall  not  be  liable  for  any 
coat  or  claims  of  rhe  Contractor  arising  out  of 
this  agreement  or  instructions  issued  hereunder." 
The  following  is  a summary  of  my  findings: 

1.  Paragraph  5 (General  Requirements)  establishes 
the  contractors  responolble  for  safeguarding 
all  classified  information  under  his  control. 
Among  some  of  the  general  requirements  in- 
cluded are  his  responsibility  to  appoint  a 
security  supervisor  who  J.r  to  be  responsible 
for  the  overall  program.  Limitation  on  Dis- 
closure, Safeguarding,  Security  Briefings, 
Security  Combinations , Public  Release  and 
Classified  Sales  Literature  are  among  some 

of  the  other  general,  areas  addressed.  Of 
course,  in  this  paragraph  we  also  find  the 
well  known  5L  (Disposition  of  Classified 
Material)  end  5M  (Retention  oi  Classified 
Material) . 

2.  Xr.  Section  II  (Handling  of  Classified  Infor- 
mation), paragraph  10  (Classification),  it 
is  established  that  the  security  classifica- 
tion to  be  applied  to  User  Agency  information 
will  be  supplied  by  the  contracting  officer 
or  his  designated  representative.  The  DD 
Perm  254  (Contract  Security  Classification 
Specification)  is  established  as  the  form  to 
be  used  for  this  purpose.  He  also  find  the 
first  suggestion  that  the  contractor  might 

be  of  some  help,  as  the  contractor  is  en- 
couraged to  advise  and  assist  in  the  develop- 
ment of  the  classification  specification  in 
order  that  their  technical  knowledge  may  be 
utilized  and  they  may  be  in  a better  position 
to  anticipate  security  requirements.  Paragraph 
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10  goes  on  to  establish  detail  requirements 
for  applying  classification  to  various  cate- 
gories of  materials. 

3.  Section  VI,  paragraph  60  (Classification 
Guidance)  establishes  the  prime  contractor!', 
responsibilities  to  provide  subcontractor 
guidance.  Of  course,  this  guidance,  In  most 
cases,  must  be  approved  by  the  contracting 
officer. 

4.  In  Appendix  1 (DO  Form  254)  the  proper  comple- 
tion and  use  of  the  DD  Form  254  la  discussed. 

The  remainder  of  th®  l.S.M.  is  devoted  to  per- 
sonnel and  physical  security  requirements  and, 
of  course,  the  proper  handling  of  classified 
Information.  In  1971,  Colonel  George  Zacharlas 
stated,  "Classification  Is  the  beginning  and  the 
end  of  the  Defense  Industrial  Security  Program." 
Colonel  Zacharlas  made  another  statement  in  that 
same  speech  that  I feel  none  of  us  should  ever 
forget.  "Over  classification  wastes  our  resources, 
underclassif ication  jeopardizes  defense." 

I believe  ve  can  summarize  the  major  requirements 
thusly;.(l)  a contractor  Is  required  to  apply 
Classifications  to  materials  when  he  can  base 
such  action  on  present  or  past  guidance  provided 
by  his  customer,  (2)  once  classified,  he  must 
handle  and  dispose  of  the  material  as  established 
in  the  l.b.M-  or  as  otherwise  Instructed  by  the 
contracting  officer.  1 concluded  that  the  DD 
Form  441  and  the  l.S.M.  would  not  present  a bar 
to  these  efforts  and  felt  Justified  In  proceeding. 

My  second  cask  was  to  define  Contractor  Conducted 
Classification  Management  Activities,  compatible 
with  current  government  programs.  I believe  the 
following  will  provide  a base  from  which  to  work. 

"Contractor  conducted  Classification  Management 
activities  Include  those  efforts  taken  to:  (1) 
obtain  valid  classification  guidance  and  to  so 
maintain  such  guidance,  (2)  assist  contracting 
officers  In  developing  appropriate  guidance,  and 
(3)  Insure  a continuing  effective  application  of 
valid  guidance." 

My  third  task  was  to  evaluate  the  restrictions, 

If  any,  from  the  Defense  Contract  accounting  point 
of  view.  At  this  point  I punted  and  asked  Mr. 
Bonson  to  carry  the  ball.  Bob  did  so  and  was 
able,  to  his  satisfaction,  to  establish  that  there 
were  no  apparent  bars  from  that  aide  of  the  fence. 
However,  Bob  did  advise  of  the  Importance  of 
finding  an  established  program  to  use  as  a vehicle. 
We  feel  we  have  found  that  program. 


My  fourth  task  was  one  of  satisfying  that  the 
program  would  benefit,  assuming  this  idea  was 
accepted.  This  was  the  easiest  of  ths  tasks, 
for  1 simply  reviewed  the  objectives  of  the 
Information  security  program,  which  In  my  view 
are;  (1)  identify  sensitive  information,  (2) 
limit  access  to  that  information  to  those 
responsible  Individuals  who  need  access  to 
perform  their  duties,  and  (3)  provide  protec- 
tion only  as  long  as  Is  necessary,  so  as  to 
maintain  the  highest  level  of  program  Integrity. 
Since  I can  convince  myself  that  the  DOD  Infor- 
mation security  proRrcm  does  not  current’y 
fulfill  these  objectives  as  1 believe  they  can 
be  fulfilled,  1 was  satisfied  that  If  Imple- 
mented, our  proposal  would  be  of  benefit. 

I ask  each  of  you  to  consider  what  could  be  more 
contract  related  than  contract's  classification' 
What  can  be  more  important  than  our  nation’s 
defense?  We  firmly  believe  that  contractor 
conducted  Classification  Management  activities 
should  have  a direct  contract  charge  relation- 
ship. We  further  believe  that  this  relation- 
ship would  go  a long  way  in  removing  the  "fear 
of  customer”  syndrome,  which  is  often  the 
reaaon  given  for  lack  of  these  types  of  activ- 
ities. Further,  this  relationship  would  put 
contractor  classification  involvement  firmly 
In  the  proposal  stage.  It  would  further  provide 
a realistic  base  from  which  industry  could  con- 
sistently assist  the  government  by  maintaining 
a professional  and  an  on  going  program.  And 
last,  but  not  least,  the  cost  of  doing  classi- 
fied work  would  be  allocated  to  the  contract 
Berved,  not  all  government  work,  performed  by 
the  contractor. 

I would  now,  at  this  point,  like  to  turn  the 
program  over  to  Mr.  Bonson  who  will  present  the 
real  meat  ol  our  proposal  for  your  considera- 
tion. 

PRESENTATION  BY  MR.  BONSON 


John  and  I believe  that  In  order  for  Classifi- 
cation Management  programs  to  be  effectively 
Implemented  by  Contractors,  they  should  be 
handled  as  a direct  charge  to  the  contract 
involved.  And  why  not?  as  a contract  adminis- 
trator I can  tell  you  that  contractors  would 
much  rather  charge  direct  to  a contract  than 
to  embark  on  extensive  indirect  efforts  that 
increase  the  overhead  and  G6A  rates  causing 
the  contractor  to  be  less  competitive  In  the 
market  place.  In  other  words,  why  should  all 
of  the  contractor's  contracts  bear  a share  of 
the  costs  of  Classification  Management,  when 
only  a portion  are  classified  contracts? 


‘♦‘A  /;  i *-bf*(*  *»*  ■ ‘,VWWiyHJ  *4***.  -*,tf  a»»»  • 


■»  ?«»  nt«<  try'-vv'vjtaivvrty.v^i «y wwWW, 


rp  .Ay^ya  w*r »' ' ? »**v  V^a w * ? 


tv, 

t > • 


In  support  ot  our  beliefs,  let  me  share  with  you 
aome  ecllent  points  from  the  Armed  Services  Pro- 
curement ((emulation  relative  to  the  definitions 
of  Direct  Costs,  Indirect  Costs  and  Securlty 
Costa: 

Direct  Coats:  Are  defined  at  ASPR  15-202  as 
"those  which  can  be  Identified  with  a particular 
cost  objective,  but  are  nut  limited  to  Items 
which  become  pert  of  the  end  product  as  material 
or  labor.'' 

Compare  that  with  the  definition  of  ar,  Indirect 
Cost  at  ASPR  15-203:  "Indirect  coats  are  those 
which,  heocuse  of  incurrence  for  connon  or  Joint 
objtctivss,  are  not  readily  subject  to  treatment 
as  direct  coats."  In  other  words,  if  it  can’t 
be  readily  identified  as  a cost  directly  related 
to  the  instant  contract,  it  will  be  handled  as 
an  Indirect  or  "overhead"  coat. 

By  present  definition  under  ASPR  15-205.28, 
"expenses  necessary  to  comply  with  military 
security  requirements"  are  allowable  costa  to 
be  included  In  overhead  as  an  Indirect  charge 
or — and  this  Is  not  clearly  stated — they  can  be 
handled  as  a direct  chorge  to  the  contract,  if 
the  co-it»  incurred  meet  the  definition  on  a 
direct  charge. 

We  believe  we  have  a way  to  meet  both  the  ASPR 
requirements  for  a direct  charge,  and  the  Con- 
tractor’s requirements  for  implementation  on  a 
direct  charge  basis. 


This  would  permit  the  Contractor  to  charge  the 
contract  directly  for  both  efforts  and  vavld 
in  essence  cover  moat  of  the  coats  Incurred  by 
Contractor  for  his  Classification  Management 
efforts.  If  additional  costs  were  to  be  incurred 
by  the  Contractor  for  Classification  Kan.gutent 
that  would  not  be  covered  In  either  the  prepara- 
tion of  the  plan  or  it»  implementation,  a con- 
tract line  item  (CLIN)  could  also  be  negotiated 
between  the  Contractor  and  his  customer  to  cover 
the  specific  additional  Items  of  direct  charge. 

We  will  concentrate  here,  however,  on  the  two 
data  items  and  their  use. 

Department  of  Defense  Instruction  5010.12  pro- 
vides the  basic  thrust: 

1.  Under  Paragraph  IV,  Applicability  and  Scope, 
it  is  stated  that  "The  procedures  and 
policies  contained  in  this  Instruction  . . . 
may  be  used,  where  appropriate,  for  all 
other  oata  such  as  administrative,  financial 
and  program  management  information  ...". 

2.  Under  Paragraph  VI,  Policies  and  Procedures, 
Subparagraph  I,  Technical  Data  Requirements, 
states  that  "Personnel  representing  Program 
Management,  Technical,  Financial  and  other 
functions  shall  Integrate  data  requirements 
in  their  overall  planning.  These  personnel 
shall  be  receptive  of  the  ’data  call’,  to 
provide  the  opportunity  for  Including  their 
data  requirements  in  the  contractual  docu- 
ment." 
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During  the  Initial  period  after  John  approached 
me  on  the  subject  of  handling  Classification 
Hanagement  ns  a direct  charge,  the  similarity 
between  this  type  of  effort  and  current  Contrac- 
tual Program  Requirements  for  Quality  Assurance, 
Reliability  rnd  Configuration  Management  could 
not  be  overlooked.  Each  of  these  program 
efforts  require  the  contractor — on  a direct 
charge  basis — to  submit  Program  Plans  and  subse- 
quent statue  reports. 

In  pursuing  this  similarity,  we  reviewed  Depart- 
ment of  Defenoe  Instructions  5010.12  (Management 
of  Technical  Data),  7000.1  (Resource  Management 
Systems  of  the  Department  of  Defense),  and  5000.12 
(Data  Elements  and  Codes  Standardisation  Proce- 
dures) . 

It  appeared  to  us  after  reading  these  documents 
that  the  simplest  approach  was  to  create  two  new 
data  item  descriptions  pertaining  to  the  sub- 
mission by  the  Contractor  of  a Classification 
Management  Program  Plan  and  the  subsequent  sub- 
mission by  the  Contractor  of  periodic  Hiatus 
reports  pertaining  to  the  implementation  of  the 
plan. 


3.  Under  Paragraph  VI,  Policies  and  Procedures, 
Subparagraph  j,  Acquisition  of  Data,  Sub-sub- 
paragraph 3 states  "Data  products  (items) 
Included  In  the  contract  data  requirements 
list  shall  be  selected  from  an  authorised 
data  list." 

In  reviewing  the  Department  of  Defense  Authorized 
Data  List,  dated  1 February  1974,  and  current 
revisions  thereto,  it  was  determined  that  no 
data  item  descriptions  exist  relative  to  a con- 
tractor's Classification  Management  Program 
Plan  or  the  submission  of  status  reports  per- 
taining thereto.  As  s result,  we  have  prepared 
proposed  data  Item  descriptions  for  each  of 
these  items.  Numbering  of  each  of  these  data 
items  has  been  accomplished  in  accordance  with 
D0D  Authorized  Data  List  general  Information, 
l.e..  Category  A (Administrative  Management) 
has  been  selected  because  It  Is  most  appropriate 
to  the  Classification  Management  efforts  we  are 
discussing,  and  the  numbers  4498  and  4499  have 
been  arbitrarily  selected  to  Indicate  our  belief 
that  the  data  Item  description  should  be  managed 
by  the  Defense  Supply  Agency  who  Las  cognizance 
over  DCAS  and  its  security  functions.  Another 
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possibility  would  be  to  put  the  management  of 
these  data  item  descriptions  under  the  office 
of  the  Assistant  Secretary  of  Defense  with 
numbering  somewhere  between  6,000  and  6,099 
(The  cognisant  Government  agency  for  these  two 
data  Item  descriptions  should  be  a matter  for 
Investigation  and  determination  during  the 
period  in  which  the  ove.nll  proposed  approach 
la  evaluated) . 

1 have  four  Illustrations  to  present  to  you: 
Figure  1 and  2 set  forth  the  data  Item  descrip- 
tion for  the  Classification  Management  Program 
(DI-A-4498).  Figure  3 seta  forth  the  data  item 
description  of  the  Status  Report,  Classification 
Management  Program  (Dl-A-4499)  and  Figure  4 (the 
last)  presents  a sample  contract  data  require- 
ments list  (CDRL)  DD  Form  1423  This  last 
Figure  takes  an  actual  page  2 of  a CDRL  and  adds 
the  Classification  Management  Program  data  Item 
and  the  Status  Report  data  Item  to  show  how  they 
might  be,  under  actual  circumstances , included 
In  a contract. 

It  Is  ^ur  belief  that  both  Program  Management 
and  the  Security  Office  of  the  DOD  Agency  or 
prime  customer  will  be  the  ones  most  Interested 
In  receiving,  evaluating  and  approving  these 
data  Item  submissions.  It  may  be  that  other 
functions  may  also  be  Interested  and/or  have  a 
significant  role  to  play  In  classification 
management,  and  distribution  of  the  Data  Item 
submissions  to  such  additional  functions  should 
be  specified  on  the  DU  Form  1423. 

tn  preparing  hla  response  to  the  RFP/RFQ  the 
contractor  sets  forth  the  costs  for  preparing 
and  submitting  each  of  these  data  items.  It 
is  assumed  in  this  presentation  that  all  direct 
charges  associated  with  the  Classification 
Management  will  be  covered  In  preparing  and 
submitting  these  two  data  Items.  However,  as 
we  have  previously  stated,  any  direct  charges 
not  covered  should  be  included  In  a separate 
contract  line  Item. 


In  summary  then,  we  believe  we  have  a reasonable 
method  and  approach  to  handling  Classification 
Management  as  a direct  charge  to  a contract 
Involving  classlflad  hardware  and  data.  This 
approach  doea,  in  our  opinion,  deserve  scrutiny 
and  l Join  with  John  In  recommending  a Joint 
committee  be  established  with  representative* 
from  NCMS,  NCMA  end  DOD  for  the  purpose  of 
reviewing  and  evaluating  this  approach  for 
possible  implementation. 
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This  document  serves  «S  the  haste  documentation  of  the 
Contractor's  planning  of  the  Classification  Management 
Program  to  he  conducted  for  the  applicable  contract 
Items,  The  plan  Is  used  by  the  Procuring  Activity  to 
affect  Initial  review  and  approval  of  ehe  Contractor's 
Classification  Management  Program  and  as  the  basis  for 
monitoring  and  svaluatlng  the  Contractor's  conduct  of 
the  program. 
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This  Data  Item  Description  Is  applicable  to  ell  clatsl-| 
fled  contracts.  Its  purposs  Is  to  derive  early  end 
continuing  Contractor  and  Procuring  Activity  attention 
to  the  handling  of  classification  and  classified  re- 
quirements on  development  or  production  programs  with 
theee  goals  to  be  established:  1)  reduction  In  the 
erection  of  classified  data,  2)  {eduction  In  retention 
of  classified  data,  3)  reduction  In  cost  of  producing 
classified  hardwere  or  data,  and  4)  prompt  declassi- 
fication of  claaaifled  hardware  or  data  wherever 
possible. 
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Industrial  Security  jj 
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DI-A-4499 

CD-254 
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1) 


2) 


The  Contractor  may  be  required  to  provide  a preliminary  Classification 
Managariant  Plan  during  the  RFP/RFO  stage  of  Procurement.  If  so.  It  will 
follow  the  general  requirements  set  forth  for  a formal  plan. 

The  Contractor  will  prepare  and  submit  a forcal  Classification  Management 
Plan  within  the  period  specified  in  the  DD  1423  for  Procuring  Activity 
Review  and  Approval.  The  Plan  shall  Include: 

A.  Method  for  review  and  acceptance  and  implementation  of  Program  DD  254 

B.  Plans  for  briefing  Contractor's  Program  Team  of  Program's  Classified 
Requirements. 

C.  Implementation  of  special  requirements,  le.  Marking,  Storage, 
Visitors,  Shipping  Procedures,  ate. 

Pavtew  of  possible  over/under  classification  situations. 


■i 


D. 

E. 


He  an*  for  reviewing  areas  of  poaslbls  reduction  of  costs  on  producing 
classified  hardware  or  data. 


F. 

C. 


Plan  for  retention  of  classified  data  upon  uontrect  completion. 


Compliance  with  program  requirement*  consl*tent  with  the  creation  of 
a minimum  of  classified  data. 


H. 


Plan  for  review  of  Program  DD  254  on  an  annual  (contracts  up  to 
$1,000,000)  or  semi-annual  (contracts  In  oxests  of  $1  000,000)  basis 

ess  and  applicability  of  current  guid- 


DD  3PV.16S4 


Kci?*wt 


"Ttrx" 


10  3 


t 3 


Figure  1 


Preparation  Instruction*  (con't.) 


\ pun*  for  implementing  A through  H above  with  applicable  tub 
contractor*  (dm  ard  lover  tl*r»)  and  Vendor*, 
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The  flan  shall  ho 
meet  the  criteria 
proved  plan  shall 


prepared  tn  Contractor' a own  format,  organised  to 
*tt  forth  ahova,  Distribution  of  copie*  of  the  ap- 
be  In  accordance  with  the  PD  142J. 


DO  form  IbftA 


Page  _2_  of  _I_ 
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Status  Report,  Classification  M*nag«Mnt  frogra* 

I *1  — "™ "■  ' — 

This  report  keeps  the  Procuring  Activity  etui  other 
effected  ectlvltlee  aware  of  the  progress  of  the 
Contractor* a effort*  In  Implementing  tha  Claaslfl- 
catlon  Management  Program. 
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It  unin<ualilii 


Definitive  Claaalf Icatlon  Management  Program  Plan* 
are  submitted  by  Contractor*  for  Claaaiflad  Prograaa. 
The  itatua  report*  describe  the  Contractor**  effort* 
*o  that  the  program  atatua  can  he  evaluated. 
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1)  Statu*  report*  ahall  be  aubaltted  either  annually  (for  contract*  up  to  j 
$1,000,000)  or  aeal-annually  (for  contract*  in  excess  of  $1,000,000)  from 
data  of  contract  award. 

2)  Statu*  report*  *hall  be  In  Contractor'*  format  and  ahall  report  on  the 
progre**  mad*  from  Inception  to  the  first  report  and  Subsequently  from 
the  last  report,  in  Implementing  the  approved  Classification  Management 
Plan  at  the  Contractor's  level  and  at  the  Sub-contractor  and  Vendor 
level*. 

3)  The  last  statu*  report  to  be  submitted  on  th*  contract  shall  bo  a final 
report  covering  tha  psriod  of  contract  performance  including  all  previous 
reports  (If  any).  Indicating  the  Contractor' a overall  efforts  and  ac- 
complishments In  Implementing  tha  Classification  Management  Plan. 


PI gure  3 
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QUESTIONS  AMD  ANSWERS 

NR.  HOYLE:  Jim  Hoy  la,  Lane*  Project,  Off  lea  of 
Huntsville,  Alabama. 

I'd  Ilka  Co  direct  a couple  of  questions,  If  I 
may,  to  Nr.  Boneon. 

I am  prefacing  my  remark  by  an  old  saying,  "Many 
tinea  It's  better  to  ranaln  silent  and  be  thought 
a fool  than  to  open  your  south  and  remove  all 
doubt ." 

However,  I do  seek  knowledge.  That' a one  reason 
1 com  to  these  seminars.  As  we  gain  knowledge, 

ve  get  smart. 

On  yout  proposed  data  Item  list,  1 have  to  put 
myself  on  the  other  side  of  the  fence.  To  me. 

In  one  respect,  It  was  like  some  wasted  effort. 
Number  one.  In  a User  Agency  the  directive  Is 
given  by  a DU  Eons  254  to  the  contract  force. 

It's  never  stagnant.  It  Is  changed  at  least 
once  a year.  Normally,  In  the  downgrading  area. 

In  the  ton  years  that  I've  worked  on  the  DD  254 
for  our  project,  for  example,  we  have  consistently 
downgraded  and  declassified  more  and  more  Informa- 
tion. Now,  granted,  there  are  certain  supersecret 
projects  and  so  forth  In  which  your  dace  items 
might  be  beneficial,  but  for  the  regular  run  of 
the  mill  type,  I just  can't  see  It.  It  appears — 
and  I'm  on  the  other  side  of  the  fence  now — It 
sppeera  that  the  contractor  has  found  another 
method  In  which  to  make  money.  Here  1 In  his 
shoes,  I'd  do  the  aasm. 

Develop  a proposed  data  Item  for  the  security 
management  program — This  Is  fine,  I feci — My 
feeling,  rather,  would  be  thet  whatever  the  con- 
trector  desires  to  do  In  carrying  out  a program 
of  security  classification  management  Is  his 
business.  He  give  a direction.  He  have  the 
DCASR  to  do  the  monitoring,  end  whatever  the  con- 
tractor needs  to  do  or  has  to  do  In  order  to 
carry  out  those  orders  Is  hie  business,  so  I'll 
be  on  the  other  aide  of  the  fence  In  the  beginning 
In  not  recommending  the  date  Item. 

I work  In  the  samu  office  with  the  man  who  does 
the  data  Item.  I Just  can't  see  It. 

HR.  TIPPIT:  Before  your  question,  let  M comment 
on  your  statement . 

Recognise,  as  you  do,  since  you're  fa^llar  with 
the  data  Item  description,  that  there  la  no  re- 
quirement for  the  contracting  activity  to  imple- 
ment It  In  every  contract,  and  sines  all  of  your 


programs  are  eo  appropriately  classified,  you 
would  not  heve  to  implement  It,  end  It  is  a 
negotiable  item,  so  If  In  your  activity  you  did 
not  feel  the  necessity  of  implaMntlng  this  data 
Item  description,  certainly  as  a contracting 
officer,  you  would  have  the  opportunity. 

MR.  BONSON : Even  greater  than  that,  the  Govern- 
ment  Is  getting  the  advantage  In  your  method  of 
having  to  cost — for  doing  what  you  say  is  being 
done— spread  over  all  contracta,  and  1 submit 
that  there  are  a gieat  many  cuatomars  who 
wouldn't  want  that  charge  to  be  Included  In  the 
overhead  for  a none lacs If  led  program.  Why 
should  he  bear  the  coat  for  aosmthlng  he  la  not 
getting  any  advantage  on? 

MR.  HOYLE:  Right,  1 concur  with  that  to  make  a 
direct  cost.  You  take  one  company  performing  on 
many  contracta  known  as  one  classified.  It  la 
logical  to  make  a direct  coat  for  that  contract. 

1 agt ee  with  that . 

My  question  was  this:  Has  this  been  ImpleMnted 
with  Fort  Belvolr? 

MR.  TIPPIT:  No. 

MR.  BONSON:  No,  we've  merely  used  Fort  Belvolr 
an  an  example  on  the  Form  1423.  1 chose  to  show 

how  It  might  be  Implemented  on  a typical  i423. 

In  no  way  hnve  we  dlncussed  this  with  Fort 
Belvolr. 

MR.  TIPPIT:  Next  question.  Yes,  sir. 

MR.  BOWERS:  Bud  Bowers.  Uestlnghouse,  Annapolis, 
Maryland. 

I have  a double-barrel  question  for  you. 

First  of  all,  how  do  you  determine  In  your 
proposal  effort  what  the  costs  are  going  to  be? 

Is  it  like  a percentage,  or  Is  It  a factor  of 
so  many  dollars,  for  basically  the  same  effort 
goes  into  a large  contract  as  it  would  Into  a 
small  one? 

The  other  part  of  the  question  is  since  I have 
somewhat  of  a contract  background,  I anticipate 
that  most  of  these  people  are  going  to  find 
resistance  from  the  contract  people  when  they  go 
to  do  this,  but  how  do  you — I lost  my  thought. 

MR.  BONSON:  Hell,  your  question  was,  basically, 
how  do  you  happen  to  handle  this  type  of  thing, 
and  my  answer  Is  very  similar  to  the  way  you 
would  handle  quality  assurance  program  plans, 
reliability  program  plans,  configuration  manage- 
ment program  plans.  I think  you  can  argue  that 
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each  of  those  should  be  an  indirect  charge,  and, 
in  fact,  they  used  to  be,  but  tha  Ida*  of  getting 
« quality/rallabUity  program  at  a high  laval, 
ahall  va  aay,  rathar  than  quality,  but  a hl.th 
laval  coni Igurat loti  managamant  program  attandant 
to  tha  naada  of  a contract,  thav  all  come  around 
to  having  data  item  daarrtpttona  aatahliahcd  for 
than,  and  to  balng  direct  chargaa  in  a contract, 
and  balng  required  at  tha  RKV , HKv}  ataga. 

How  do  you  identify  tha  coat  a that  go  along  with 
that  la  along  the  aamr  route  aa  how  do  you 
tdantify  tha  coata  tot  a quality  assurance 
program  plan.  You  have  quality  aaautanca  In 
every  one  of  your  companies  It  you're  on 
lnduatry'a  aide  of  tha  houae,  you  have  a quality 
aaaurance  department , hut  tha  program  plan  aeta 
forth  something  that  tha  Government  wauta  to 
know,  or  tha  cuatomer  wants  to  know,  how  you're 
going  to  handle  specifically  the  quality  on  that 
particular  program,  because  they  have  found  that 
contractors  ate  tnconatateiu . 

let's  face  It.  Your  company  in  dll  latent  than 
mine.  And  our a 1*  different  than  somebody  elaa'a 
down  the  at  t set  aa  tat  as  implementing  quality, 
reliability,  and  con  f igurat  ton  management  , 

Hence,  the  cuatomer,  more  specifically,  the 
Government , aaya,  "Hey,  we  want  to  see  what  it 
ta,"  and  it  mav  not  have  to  bs  the  same  for 
every  program. 

This  program  may  he  unique,  and  that  gl'  aa  the 
program  office  of  tho  cuatomer  an  opportunity  to 
review  that  particular  program  and  aay,  "Yea, 
this  one  1 want  to  Implement." 

1 think  one  of  the  points  1 want  to  address  with 
regard  to  claaalf icatlon  management  program 
planning  la  that  contractors  will  taka  tha  131)  25A, 
will  review  It.  and  they  will  exert  various  levels 
of  Implementation  of  that  UD  25 A. 

Now,  John — The  program  that  ho  and  l have  worked 
on  and  what  we've  done  with  our  partlculai  pro- 
gram became,  1 think,  very  significant  because 
we  have  gotten  the  program  manager  tn  early  and 
on  a continuing  basis  to  take  a look  «t  the 
problems  of  classification  management  on  a 
particular  program. 

We  have  had  study  programs  aa  well  aa  reproduction 
and  production  programs.  1 van  tell  you  with 
regard  to  the  production  program,  we  have  had 
eome  significant  reductions  In  coat  by  apprising 
the  program  management  team  of  how  to  handle  It 
tn  regards  to  the  DU  2M.  For  instance,  manu- 
facturing, whon  you  atart  to  put  together  some 
assemblies,  if  you  were  to  follow  the  DO  25A,  in 


some  cases,  you  would  have  a claaalf tad  assembly 
at  a very,  very  low  level,  and  1 can  also  tell 
you  that's  expensive  from  a manufacturing  stand- 
point . 

Wa  have  figured  out  ways  to  raorganlxe  our  pro- 
duction programs  to  handle  the  aubasaembl lea  to 
a point  that  they  don’t  get  claaslfled  until  a 
much  later  time,  and  the  coate  associated  with 
all  that  are  pushed  aside,  because  we  don't  have 
to  pass  those  on  to  the  Government . 

Vie  have  been  able  to  get  back  to  our  customer  on 
an  active  claeelf lest  Ion  management  basis,  and 
actively  worked  the  problem  of  classification 
management  of  the  0D  ?SA  to  reduce  the  coat  to 
them  and  to  out'aelvca. 

HR.  T1FFIT:  1 might  add  to  that,  too,  by  the  way, 
that,  again,  the  tact  that  your  vompany— our 
company  and  aoma  other  company  does  have  a 
different  approach  to  classification  management, 
at  least  In  my  view,  should  not  be  considered  bad. 

1 think  sometimes  you  can  ayetematlte  the  effec- 
tiveness right  out  of  the  program,  and  1 think 
the  lnnovat lvenesa  ot  the  professionals  In  this 
business  should  be  allowed  lo  be  expressed,  and 
that  expression  could  take  the  form  of  that 
company's  particular  claaal Cleat  Ion  management 
piogran  plan,  and  recognising  that  the  t’O  would 
continue  to  have  the  opportunity  to  approve  and 
negotiate  the  conditions  ot  that  plan, 

MR.  DON SON:  Or  to  determine  If  it  was  even 
required  to  start  with.  We're  providing  a vehicle 
for  those  vuatomeia  and  those  agencies  that  want 
to  tmpl  ement  something  more  than  Just  routine  or 
haphaaard  classification  management  on  a program. 

HR.  BOWERS:  The  latter  part  of  my  question  Is  If 
you  have  a large  number  of  contracts,  would  this 
not  he  almost  an  accounting  burden  to  keep  track 
of  the  hour*  and  time  that  wore  expended  tor 
elaeatt lost  Ion  management  on  a huge  number  of 
contract at 

HR.  DON SON : Not  any  more  than  It  would  be  for  a 
program  manager  who  splits  his  time  between  a 
number  of  different  programs,  and  1 think  most  of 
our  companies  on  lnduatry'a  aids  have  that  kind 
of  a situation  where  you  don't  have  a program 
manager  exclusively  assigned  to  one  program,  and 
he  apllta  hta  t tme  on  numerous  programs-  an?  tie 
splits  hta  t tme  up  on  his  tlm-.ava  viiat  way. 

Alao,  with  regard  to,  aay,  the  quality  assurance. 
It  you  have  him  referring  back  to  quality,  rali- 
ahlllty  and  configuration  management  in  the  prep- 
aration of  the  program  plan,  it's  certainly  a 
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dlract  charge,  because  they  know  how  much  tlaa 
they  spent  tn  preparing  that  plan,  and  you  alao 
know  that  they're  putting  Into  that  the  coat  of 
doing  all  the  raaaarch  and  the  engineering  work, 
and  everything  elae  that  goea  with  it,  ao  that 
the  coata  can  be  laolated,  and  quite  effectively. 
It  alao  reducea  your  overhead. 

MAJOR  CHERRY:  I'm  Major  Cherry.  I'd  like  to 
speak  not  aa  a cuatoaer  because  our  organisa- 
tion hae  a hundred  and  twenty-two  contracta  out 
with  a nuaber  of  you  folka  and  plua  some  Bore — 

MR.  TIPP1T:  We  need  more.  (Laughter.) 

MAJOR  CHERRY:  Okay.  I'd  like  to  show  you,  I 
think,  maybe  how  aa  claaaiflcatlon  managers  you 
can  write  some  of  thla  off  aa  a coat  of  a cleasl- 
fled  contract  aa  oppoaed  to  a cost  of  your 
normal  overhead. 

At  FTD,  ay  alara  aystea  alone  la  now  about  a 
four  hundred  thousand  dollar  arrangement.  We've 
got  a thirteen  and  a half  million  dollar  expan- 
sion program  on  alarm  syateaa.  To  cover  that, 
it's  going  to  coat  a million  two  hundred 
thousand. 

Now,  that  I can't  really  charge  off,  ao  let's 
say  our  exploitation  and  make  It  twenty-five. 
Okay,  but  If  you  taka  and  figure  out  how  aany 
secret  document*  you  have  to  aalntaln  and  how 
aany  confidential  docuMnta  and  how  aany  linear 
footage  In  different  types  of  safes,  remembering 
now  that  a contldentlal  document  doesn't  require 
the  same  degree  of  protection  of  aecrets  and  so 
forth,  you  could,  I think,  very  legally,  very 
Justifiably,  show  your  contract  monitor,  "Hey, 

1 happen  to  have  "X"  number  of  safes  Just  to 
cover  your  contract."  Now,  thla  lan't  going  to 
help  against  tha  guard  fores  or  your  alarm 
ayatesa  or  the  types  of  vault  doors  you  happen 
to  have,  but  it 'a  going  to  help  a lot,  I would 
think. 

MR.  BONSON '■  Nell,  may  I suggest  thla,  that  what 
we're  talking  about  la  Just  a little  different 
than  what  you're  talking  about  in  regards  to 
alarm  systems,  safes,  and  so  forth. 

Those  types  of  coata  fall  Into  your  plant  Itself, 
the  physical  plant,  and  facilities,  and  on  tha 
DD  254,  thare'a  a block  down  there  In  that  SD 
254  that  says  if  It's  over  and  above  the  require- 
ments of  your  agreement  with  tha  Government , then 
thoee  costs  are  allowable  coata  and  additional 
coata , 

What  va're  talking  about  hare,  of  course,  la  a 
different  thing.  It's  classification  management 


Itself,  not  the  plant  protection.  Plant  pro- 
tection under  ASPR  15208  Is  an  allowable  and 
allocable  charge. 

MAJOR  CHERRY;  You  will  find  that  you  will  in- 
crease your  clock  with  your  aanagement  though 
If  he  figures  out  that  about  twenty-five  percent 
of  Me  cost  1*  going  for  security.  Most  of  the 
managers  don't  realise  that,  and  If  you  can  coma 
up  with  what  your  coata  are  In  your  Individual 
organisations,  you  may  Juat  find  yourself  able 
to — 

MR.  BONSON:  You'll  find  no  dlaa^reeaent  froa 
ua  on  that . 

MR.  T1PP1T:  1 really  wonder — and  aa  1 hear  you 
speaking,  I 'a  In  tune  with  you — but  1 think 
really  the  thrust  of  our  considerations  here  Is 
not  Che  cost  being  the  No.  1 ltea.  What  wa  are 
saying  la  that  traditionally  In  Industry  the 
thing  that's  aade  us  get  off  our  duff  and  get 
behind  a program  is  a direct  charge  relationship. 

Now,  the  gentleman  over  here  who  indicated  that 
In  hla  opinion  thla  might  be  a way  of  making 
money,  well,  I’m  not  sure  of  that.  I'm  not  aura 
that  that  would  be  a way  of  making  money,  but  1 
do  know  It  would  be  one  way  of  laproving  a lot 
of  the  weaknesses  that  now  exist  In  the  program. 

They're  not  written  In  there,  but  they  arc  there 
and  1 think  both  of  us  on  Industry  and  Government 
can  agree  on  this. 

Yes,  sir. 

MR.  LARSEN:  Frank  Larsen,  CNO.  A comment  to 
John  Tipplt  on  a statement  you  made  during  your 
presentation. 

It  was  refreshing  to  hear  your  sense  of  priorities 
about  the  Information  security  program,  and  to 
paraphrase,  when  you  said,  first  of  all,  to 
identify,  and  than,  secondly,  protect  that  which 
la  truly  sensitive  in  the  national  interest. 

We  In  the  Navy  feel  that  that  la  tha  sense  of 
priority  because  thla  la  a security  program,  and 
working  together  all  of  the  other  concerns  and 
nuances  we  hear  about  the  Information  security 
program  will  take  care  of  itself.  I congratulate 
you  on  your  sense  of  prioritise . 

MR.  SUTO:  Gene  Suto,  President-elect  of  NCMS. 

First  of  ell,  I want  to  say  that  NCMS  will  be 
very  pleased  to  work  with  you  on  this  particular 
area. 
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Secondly,  we've  already  been  doing  aome  work  In 
this  particular  area  that  we  will  aend  to  you  in 
the  very  near  future.  Thia  is  in  connection  with 
the  DO  and  the  contractor's  participation  in 
the  DO  2 Vi. 

To  address  the  gentleman's  question  over  here, 
it's  fine  if  you  have  a Uaer  Agency  giving  you 
all  this  wonderful  detailed  classification  guid- 
ance as  you're  doing,  and  you're  to  be  compli- 
mented, but — 

MR.  BONSON:  Thia  is  one  of  the  better  program 
offices.  That's  for  sure, 

MR.  SUTO:  — we  have  found  that  there  are  many, 
many  contractors  around  the  United  States  who 
are  getting  little  or  no  classification  guidance, 
and  if  the  contractors  are  given  this  opportunity 
to  develop  this  guidance,  plan,  and  furnish  it 
back  to  the  User  Agency,  we  will  all  be  better 
off  and  have  a more  viable  program,  so  I think 
these  gentlemen  are  to  be  complimented  for  their 
concept . 

MR.  ilf'uSON:  I wish  the  Lance  program  office  had 
some  way  of  talking  to  the  rest  of  toe  DOD 
agencies  how  it’s  done,  because  we  don't  get 
that  kind  of  support  from  all  our  customers.  1 
don't  have  any  contracts  with  him,  apparently. 

MR.  TIPPIT:  1 know.  That's  what  you're  crying 
to  develop.  (Laughter.)  The  many  of  yon  who 
have  been  involved,  as  I have,  in  offensive 
intelligence,  I think  you  can  remember  and  recog- 
nize that  one  of  the  most  effective  aids  to  the 
offensive  intelligence  community  is  the  existence 
of  confusion  in  the  defensive  operations  of  the, 
you  might  say,  target. 

1 suggest  that  we  have  a bit  of  confusion  in 
this  program  that  is  being  used  significantly 
by  offensive  Intelligence  agencies,  be  it  that 
of  the  Army  against  the  Wavy,  or  what  have  you, 
(laughter),  but,  at  the  same  time,  1 would  like 
to  say  that  agalr,  we  do  not  have  all  the  answers 
here  in  our  proposal.  We  do  not  even  think 
about  coming  up  with  all  the  answers,  but  we  do 
feel  that  this  could  be  a viable  program  and  we 
feel  that  the  data  item  description,  although 
it  may  not  be  the  perfect  vehicle,  may  be  the 
vehicle  to  get  ua  on  the  track  and  subsequently, 
DOD  might  have  another  vehicle  in  mind. 

So  unless  there's  any  other  questions  or  comments— 

MR.  BONSON:  There's  one  back  here. 


MR.  LETTHUM:  I'm  Gene  Leythum,  Boeing. 

1 know  some  of  your  comments  are  valid,  but  1 
think  there's  also  some  pretty  unaurmountable 
problems  you  get  in  a corporation  such  as  ours— 
multiple  facility  and  multiple  usage. 

We've  found  it's  most  efficient  to  centralize  a 
lot  of  our  operations  such  as  in  oar  data  filea. 

Our  Beeurlty  operations  are  important  operations 
and  it  becomes  quite  an  extensive  account  lag 
procedute  to  try  to  Identify  some  of  those  costs 
out  to  a specific  contract.  We've  been  looking 
at  some  quite  some  time  and  we  haven't  been  able 
to  come  up  with  a way  where  you  can  satisfactorily 
identify  it  solely  to  a specified  contract. 

The  best  we've  been  able  to  do  is  Identify  certain 
apparent  items  to  a contract,  and  others  to  in- 
direct costs  of  overhead. 

In  my  office  alone,  for  example,  1 have  the  respon- 
sibility of  all  claaBlfled  programs.  I would  have 
to  hire  extra  people,  and  If  1 kept  records  of  how 
ouch  time  1 spent  supporting  an  individual  program, 
it  would  carry  from  day  to  day. 

We  run  into  the  same  thing  with  our  security  guards. 
We  utilize  a lot  of  our  facilities  on  a shared 
basis,  so  that  the  program  may  come  into  a facility 
only  In  a manufacturing  area,  so  1 can  use  it  only 
a portion  of  the  time.  To  try  to  figure  out  how 
much  of  that  security  guards  time  is  allocated  to 
that  program — 

MR.  BONSON:  Sir,  let  me  stop  vou  right  there, 
because  I think  the  point  you’re  making  is  a 
valid  point,  and,  for  that,  very  reason,  we  would 
not  ever  anticipate  trying  to  allocate  physical 
security,  cither  manpower  or  facilities,  against 
contractors.  Again,  this  proposal  is  limited  to 
those  activities  which  would  directly  relate  to 
the  classification  determination  and  application 
on  a contract. 

MR.  TIPPIT:  definitely  not  physical  security; 
definitely  not  covered  at  all.  We're  talking 
strictly  about  that  function  having  to  do  with 
classification  management.  1 tend  to  agree  with 
what  you're  saying  if  you  hove  it  on  the  corporate 
level,  1 think  there’s  a number  of  wayB  to  handle 
that  from  an  accounting  standpoint,  however. 

The  least  resistance  for  your  particular  case 
- would  be  to  say  not  separately  priced.  It's 
Included  in  overhead. 


MR.  TIPPIT: 


We  otill  have  about  ten  minutes. 
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MR.  TIPPXT:  And  I think  another  thing  that  you 
could  consider  Is  that — as  Bob  pointed  out  to  me 
earlier  in  the  contract  management  field  develop- 
ment, when  many  of  these  overhead  programs  made 
the  shift — some  of  the  same  comments  that  have 
been  made  here  today — 

MR.  BONSON:  What  do  you  do  with  quality  assur- 
ance at  the  top  level?  Most  of  the  QA  directors 
report  at  a pretty  high  level  in  the  company, 
and  the  Government  wants  them  that  way.  The 
customers  want  quality  assurance  now,  and  you're 
staffed  with  some  pretty  high  level  people  and 
costs,  but  yet  we  are  able  to  effectively  isolate 
the  costs  of  preparing  a program  and  implementing 
a specific  program  for  a particular  contract. 

MR.  T1PPIT:  I would  suggest,  frankly,  that  the 
Implementation  of  a direct  charge  classification 
management  program  would  really  not  even  come 
close  to  the  magnitude  of  the  quality  assurance, 
the  configuration  management,  or  such  type  of  an 
ifem. 

MR.  BONSON:  We  could  show  those  for  similarity 
of  background  and  purpose  rather  than  similarity 
of  cost. 

MR.  PvICHARDSON:  Dean  Richardson,  Tl.  Somebody 
said  to  me  the  other  day,  "Boy,  you  got  a ques- 
tion for  everybody,  Dean,"  and  l don't  really 
have  questions.  I'm  Just  curious  about  a lot 
of  the  things  that  are  said  up  here,  and  I'm 
particularly  curious  about  this  very  Innovative 
approach  to  handling  Che  costs  or  even  just 
getting — and  a lot  of  contractors  have  this  very 
serious  problem — about  getting  a bill,  because 
somebody  has  to  pay  for  that  guy,  and  how  is  the 
company  going  to  afford  additional  overhead  for 
a classification  management  position? 

This  is  a good  approach. 

Now,  let  me  ask  you  this.  What  has  been  your 
track  record  on  acceptance  by  your  customers,  as 
1 kind  of  get  the  feeling  you  haven't  really 
done  this  yet. 

MR.  BONSON:  We  have  been  doing  everything  but 
getting  It  on  a direct  charge  basis.  This  is 
the  first  time  we've  presented  the  idea  of 
direct  charge  to  anybody.  We  felt  thiB  was  the 
best  body  to  present  it  to  to  get  a reaction.  I 
am  pleased  to  see  that  the  NCMS  people  are  willing 
to  participate  in  it. 

MR.  RICHARDSON:  You  haven't  approached  any 
customers  with  this  till — 


MR.  T1PPIT:  Well,  recognize  that  our  program 
was  implemented  at  the  Santa  Barbara  Research 
Center.  We  would  have  probably  never  gotten  -o 
this  point,  really,  because  we  were  very  satis- 
fied and  having  a tremendous  success  with  our 
customers  in  terms  of  the  applications  of  our 
program,  but  when  that  inevitable  question  was 
asked  by  the  boss,  "Hey,  what  am  1 paying  for? 

Is  it  required  by  the  Government,"  I had  to  say, 
"No,  it's  not,"  and  except  for  the  foreaighted- 
ness  of  the  management  at  that  particular 
facility,  I think  many  managements  would  have 
said  "Well,  sorry,  Charlie,  but  you've  got  to 
cut  your  classification  management  in  two,"  and 
1 think  to  the  detriment  of  the  program,  so  it 
was  this  realization,  I think,  in  my  own  mind 
that  led  me  to  discuss  the  responsibilities  with 
Bob,  and  got  ub  here  today. 

MR.  BONSON:  The  second  part  of  the  answer  to 
that  is  yes,  we're  going  to  try. 


